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1.0 Introduction
1.0.1 Welcome
1.0.1.1 Introduction to the
Personal Computer
1.1 Personal Computer Safety
1.1.1 What is in a Computer?
1111 Video Explanation - What's KOOOL:
in a Computer?
1.1.2 Electrical and ESD Safety
, . ITEA.2; ITEA.S; i _~ca.no. | 4.4 Given a scenario, use common safety
1.1.2.1 Electrical Safety K0030; HS-PS3-5 ITEA.6: ITEA.7: IT-NET 2.1 3A-CS-02; procedures.
. ITEA.2; ITEA.5; . 4.4 Given a scenario, use common safety
1.1.2.2 ESD K0030; HS-PS3-5 ITEA.6. ITEA.7: IT-NET 2.1 3A-CS-02; procedures,
1.1.2.3 Check Your Understanding . i i ITEA.2; ITEA.5; i L~ o 4.4 Given a scenario, use common safety
- ESD Characteristics K0030; HS-PS3-5 ITEA.6; ITEA.7; IT-NET 2.1 3A-CS-02; procedures.
1.2 PC Components
1.2.1 Case and power supplies
ITEA.2: ITEA.8; 2.5 S)Nﬁgtg sgsvr;a:r;cij mlstall or replace the
1.2.1.1 Cases K0109 HS-ETS2 ITEA11.Q; | IT-NET2.1 | 3A-CS-02; | 2Ppropriaie power supply.
! 4.4 Given a scenario, use common safety
ITEA.12.0;
procedures.
ITEA.2: ITEA.8; 2.5 E)Nﬁgtg sgsvr;a:r;ca mlstall or replace the
1.2.1.2 Power Supplies K0109 HS-ETS3 | ITEA11.Q; | IT-NET2.1 | 3A-CS-02; | 2PPropriate power supply.
! 4.4 Given a scenario, use common safety
ITEA.12.0;
procedures.
HS-PS2-4 ITEA.2; ITEA.8;
HS-PS3-1 ITEA.1L.Q; 3.5 Given a scenario, install or replace the
1.2.1.3 Connectors K0109 ITEA.12.0; IT-NET 2.1 3A-CS-02; ' : ' P
HS-PS3-5 ' appropriate power supply.
HS-PS4-5 ITEA.12.0;
ITEA.16;
HS-PS2-4 lTIIE.I'_A‘Ei Il-EES'.& 3.5 Given a scenario, install or replace the
1.2.1.4 Power Supply Voltage koto9 | HSPSSL 1 rea1o00 | IT-NET 21 | 3A-Cs-02; | 2PPropriate power supply.
HS-PS3-5 ! 4.4 Given a scenario, use common safety
ITEA.12.0;
HS-PS4-5 ITEA 16 procedures.
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1.2.1.5 Check Your Understandlng K0109 HS-PS3-1 ITEA.12.0: IT-NET 2.1 3A-CS-02: 35 G|vgn a scenario, install or replace the
- Cases and Power Supplies HS-PS3-5 K appropriate power supply.
HS-PS4-5 ITEA.12.0;
ITEA.16;
1.2.2 Motherboards
ITEA.2; ITEA.S;
HS ETS1- ITEA.11.Q; 3.4 Given a scenario, install and configure
1.2.2.1 Motherboards K0109 5 ITEA.12.0; IT-NET 2.1 3A-CS-02; motherboards, central processing units
ITEA.12.0; (CPUs), and add-on cards.
ITEA.16;
HS ETS1- ITEA.2; ITEA.S; 3.4 Given a scenario, install and configure
1.2.2.2 Motherboard Components K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; motherboards, central processing units
ITEA.12.0; (CPUs), and add-on cards.
_ HS ETS1- ITEA.2; ITEA.S; 3.4 Given a scenario, install an_d configure
1.2.2.3 Motherboard Chipset K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; motherboards, central processing units
ITEA.12.0; (CPUs), and add-on cards.
3.3 Given a scenario, select and install
HS ETS1- ITEA.2; ITEA.S; storage devices. o _
1.2.2.4 Motherboard Form Factors K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; 3.4 Given a scenario, install and configure
ITEA.12.0; motherboards, central processing units
(CPUs), and add-on cards.
3.3 Given a scenario, select and install
. ITEA.2; ITEA.S; storage devices.
1.2.2.5 Check Your Understanding | 199 | HS_ETSI- | 10 i 11 67 | |TinET 21 | 3A-CS-02; | 3.4 Ghven a scenario, install and configure
- Motherboards 2 ! . .
ITEA.12.0; motherboards, central processing units
(CPUs), and add-on cards.
_ HS ETSI- ITEA.2; ITEA.S;
1.2.3 CPUs and Cooling Systems K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02;
ITEA.12.0;
_ HS ETS1- ITEA.2; ITEA.S; 3.4 Given a scenario, install an_d conf_igure
1.2.3.1 What is a CPU? K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; motherboards, central processing units
ITEA.12.0; (CPUs), and add-on cards.
_ HS ETS1- ITEA.2; ITEA.S; 3.4 Given a scenario, install an_d conf_igure
1.2.3.2 Cooling Systems K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; motherboards, central processing units
ITEA.12.0; (CPUs), and add-on cards.
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ITEA.2; ITEA.S; 3.4 Given a scenario, install and configure
ﬁﬁdif; g:‘]gicnk Y&‘gherboar g K0109 HS—ETSL ITEA.11.Q; | IT-NET2.1 | 3A-CS-02; | motherboards, central processing units
g ITEA.12.0; (CPUs), and add-on cards.
1.2.4 Memory
. ITEA.2; ITEA.S;
1.2.4.1 Types of Memory Egﬂi: MSSTS | TEAL1LQ | ITNET21 | 3ACS-02
' ITEA.12.0;
. ITEA.2; ITEA.S;
1.2.4.2 Types of ROM Egﬂi: HS—ETSL ITEA11.Q; | IT-NET2.1 | 3A-CS-02;
' ITEA.12.0;
. ITEA.2; ITEA.S; . L .
1.2.4.3 Types of RAM K01093 HS ETS1- ITEA.11.O: IT-NET 2.1 3A-CS-02: 3.2 Given a scenario, install the appropriate
K0114; 2 ! RAM.
ITEA.12.0;
. ITEA.2; ITEA.S; . L .
1.2.4.4 Memory Modules K0109: HS_ETS1- ITEA.11.0; IT-NET 2.1 3A-CS-02: 3.2 Given a scenario, install the appropriate
K0114; 2 ! RAM.
ITEA.12.0;
. ITEA.2; ITEA.S;
ﬁ'ﬁa‘é‘r‘r’s gzgi‘:nkgm‘gmory Ifgicl’gj HS—2T51 ITEA.11.Q; | IT-NET2.1 | 3A-CS-02:
) ’ ITEA.12.0;
1.2.5 Adapter Cards and
Expansion Slots
HS ETS1- ITEA.2; ITEA.8; 3.4 Given a scenario, install and configure
1.2.5.1 Adapter Cards K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; motherboards, central processing units
ITEA.12.0; (CPUs), and add-on cards.
1.2.5.2 Check Your Understanding HS ETS1- ITEA.2; ITEA.; 3.4 Given a scenario, install and configure
- Adapter Cards and Expansion K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; motherboards, central processing units
Slots ITEA.12.0; (CPUs), and add-on cards.
1.2.6 Hard Disk Drives and SSDs
ITEA.2; ITEA.S; . . .
1.2.6.1 Types of Storage Devices ko109 | MS-ETSI- | \7EA11Q; | IT-NET21 | 3A-Cs-02; | 33 Givenascenario, select and install
2 X storage devices.
ITEA.12.0;
ITEA.2; ITEA.S; . . .
1.2.6.2 Storage Device Interfaces ko109 | MS-ETSI- | \7EA11Q; | IT-NET21 | 3A-Cs-02; | 33 Givenascenario, select and install
2 X storage devices.
ITEA.12.0;
ITEA.2; ITEA.S; . . .
1.2.6.3 Magnetic Media Storage kotog | MS-ETSI- | "\7En11.0; | IT-NET 2.1 | 3A-Cs-02; | 3:3Glvena scenario, select and install
2 ! storage devices.
ITEA.12.0;
ITEA.2; ITEA.S; . . .
1.2.6.4 Semiconductor Storage K0109 HS_ETSI- | " 1tEA11.0; | ITNET21 | 3A-cs-02; |33 Given ascenario, select and install
2 ITEA 12.0- storage devices.
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. ITEA.2; ITEA.B; . . .
1.2.6.5 Check Your.Understandmg K0109 HS ETS1- ITEA.11.0: IT-NET 2.1 3A-CS-02: 3.3 Given a scenario, select and install
- Data Storage Devices 2 : storage devices.
ITEA.12.0;
1.2.7 Optical Storage Devices
ITEA.2;
1.2.7.1 Types of Optical Storage HS ETS1- ITEA.4.T 3.3 Given a scenario, select and install
D.e\./ic;es K0114 D) ITEA.S; IT-NET 2.1 3A-CS-02; St.ora e devices ’
ITEA.11.Q: 9 :
ITEA.12.0;
ITEA.2;
1.2.7.2 Check Your Understanding HS ETS1- ITEA.4.I 3.3 Given a scenario, select and install
~ Types of Optical Media Ko114 2 ITEA.8; IT-NET 2.1 3A-CS-02; storage devices ,
yp P ITEA.11.Q; 9 :
ITEA.12.0;
1.2.8 Ports, Cables, and Adaptors
2.1 Compare and contrast Transmission
5. v | TEAZ TEAS el TCP) g eer Dt
1.2.8.1 Video Ports and Cables K0491; - ITEA.11.Q; IT-NET 2.1 3A-CS-02; ports, p '
2 ! purposes.
ITEA.12.0; . . .
3.3 Given a scenario, select and install
storage devices.
2.1 Compare and contrast Transmission
s 1oy, | TEAZITEAS B ey ey e e et
1.2.8.2 Other Ports and Cables K0491: — ITEA.11.Q; | IT-NET2.1 | 3A-CS-02; ports, p ’
2 ! purposes.
ITEA.12.0; ; .
4.4 Given a scenario, use common safety
procedures.
ITEA.2; ITEA.S; . . .
1.2.8.3 Adapters and Converters koso1, | HS-ETSI 1 \7EA11Q; | mNET2.1 | 3acsoz |33 Givena scenario, selectand install
2 ! storage devices.
ITEA.12.0;
. ITEA.2; ITEA.B;
}gﬁg %gi‘f'gggﬁ;%‘frfgfsnd'”g K0491; HS—ETSL ITEA11.Q; | IT-NET2.1 | 3A-CS-02;
' : P ITEA.12.0;
1.2.9 Input Devices
. ITEA.2; ITEA.S;
1.2.9.1 The Original Input Devices Egiéi HS—ETSL ITEA.11.Q; IT-NET 2.1 3A-CS-02;
' ITEA.12.0;
. ITEA.2; ITEA.B;
1.2.9.2 New Input Devices Egiéi HS—ETSL ITEA.11.Q; IT-NET 2.1 3A-CS-02;
' ITEA.12.0;
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. ITEA.2; ITEA.S;
1.2.9.3 More New Input Devices Egi;i HS—ETSL ITEA.11.Q; IT-NET 2.1 3A-CS-02;
’ ITEA.12.0;
] ITEA.2; ITEA.8;
1.2.9.4 Most Recent Input Devices Egi;i HS—ETSL ITEA.11.Q; IT-NET 2.1 3A-CS-02;
’ ITEA.12.0;
. . ITEA.2; ITEA.8;
1"219u:3 g:ﬁglngour Understanding }58411;‘11 HS_I;TSl- ITEA.11.O: IT-NET 2.1 3A-CS-02:
P ' ITEA.12.0;
1.2.10 Output Devices
. ITEA.2; ITEA.8;
ég\'/ilcoe'io\’vhat are Output Egig‘l‘: HS—';TSL ITEA.11.Q: | IT-NET2.1 | 3A-CS-02:
) ' ITEA.12.0;
. ITEA.2; ITEA.8;
1.2.10.2 Monitors and Projectors Egiéi HS—ETSL ITEA.11.Q; IT-NET 2.1 3A-CS-02;
' ITEA.12.0;
. ITEA.2; ITEA.8;
1.2.10.3 VR and AR Headsets :28‘1151;11 HS—ETSL ITEA.11.Q; IT-NET 2.1 3A-CS-02;
' ITEA.12.0;
. ITEA.2; ITEA.8;
1.2.10.4 Printers :28‘1151;11 HS—ETSL ITEA.11.Q; IT-NET 2.1 3A-CS-02;
! ITEA.12.0;
. ITEA.2; ITEA.8;
ﬁg;jo'goizgakers and Egigi: HS—ETSL ITEA.11.Q: | IT-NET2.1 | 3A-CS-02:
P ' ITEA.12.0;
1.2.10.6 Check Your
. . . ITEA.2; ITEA.8;
Und_erstandlng - V|sgal and K0114: HS ETS1- ITEA.11.0: IT-NET 2.1 3A-CS-02:
Auditory Output Device K0491, 2 !
e ITEA.12.0;
Characteristics
1.3 Computer Disassembly
1.3.1 The Technician’s Toolkit
. . ITEA.2; ITEA.8;
#fcﬁ'r]lic\igﬂ?soé’gﬁ”at'o” - HS—ETSL ITEA.11.Q; | IT-NET2.1 | 3A-CS-02;
ITEA.12.0;
. ITEA.2; ITEA.8;
1:3.1.2 Check vou! Understanding ISETSL U TEA1LQ) | ITNET21 | 3A-CS02
ITEA.12.0;
HS ETS1- ITEA.2; ITEA.S;
1.3.2 Computer Disassembly 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02;
ITEA.12.0;
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HS ETS1- ITEA.2; ITEA.8; 4.4 Given a scenario, use common safety
1.3.2.1 Lab - Safety S0074; 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; procedures '
ITEA.12.0; '
ITEA.2; ITEA.S;
1.3.2.2 Video Demonstration — . HS ETS1- ITEA.11.Q; .
Computer Disassembly S0074; 2 ITEA.12.0; IT-NET 2.1 | 3A-CS-02;
ITEA.9.K;
ITEA.2; ITEA.S;
1.3.2.3 Lab - Disassemble a ) HS _ETSI1- ITEA.11.Q; .
Computer S0074; 5 ITEA.12.0: IT-NET 2.1 3A-CS-02;
ITEA.9.K;
1.4 Summary
1.4.1 Conclusion
1.4.1.1 Chapter 1: Introduction to
Personal Computer Hardware
1.4.1.2 Introduction to Personal
Computer Hardware Quiz
2.0 Introduction
2.0.1 Welcome
2.0.1.1 PC Assembly
2.1 Assemble the Computer
2.1.1 General and Fire Safety
2.1.1.1 Video Explanation -
General and Fire Safety
2.1.2 Open the Case and Connect 3.5 Given a scenario, install or replace the
the Power Supply appropriate power supply.
2.1.2.1 Video Demonstration - K0109 HS-ETS3 ITI|E_|,_AE2AI1';E£\8 IT-NET 2.1 3A-CS-02: 3.5 Givgn a scenario, install or replace the
Install the Power Supply ITEA 12 O- appropriate power supply.
2.1.2.2 Check Your Understanding K0109 HS-ETS3 ITIIE_I_AEiEESS IT-NET 2.1 3A-CS-02: 35 Givgn a scenario, install or replace the
— Install the Power Supply ITEA 12 O- appropriate power supply.
ITEA.2; ITEAS; 3.5 Given a scenario, install or replace the
2.1.2.3 Select the Case and Fans K0109 HS-ETS3 ITEA.11.Q; IT-NET 2.1 3A-CS-02; : . ’
X appropriate power supply.
ITEA.12.0;
ITEA.2; ITEA8; 3.5 Given a scenario, install or replace the
2.1.2.4 Select a Power Supply K0109 HS-ETS3 ITEA.11.Q; IT-NET 2.1 3A-CS-02; ' ; '
ITEA.12.0: appropriate power supply.
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2.1.2.5 Lab - Install the Power K0109 HS-ETS3 ITIIE_I,_A\EZAEESS IT-NET 2.1 3A-CS-02: 3.5 Give:\n a scenario, install or replace the
Supply ITEA.12.0: appropriate power supply.
2.1.3 Install the Motherboard
Components
2 1.3.1 Video Demonstration - HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
Install the CPU K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; motherboards, central processing units
2 ITEA.12; (CPUs), and add-on cards.
. HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
ZI;L]se”[aZII fhhee‘ékp\()o“r Understanding | 45109 | HS-ETSI- ITEA.11; IT-NET 2.1 | 3A-CS-02; | motherboards, central processing units
2 ITEA.12; (CPUs), and add-on cards.
2.1.3.3 Video Demonstration - K0109 I:|§E$213 ITEG_EAI'EAQ IT-NET 2.1 3A-CS-02: 3.2 Given a scenario, install the appropriate
Install the RAM ! RAM.
2 ITEA.12;
2.1.3.4 Check Your Understanding K0109 I:|§E$213 ITEG_EAI'EAQ IT-NET 2.1 3A-CS-02: 3.2 Given a scenario, install the appropriate
- Install the RAM ! RAM.
2 ITEA.12;
5 1.3.5 VVideo Demonstration - HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
Install the Motherboard K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; motherboards, central processing units
2 ITEA.12; (CPUs), and add-on cards.
. HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
_2'"115[;3 (t.‘,hhee;\:/lko?[(hoeurrbg;%erstandlng K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; motherboards, central processing units
2 ITEA.12; (CPUs), and add-on cards.
HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
2.1.3.7 Select the Motherboard K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; motherboards, central processing units
2 ITEA.12; (CPUs), and add-on cards.
HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
%&j’ifgse'ed the CPU and CPU K0109 HS-ETS1- ITEA.11; IT-NET 2.1 | 3A-CS-02; | motherboards, central processing units
2 ITEA.12; (CPUs), and add-on cards.
HS-PS3-3 | ITEA8; ITEA.9; 3.2 Given a scenario, install the appropriate
2.1.3.9 Select the RAM K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; § '
! RAM.
2 ITEA.12;
21310 Lab - Install the HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install an_d conf_igure
Motherboard in a Computer K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; motherboards, central processing units
2 ITEA.12; (CPUs), and add-on cards.
2.1.4 Install Internal Drives
. . HS-PS3-3 | ITEA.8; ITEA.9; . . .
2141 V|de9 Demonstration - K0109 HS-ETS1- ITEA.11: IT-NET 2.1 3A-CS-02: 3.3 Given a scenario, select and install
Install the Drives > ITEA.12: storage devices.
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HS-PS3-3 | ITEA8, ITEA.9; 3.3 Given a scenario, select and install
2.1.4.2 Select Hard Drives K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; X . '
! storage devices.
2 ITEA.12;
HS-PS3-3 | ITEAS; ITEA.9; 3.3 Given a scenario, select and install
2.1.4.3 Select Optical Drives K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; X . '
. storage devices.
2 ITEA.12;
HS-PS3-3 | ITEA.8; ITEA.9; 3.3 Given a scenario, select and install
2.1.4.4 Install the Hard Drive K0109 HS-ETS1- ITEA.11, IT-NET 2.1 3A-CS-02; ; . !
. storage devices.
2 ITEA.12;
HS-PS3-3 | ITEA8; ITEA.9; 3.3 Given a scenario, select and install
2.1.4.5 Install the Optical Drive K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; . . '
! storage devices.
2 ITEA.12;
. HS-PS3-3 | ITEA.8; ITEA.9; . . .
2.1.4.6 _Check Your Understanding K0109 HS-ETS1- ITEA.11: IT-NET 2.1 3A-CS-02: 3.3 Given a scenario, select and install
- Installing Drives ! storage devices.
2 ITEA.12;
HS-PS3-3 | ITEA8; ITEA.9; 3.3 Given a scenario, select and install
2.1.4.7 Lab - Install the Drives K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; X . '
! storage devices.
2 ITEA.12;
2.1.5 Install the Adapter Cards
2 15.1 Video Demonstration - HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
In.stlal.l the Adapter Cards K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; motherboards, central processing units
P 2 ITEA.12; (CPUs), and add-on cards.
HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
2.1.5.2 Select Adapter Cards K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; motherboards, central processing units
2 ITEA.12; (CPUs), and add-on cards.
HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
é';r'g'geolézﬁgr':acmrs for Adapter K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; motherboards, central processing units
2 ITEA.12; (CPUs), and add-on cards.
HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
2.1.5.4 Install the Adapter Cards K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; motherboards, central processing units
2 ITEA.12; (CPUs), and add-on cards.
. HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
_2'I?]'SStjliﬁheACé‘aY?;rrg;‘rﬂirSta”d'”g K0109 HS-ETS1- ITEA.11; IT-NET 2.1 | 3A-CS-02; | motherboards, central processing units
9 P 2 ITEA.12; (CPUs), and add-on cards.
HS-PS3-3 | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
2.1.5.6 Lab - Install Adapter Cards K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; motherboards, central processing units
2 ITEA.12; (CPUs), and add-on cards.
2.1.6 Select Additional Storage
2 16.1 Select a Media Reader K0114 HS ETS1- ITEA.2;. IT-NET 2.1 3A-CS-02: 3.3 Given a scenario, select and install
2 ITEA.4., storage devices.
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ITEA.8;
ITEA.11.Q;
ITEA.12.0;

2.1.6.2 Select External Storage

K0114

HS_ETS1-
2

ITEA.2;

ITEA.4.I;

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.3 Given a scenario, select and install
storage devices.

2.1.6.3 Check Your Understanding
— Media Cards

K0114

HS_ETS1-
2

ITEA.2;

ITEA.4.I,

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.3 Given a scenario, select and install
storage devices.

2.1.7 Install the Cables

2.1.7.1 Video Demonstration -
Connect the Internal Power
Cables

K0109

HS_ETS1-
2

ITEA.2;

ITEA.4.I,

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.1 Explain basic cable types and their
connectors, features, and purposes.

2.1.7.2 Check Your Understanding
— ldentify the Power Connectors

K0109

HS_ETS1-
2

ITEA.2;

ITEA.4.I;

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.1 Explain basic cable types and their
connectors, features, and purposes.

2.1.7.3 Video Demonstration -
Connect the Internal Data Cables

K0109

HS_ETS1-
2

ITEA.2;

ITEA.4.,

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.1 Explain basic cable types and their
connectors, features, and purposes.

2.1.7.4 Lab - Install Internal
Cables

K0109

HS_ETS1-
2

ITEA.2;

ITEA.4.1,

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.1 Explain basic cable types and their
connectors, features, and purposes.

2.1.7.5 Video Demonstration -
Install the Front Panel Cables

K0109

HS_ETS1-
2

ITEA.2;
ITEA.4.I;
ITEA.S;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.1 Explain basic cable types and their
connectors, features, and purposes.
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2.1.7.6 Install the Front Panel
Cables

K0109

HS_ETS1-
2

ITEA.2;

ITEA.4.1;

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.1 Explain basic cable types and their
connectors, features, and purposes.

2.1.7.7 Check Your Understanding
— Identify the Front Panel Cables

K0109

HS_ETS1-
2

ITEA.2;

ITEA.4.,

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.1 Explain basic cable types and their
connectors, features, and purposes.

2.1.7.8 Lab - Install the Front
Panel Cables

K0109

HS_ETS1-
2

ITEA.2;

ITEA.4.I,

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.1 Explain basic cable types and their
connectors, features, and purposes.

2.1.7.9 Video Demonstration -
Complete the Computer Assembly

K0109

HS_ETS1-
2

ITEA.2;

ITEA.4.l;

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.1 Explain basic cable types and their
connectors, features, and purposes.

2.1.7.10 Check Your
Understanding — Identify the
External Connectors

K0109

HS_ETS1-
2

ITEA.2;

ITEA.4.,

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.1 Explain basic cable types and their
connectors, features, and purposes.

2.1.7.11 Lab — Complete the
Computer Assembly

K0109

HS_ETS1-
2

ITEA.2;

ITEA.4.I;

ITEA.8;
ITEA.11.Q;
ITEA.12.0;

IT-NET 2.1

3A-CS-02;

3.1 Explain basic cable types and their
connectors, features, and purposes.

2.2 Summary

2.2.1 Conclusion

2.2.1.1 Chapter 2: PC Assembly

2.2.1.2 PC Assembly Quiz

3.0 Introduction

3.0.1 Welcome

3.0.1.1 Advanced Computer
Hardware

3.1 Boot the Computer
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3.1.1 POST, BIOS, CMOS and
UEFI
. . HS-PS3-3; | ITEA.8; ITEA.9;
3.1.1.1 Video Demonsiration - T0125 | HS-ETS1- ITEA.LL; IT-NET2.1 | 3A-CS-02;
BIOS - UEFI Menus . .
2; ITEA.12;
HS-PS3-3; | ITEA8; ITEA.9; 5.4 Given a scenario, troubleshoot video
3.1.1.2 POST T0125 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; . . . !
2. ITEA.12. projector, and display issues.
3.1 Explain basic cable types and their
HS-PS3-3; | ITEA.8; ITEA.9; connectors, features, and purposes.
3.1.1.3 BIOS and CMOS T0125 HS-ETS1- ITEA.11, IT-NET 2.1 3A-CS-02; 5.2 Given a scenario, troubleshoot problems
2; ITEA.12; related to motherboards, RAM, CPU, and
power.
HS-PS3-3; | ITEA8; ITEA.9; 2.6 Given a scenario, configure a workstation
3.1.1.4 UEFI T0125 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; X L gure
. ! to meet best practices for security.
2; ITEA.12;

. HS-PS3-3; | ITEA.8; ITEA.9; : . , .
3.1.1.5 Check Your Understandmg T0125 HS-ETS1- ITEA.11: IT-NET 2.1 3A-CS-02; 2.6 Given a scenario, configure a workstation
- BIOS and UEFI Terminology 5. ITEA 12- to meet best practices for security.

. HS-PS3-3; | ITEA.8; ITEA.9; . . . .
3.1.16 qu - Investigate BIOS or T0125 HS-ETS1- ITEA.11: IT-NET 2.1 3A-CS-02; 2.6 Given a scenario, conflgurela workstation
UEFI Settings . ! to meet best practices for security.
2; ITEA.12;
3.1.2 BIOS/UEFI Configuration
. . HS-PS3-3; | ITEA.8; ITEA.9; . . . .
3.1.2_.1 Video Demonstraﬂon - T0125 HS-ETS1- ITEA.11: IT-NET 2.1 3A-CS-02; 2.6 Given a scenario, conflgurela workstation
Configure BIOS - UEFI Settings 5. ITEA 12- to meet best practices for security.
HS-PS3-3; | ITEA8; ITEA.9; 2.6 Given a scenario, configure a workstation
3.1.2.2 BIOS and UEFI Security T0125 HS-ETS1- ITEA.11; IT-NET 2.1 | 3A-CS-02; |- 119, configure.
} : to meet best practices for security.
2; ITEA.12;
3.1.2.3 Update the Firmware T0125 | HS-ETS1- |  ITEA.LL IT-NET 2.1 | 3A-CS-02; | bragcon piay ISSuss. .
. ! 2.6 Given a scenario, configure a workstation
2; ITEA.12; . .
to meet best practices for security.
3.1.2.4 Check Your Understanding HS-PS3-3; | ITEA.8; ITEA.9; 2 6 Given a scenario. confiaure a workstation
- BIOS and UEFI Configuration T0125 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; : L gure
; ) ! to meet best practices for security.
Terminology 2; ITEA.12;
HS-PS3-3; | ITEA.8; ITEA.9; : . , .
3.1.2.5.Lab - Search for BIOS or To125 HS-ETS1- ITEA.11: IT-NET 2.1 3A-CS-02: 2.6 Given a scenario, conﬂgurela workstation
UEFI Firmware Updates 5 ITEA 12- to meet best practices for security.
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HS-PS3-3; | ITEA8; ITEA.9; 2.6 Given a scenario, configure a workstation
3.1.2.6 Lab - Install Windows T0125 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; : L gure

. ! to meet best practices for security.
2; ITEA.12;

. HS-PS3-3; | ITEA.8; ITEA.9; . . . ,
3.1.2.7 qu - Install Third-Party T0125 HS-ETS1- ITEA.11: IT-NET 2.1 3A-CS-02: 2.6 Given a scenario, conflgure.a workstation
Software in Windows 2. ITEA 12- to meet best practices for security.

3.2 Electrical Power
3.2.1 Wattage and Voltage

HS-PS2-4; | ITEA.2; ITEA.S;

K0030; HS-PS3-1; ITEA.11.Q; i ~e o 3.5 Given a scenario, install or replace the
3.2.1.1 Wattage and Voltage K0109; | HS-PS3-5: | ITEA12.0; | TNET21 | SACSOZ | o ns opriate power supply.

HS-PS4-5; ITEA.16;

HS-PS2-4; | ITEA.2; ITEA.8; 2&)2‘;32; ;gsvr;"’:”smgf;a" or replace the
3'2'.1'2 Power Supply Voltage KOO3OE HS_PSS'lf ITEA'll'Qf IT-NET 2.1 3A-CS-02; 5.2 Given a scenario, troubleshoot problems
Setting K0109; HS-PS3-5; ITEA.12.0; related to motherboards, RAM, CPU, and

HS-PS4-5; ITEA.16; ' ' '

power.

HS-PS2-4; | ITEA.2; ITEA.S; ICT:&:NREESA&

. K0030; HS-PS3-1; ITEA.11.Q; T ]
3.2.1.3 Lab - Ohm's Law K0109- HS-PS3-5. ITEA.12.0- L::['(esr_?clyi\_lv 3A-CS-02;

HS-PS4-5; ITEA.16; )

12.7.
3.2.2 Power Fluctuation and
Protection

HS-PS2-4: | ITEA.2: ITEA.8: 5:3 Given a scenarlo,_troubleshoot.and

. HS-PS3-1- ITEA.11.0: diagnose problems with storage drives and
3.2.2.1 Power Fluctuation Types K0109 ' e~ IT-NET 2.1 3A-CS-02; RAID arrays.

HS-PS3-5; ITEA.12.0; 4.5 Summarize environmental impacts and

HS-PS4-5; ITEA.16; ' . P

local environmental controls.

HS-PS2-4; | ITEA.2; ITEA.S;

. . HS-PS3-1; ITEA.11.Q; . 4.5 Summarize environmental impacts and
3.2.2.2 Power Protection Devices KO0110 HS-PS3-5. ITEA.12.0: IT-NET 2.1 3A-CS-02; local environmental controls.

HS-PS4-5; ITEA.16;

HS-PS2-4; | ITEA.2; ITEA.S;
3.2.2.3 Check Your Understanding HS-PS3-1; ITEA.11.Q; . 4.5 Summarize environmental impacts and
— Power Fluctuation Terms KO111 HS-PS3-5; ITEA.12.0; IT-NET2.1 | 3A-CS-020 | |5cal environmental controls.

HS-PS4-5; ITEA.16;

3.3 Advanced Computer
Functionality
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3.3.1 CPU Architectures and
Operation
' HS ETS1- ITEA.2; ITEA.S; 3.4 Given a scenario, install and configure
3.3.1.1 CPU Architectures K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; motherboards, central processing units
ITEA.12.0; (CPUs), and add-on cards.
HS ETS1- ITEA.2; ITEA.S; 3.4 Given a scenario, install and configure
3.3.1.2 Enhancing CPU Operation K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; motherboards, central processing units
ITEA.12.0; (CPUs), and add-on cards.
3.2 Given a scenario, install the appropriate
_ HS ETS1- ITEA.2; ITEA.S; RAM. o _
3.3.1.3 Multicore Processors K0109 - ITEA.11.Q; IT-NET 2.1 3A-CS-02; 3.4 Given a scenario, install and configure
2 K , .
ITEA.12.0; motherboards, central processing units
(CPUs), and add-on cards.
_ _ HS ETS1- ITEA.2; ITEA.8; 3.4 Given a scenario, install an_d conf_igure
3.3.1.4 CPU Cooling Mechanisms K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; motherboards, central processing units
ITEA.12.0; (CPUs), and add-on cards.
3.3.1.5 Check Your Understanding HS ETS1- ITEA.2; ITEA.8; 3.4 Given a scenario, install and configure
- CPU Architectures and K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; motherboards, central processing units
Operation ITEA.12.0; (CPUs), and add-on cards.
3.3.2 RAID
ITEA.2; ITEA.S; 5.3 Given a scenario, troubleshoot and
ir?o%v'l) YV;Aa;tDDo You Already K0109 HS—ETSL ITEA.11.Q; IT-NET 2.1 3A-CS-02; diagnose problems with storage drives and
) ITEA.12.0; RAID arrays.
HS ETS1- ITEA.2; ITEA.S; 5:3 Given a scenario,_troubleshoot_and
3.3.2.2 RAID Concepts K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; diagnose problems with storage drives and
ITEA.12.0; RAID arrays.
HS ETS1- ITEA.2; ITEA.S; 5:3 Given a scenario,_troubleshoot.and
3.3.2.3 RAID Levels K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02; diagnose problems with storage drives and
ITEA.12.0; RAID arrays.
. ITEA.2; ITEA.S; 5.3 Given a scenario, troubleshoot and
Egilg fz\elg:;Your Understanding K0109 HS—ETSL ITEA.11.Q; IT-NET 2.1 3A-CS-02; diagnose problems with storage drives and
ITEA.12.0; RAID arrays.
3.3.3 Ports, Connectors, and
Cables
ITEA.2; ITEA.S; : . .
3.3.3.1 Legacy Ports K0109 HS_ETSI- | " 1tEA11.0; | ITNET21 | 3A-cs-02; | 31 Explainbasic cable types and their
2 ! connectors, features, and purposes.
ITEA.12.0;
ITEA.2; ITEA.S; : . .
3.3.3.2 Video and Graphic Ports koroo | M5BTV iEA1Lg | mNET21 | 3Aacsoz |31 Explain basic cable types and their
ITEA.12.0: connectors, features, and purposes.
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ITEA.2; ITEA.S; . . :
3.3.3.3 USB Cables and K0109 HS ETS1- ITEA.11.0: IT-NET 2.1 3A-CS-02: 3.1 Explain basic cable types and their
Connectors 2 K connectors, features, and purposes.

ITEA.12.0;

ITEA.2; ITEA.S; . . :
3.3.3.4 SATA Cables and K0109 HS ETS1- ITEA.11.0: IT-NET 2.1 3A-CS-02: 3.1 Explain basic cable types and their
Connectors 2 K connectors, features, and purposes.

ITEA.12.0;

. . ITEA.2; ITEA.S; . . .
3.3.3.5 Twisted Pair Cables and K0109 HS ETS1- ITEA.11.O: IT-NET 2.1 3A-CS-02: 3.1 Explain basic cable types and their
Connectors 2 ! connectors, features, and purposes.

ITEA.12.0;

ITEA.2; ITEA.S; : . .
3.3.3.6 Coax Cables and K0109 HS_ETS1- ITEA.11.0; IT-NET 2.1 3A-CS-02: 3.1 Explain basic cable types and their
Connectors 2 ! connectors, features, and purposes.

ITEA.12.0;

ITEA.2; ITEA.S; : . .
3.3.3.7 SCSI and IDE Cables and K0109 HS_ETS1- ITEA.11.0: IT-NET 2.1 3A-CS-02: 3.1 Explain basic cable types and their
Connectors 2 ! connectors, features, and purposes.

ITEA.12.0;

. ITEA.2; ITEA.S; : . .
3.3.3.8_Check Your Understanding K0109 HS_ETS1- ITEA.11.0: IT-NET 2.1 3A-CS-02: 3.1 Explain basic cable types and their
— Identify the External Connectors 2 ITEA 12 O- connectors, features, and purposes.
3.3.4 Monitors

ITEA.2; ITEA.S; : . .
3.3.4.1 Monitor Characteristics K0109 HS_ETSI- | \tEA11.0; | IT-NET2.1 | 3A-Cs-02; | 31 Explainbasic cable types and their

2 ! connectors, features, and purposes.
ITEA.12.0;
. HS ETSI1- ITEA.2; ITEA.B; .
3.3.4.2 Monitor Terms K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02;
ITEA.12.0;
HS ETSI- ITEA.2; ITEA.S;
3.3.4.3 Display Standards K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02;
ITEA.12.0;
HS ETSI- ITEA.2; ITEA.S;
3.3.4.4 Using Multiple Monitors K0109 5 ITEA.11.Q; IT-NET 2.1 3A-CS-02;
ITEA.12.0;

. ITEA.2; ITEA.S;
3.3.4.5 Check \_(our Understanding K0109 HS_ETS1- ITEA.11.0: IT-NET 2.1 3A-CS-02:
- Monitor Terminology 2 ITEA 12.O-

3.4 Computer Configuration

3.4.1 Upgrade Computer
Hardware
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3.1 Explain basic cable types and their
HS-PS3-3; | ITEA.8; ITEA.9; connectors, features, and purposes.
3.4.1.1 Motherboard Upgrade K0109 HS-ETS1- ITEA.11, IT-NET 2.1 3A-CS-02; 3.4 Given a scenario, install and configure
2; ITEA.12; motherboards, central processing units
(CPUs), and add-on cards.
3.1 Explain basic cable types and their
3.4.1.2 Steps to Uparade a HS-PS3-3; | ITEA.8; ITEA.9; connectors, features, and purposes.
e SteD P9 K0109 HS-ETS1- ITEA.11; IT-NET 2.1 | 3A-CS-02; | 3.4 Given a scenario, install and configure
Motherboard . ! . )
2; ITEA.12; motherboards, central processing units
(CPUs), and add-on cards.
HS-PS3-3; | ITEA.8; ITEA.9; 3.4 Given a scenario, install and configure
3.4.1.3 CPU Upgrade K0109 HS-ETS1- ITEA.11, IT-NET 2.1 3A-CS-02; motherboards, central processing units
2; ITEA.12; (CPUs), and add-on cards.
HS-PS3-3; | ITEA8; ITEA.9; 3.3 Given a scenario, select and install
3.4.1.4 Storage Device Upgrade K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; . . '
. ! storage devices.
2; ITEA.12;
HS-PS3-3; | ITEA8; ITEA.9; 3.1 Explain basic cable types and their
3.4.1.5 Peripheral Upgrades KO109 | HS-ETS1- |  ITEA.LL IT-NET2.1 | 3ACS-02 |[>=XP yP
} ! connectors, features, and purposes.
2; ITEA.12;
3.5 Given a scenario, install or replace the
HS-PS3-3; | ITEA.8; ITEA.9; appropriate power supply.
3.4.1.6 Power Supply Upgrade K0109 HS-ETS1- ITEA.11; IT-NET 2.1 3A-CS-02; 5.3 Given a scenario, troubleshoot and
2; ITEA.12; diagnose problems with storage drives and
RAID arrays.
HS-PS3-3; | ITEA.8; ITEA.9;
a';‘r'é\';;:%' ersdeeamh a K0109 HS-ETS1- ITEA.11; IT-NET2.1 | 3A-CS-02;
P9 2; ITEA.12;
3.5 Protecting the Environment
3.5.1 Safe Disposal of Equipment 4.5 Summarize environmental impacts and
and Supplies local environmental controls.
HS-LS2-7; ITEA.12; 4.5 Summarize environmental impacts and
3.5.1.1 Safe Disposal Methods T0966 HS-ETS1- ITEA.13; IT-NET 2.1 3A-CS-02; | . P
. i local environmental controls.
4; ITEA.7;
HS-LS2-7; ITEA.12; 4.5 Summarize environmental impacts and
3.5.1.2 Safety Data Sheets T0966 HS-ETS1- ITEA.13; IT-NET 2.1 3A-CS-02; y . P
. ] local environmental controls.
4; ITEA.7;
. HS-LS2-7; ITEA.12; . . .
3.5.1.3 (_Zheck Your Understanding T0966 HS-ETS1. ITEA.13: IT-NET 2.1 3A-CS-02: 4.5 Sumr_nanze environmental impacts and
- Safe Disposal 4 ITEA 7 local environmental controls.

3.6 Summary
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3.6.1 Conclusion
3.6.1.1 Chapter 3: Advanced
Computer Hardware
3.6.1.2 Advanced Computer
Hardware Quiz
4.0 Introduction
4.0.1 Welcome

. ; ) ITEA.10;
4.0.1.1 Chapter 4: Preventive _ K0103: HS-ETS1 ITEA.11: IT-NET 5.8 3A-CS-03:
Maintenance and Troubleshooting K0294; !

ITEA.12;

4.1 Preventive Maintenance
4.1.1 PC Preventive Maintenance
Overview

ITEA. 10" 5.1 Given a scenario, apply the best practice
4111 Benefits of Preventive K01035 HS-ETS1 ITEA.11. IT-NET 5.8 3A-CS-03: methodology to resolve problems.
Maintenance K0294; ITEA 12- 4.5 Summarize environmental impacts and

T local environmental controls.

ITEA.10: 5.1 Given a scenario, apply the best practice
4.1.1.2 Preventive Maintenance - K0103E HS-ETS1 ITEA.11- IT-NET 5.8 3A-CS-03: methodology to resolve problems.

Dust K0294; ITEA 12- 4.5 Summarize environmental impacts and
B local environmental controls.

ITEA.10- 5.1 Given a scenario, apply the best practice
4.1.1.3 Preventive Maintenance — K01035 HS-ETS1 ITEA.11. IT-NET 5.8 3A-CS-03: methodology to resolve problems.

Internal Components K0294; ITEA 12- 4.5 Summarize environmental impacts and
T local environmental controls.

ITEA 10- 5.1 Given a scenario, apply the best practice
4.1._1.4 Preventive Maintenance - K01035 HS-ETS1 ITEA.11- IT-NET 5.8 3A-CS-03: methodology to resolve problems.
Environmental Concerns K0294; ITEA 12- 4.5 Summarize environmental impacts and

T local environmental controls.

ITEA 10: 5.1 Given a scenario, apply the best practice
4.1.1.5 Preventive Maintenance - K01035 HS-ETS1 ITEA11- IT-NET 5.8 3A-CS-03: methodology to resolve problems.

Software K0294; ITEA 12 4.5 Summarize environmental impacts and
— local environmental controls.

ITEA 10- 5.1 Given a scenario, apply the best practice
4.1.1.6 Check Y.our Understanding K0103E HS-ETS1 ITEA.11. IT-NET 5.8 3A-CS-03: methodology to resolve problems.

- Preventive Maintenance K0294; ITEA 12- 4.5 Summarize environmental impacts and

local environmental controls.
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4.2 Troubleshooting Process
4.2.1 Troubleshooting Process
Steps
_ ITEA.10- 5.1 Given a scenario, apply the best practice
421.1 Introd_uctlon to T0237 HS-ETS1 ITEA.11. IT-NET 5.9 3A-CS-03: methqdology to res.olv_e problems. _
Troubleshooting ! 4.3 Given a scenario, implement workstation
ITEA.12;
backup and recovery methods.
4.2.1.2 Troubleshooting Process 5.1 Given a scenario, apply the best practice
Steps methodology to resolve problems.
ITEA.10; 5.1 Given a scenario, apply the best practice
4.2.1.3 Identify the Problem T0237 HS-ETS1 ITEA.11; IT-NET5.9 | 3A-CS-03; | > » apply P
! methodology to resolve problems.
ITEA.12;
ITEA 10: IT-NET 5.9
4.2.1.4_Check Your Understanding T0237 HS-ETS1 ITEA.11: (_ZCR.ELA— 3A-CS-03: 5.1 Given a scenario, apply the best practice
— Identify the Problem ! Literacy.RS methodology to resolve problems.
ITEA.12;
T.11-12.4.
4.2.1.5 Establish a Theory of ITEA.10; 5.1 Given a scenario, apply the best practice
o y T0237 HS-ETS1 ITEA.11; IT-NET5.9 | 3A-CS-03; |2 » aPPly P
Probable Cause ITEA 12- methodology to resolve problems.
4.2.1.6 Test the Theory to ITEA.10; 5.1 Given a scenario, apply the best practice
2.1.6° y T0237 HS-ETS1 ITEA.11; IT-NET5.9 | 3A-CS-03; | » APy P
Determine the Cause ITEA 12- methodology to resolve problems.
4.2.1.7 Establish a Plan of Action ITEA.10; 5.1 Given a scenario. apply the best practice
to Resolve the Problem and T0237 HS-ETS1 ITEA.11; IT-NET5.9 | 3A-CS-03; | >= o0 @ Seone s oob e
Implement the Solution ITEA.12; 9y P '
4.2.1.8 Verify Full Functionality ITEA.10; 5.1 Given a scenario. apply the best practice
and, If Applicable, Implement T0237 HS-ETS1 ITEA.11; IT-NET5.9 | 3A-CS-03; | > » apply P
. ! methodology to resolve problems.
Preventive Measures ITEA.12;
_— ITEA.10; . . .
4.2:1.9 Document Findings, T0237 HS-ETS1 ITEA.11. IT-NET 5.9 3A-CS-03: 5.1 Given a scenario, apply the best practice
Actions, and Outcomes ITEA 12- methodology to resolve problems.

4.2.1.10 Check Your
Understanding - Number the
Steps

5.1 Given a scenario, apply the best practice
methodology to resolve problems.

4.2.2 Common Problems and
Solutions for PCs
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5.2 Given a scenario, troubleshoot problems
4.2.2 1 PC Common Problems ITEA.10; related to motherboards, RAM, CPU, and
and Solutions T0237 HS-ETS1 ITEA.11; IT-NET 5.9 3A-CS-03; power. _

ITEA.12; 3.1 Given a scenario, troubleshoot common

Windows OS problems.

5.2 Given a scenario, troubleshoot problems
4.2 2.2 Common Problems and ITEA.10; related to motherboards, RAM, CPU, and
Solutions for Storage Devices T0237 HS-ETS1 ITEA.11; IT-NET 5.9 3A-CS-03; power. _

ITEA.12; 3.1 Given a scenario, troubleshoot common

Windows OS problems.

5.2 Given a scenario, troubleshoot problems
4.2.2.3 Common Problems and ITEA.10; related to motherboards, RAM, CPU, and
Solutions for Motherboards and T0237 HS-ETS1 ITEA.11, IT-NET 5.9 3A-CS-03; power.

Internal Components ITEA.12; 3.1 Given a scenario, troubleshoot common

Windows OS problems.

5.2 Given a scenario, troubleshoot problems
4.2 2.4 Common Problems and ITEA.10; related to motherboards, RAM, CPU, and
Solutions for Power Supplies T0237 HS-ETS1 ITEA.11, IT-NET 5.9 3A-CS-03; power. _

ITEA.12; 3.1 Given a scenario, troubleshoot common

Windows OS problems.

5.2 Given a scenario, troubleshoot problems

ITEA.10; related to motherboards, RAM, CPU, and
‘S"glft'igniofg‘r%og‘uzrggfm :g:y T0237 HS-ETS1 ITEA.11: IT-NET5.9 | 3A-CS-03; | power. _
ITEA.12; 3.1 Given a scenario, troubleshoot common

Windows OS problems.

5.2 Given a scenario, troubleshoot problems
4.2.9.6 Common Problems and ITEA.10; related to motherboards, RAM, CPU, and
Solutions for Displays T0237 HS-ETS1 ITEA.11; IT-NET 5.9 3A-CS-03; power. .

ITEA.12; 3.1 Given a scenario, troubleshoot common

Windows OS problems.

4.2.3 Apply Troubleshooting
Process to Computer Components
and Peripherals
HS-LS2-7; ITEA 1
4.2.3.1 Personal Reference Tools T0528 HS-ETS1- ; IT-NET 2.1 3A-CS-03;
4 ITEA.12
HS-LS2-7; ITEA1
4.2.3.2 Internet Reference Tools T0528 HS-ETS1- ) IT-NET 2.1 3A-CS-03;
4 ITEA.12
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. HS-LS2-7;
4.2.3.3 Check Your Understanding ! ITEA.1 .

_ Reference Tools T0528 HS-IiTSl- ITEA 12 IT-NET 2.1 3A-CS-03;
HS-LS2-7;
4.2.3.4 Advanced Problems and ’ ITEA.1 .
Solutions for Hardware 10528 HS_ETSI' ITEA.12 IT-NET 2.1 3A-CS-03;
. HS-LS2-7;
4.2.3.5 Lab — Use a Multimeter ’ ITEA.1 .
and a Power Supply Tester 10528 HS_ETSL ITEA.12 IT-NET2.1 | 3A-CS-03;
HS-LS2-7;
4.2.3.6 Lab - Troubleshoot ! ITEA.1 .
Hardware Problems 10528 HS_E_TSL ITEA.12 IT-NET 2.1 | 3A-CS-03;
4.3 Summary
4.3.1 Conclusion
. ; ITEA.10;
4.3.1.1 Chapter 4: Preventive T0237 HS-ETS1 ITEA.1L; IT-NET5.8 | 3A-CS-03;
Maintenance and Troubleshooting ITEA 12-
. . ITEA.10; CCR.ELA-
4.3.1.2 Preventive Maintenance T0237 HS-ETS1 ITEA.11; Literacy.RS | 3A-CS-03:
and Troubleshooting Quiz ITEA 12- T11-12.4
5.0 Introduction
5.0.1 Welcome
5.0.1.1 Chapter 5: Networking
Concepts
5.1 Types of Networks
K0179; :
5.1.1.1 Network Icons K0255; HS‘ETSL ITEA.2. IT-NET 3 3A",\'\|'|'_%‘;'_ 3B-
K0470; ' '
5.1.1.2 Network Topologies and Eggg HS-ETS1- ITEA.2 IT-NET 3 3A-NI-04; 3B-
Description K0470: 2. - NI-03;

. K0179; . 2.7 Compare and contrast Internet
5.1.1.3 Check Your Understanding K0255; HS-ETS1- ITEA.2. IT-NET 3 3A'NI'O4’_ 3B- | Connection types, network types, and their
- Types of Networks K0470. 2. NI-03; features
51.1.4 VLANS K0113 HS-ETS1- ITEA2. IT-NET 3 3A-NI-O4;. 3B- | 2.6 C_Zompgre and contrast common network

2. NI-03; configuration concepts.
5.1.2 Internet Connection Types

© 2023 Cisco and/or its affiliates. All rights reserved.



ot 1er]re Networking

CIsco. Academy IT Essentials Version 8
Module NICE NGSS ITEA DODEA | CSTA Exam Objective

2.2 Compare and contrast common
5.1.2.1 Brief History of Connection K0029; HS-ETS1- ITEA.7 IT-NET 3 3A-NI-04; 3B- | networking hardware.

Technologies K0274; 2. o NI-03; 2.3 Compare and contrast protocols for
wireless networking.

2.2 Compare and contrast common

) i networking hardware.
5.1.2.2 DSL, Cable, and Fiber Egg;i: HS’ETSI' ITEA.7. IT-NET 3 3A",\\|“|'_%‘;'_ 3B~ | 2.7 Compare and contrast Internet
’ ' ’ connection types, network types, and their
features.
2.3 Compare and contrast protocols for
. . . ) . wireless networking.
Isﬁgérzﬁztl_g:aerv?le&ght Wireless Egg;i HSETSl' ITEA.7. IT-NET 3 3A'NNII'_%A:'))’_ 3B- 157 Compare and contrast Internet
' ' ' connection types, network types, and their
features.
. . 2.7 Compare and contrast Internet
5.1.2.4 Satellite K0029: HS-ETSI- ITEA.7. IT-NET 3 3A'NI'O4’_ 3B- | connection types, network types, and their
K0274; 2. NI-03; features
. i 2.7 Compare and contrast Internet
5.1.2.5 Cellular K00293 HS-ETS1- ITEA.7. IT-NET 3 3A'NI'04’_ 3B- | Connection types, network types, and their
K0274; 2. NI-03; features
. 2.7 Compare and contrast Internet
5.1.2.6 Mobile Hotspot and K0029; HS-ETS1- 3A-NI-04; 3B- . .
Tethering K0274: 5 ITEA.7. IT-NET 3 NI-03: ;:é);ﬂ(raggon types, network types, and their
. 2.7 Compare and contrast Internet
5.1.2.7 Check Your Understanding K0029; HS-ETS1- : 3A-NI-04; 3B- ; .
- Internet Connection Types K0274- 2 ITEA.7. IT-NET 3 NI-03: fc;;"ntrdtraggon types, network types, and their
5.2 Networking Protocaols,
Standards, and Services
2.1 Compare and contrast Transmission
HS-ETS1- 3A-NI-04; 3B- | Control Protocol (TCP) and User Datagram
5.2.1 Transport Layer Protocols K0061 5 ITEA.2. IT-NET 3 NI-03: Protocol (UDP) ports, protocols, and their
purposes.

2.1 Compare and contrast Transmission
5.2.1.1 Video Explanation - HS-ETS1- i 3A-NI-04; 3B- | Control Protocol (TCP) and User Datagram
Transport Layer Protocols K0061 2. ITEA.2. IT-NET 3 NI-03; Protocol (UDP) ports, protocols, and their

purposes.

2.1 Compare and contrast Transmission
5.2.1.2 Activity - Transport Layer HS-ETS1- i 3A-NI-04; 3B- | Control Protocol (TCP) and User Datagram
Protocols K0061 2. ITEA.2. IT-NET 3 NI-03; Protocol (UDP) ports, protocols, and their

purposes.
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2.1 Compare and contrast Transmission
HS-ETS1- i 3A-NI-04; 3B- | Control Protocol (TCP) and User Datagram
5.2.1.3 The TCP/IP Model K0061 5 ITEA.2. IT-NET 3 NI-03: Protocol (UDP) ports, protocols, and their
purposes.

2.1 Compare and contrast Transmission

HS-ETS1- i 3A-NI-04; 3B- | Control Protocol (TCP) and User Datagram
52.147TCP K0061 2. ITEA.2. IT-NET 3 NI-03; Protocol (UDP) ports, protocols, and their
purposes.

2.1 Compare and contrast Transmission

HS-ETS1- i 3A-NI-04; 3B- | Control Protocol (TCP) and User Datagram
52.1.5UbP K0061 2. ITEA.2. IT-NET 3 NI-03; Protocol (UDP) ports, protocols, and their
purposes.
5.2.1.6 Check Your Understanding K006 HS-ETS1- ITEA.2. IT-NET 3 3A-NI-04;. 3B-
- Transport Layer Protocols 2. NI-03;
5.2.2 Application Port Numbers K0471 HS’ETSl' ITEA.2. IT-NET 3 3A",\'\|'I'_%‘g_ 3B-

2.1 Compare and contrast Transmission
5.2.2.1 Video Explanation - HS-ETS1- i 3A-NI-04; 3B- | Control Protocol (TCP) and User Datagram
Application Port Numbers K471 2. ITEA.2. IT-NET 3 NI-03; Protocol (UDP) ports, protocols, and their

purposes.

2.1 Compare and contrast Transmission
5.2.2.2 Classify Application Port HS-ETS1- i 3A-NI-04; 3B- | Control Protocol (TCP) and User Datagram
Numbers K471 2. ITEA.2. IT-NET 3 NI-03; Protocol (UDP) ports, protocols, and their

purposes.

2.1 Compare and contrast Transmission
5.2.2.3 Check Your Understanding HS-ETS1- i 3A-NI-04; 3B- | Control Protocol (TCP) and User Datagram
- Application Port Numbers K0471 2. ITEA.2. IT-NET 3 NI-03; Protocol (UDP) ports, protocols, and their

purposes.

5.2.3 Wireless Protocols
K0029; ITEA.2. 3A-NI-04; 3B- | 2.3 Compare and contrast protocols for
5.2.3.1 WLAN Protocols K HS-ETSL1. ITEA.9. IT-NET 3.5 g . P ! P
K0274; NI-03; wireless networking.
ITEA.17.
K0029; ITEA.2. 3A-NI-04; 3B- | 2.3 Compare and contrast protocols for
5.2.3.2 Bluetooth, NFC, and RFID ! HS-ETSL1. ITEA.9. IT-NET 3.5 g p P . P
K0274; NI-03; wireless networking.
ITEA.17.
K0029; ITEA.2. 3A-NI-04; 3B- | 2.3 Compare and contrast protocols for
5.2.3.3 Zigbee and Z-Wave : HS-ETSL1. ITEA.O. IT-NET 3.5 : p P . P
K0274; ITEA 17 NI-03; wireless networking.
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2.3 Compare and contrast protocols for
) ITEA.2. ) wireless networking.
5.2.3.4 Cellular Generations K0029: HS-ETSL1. ITEA.9. IT-NET 3.5 3A'NI'O4’_ 3B- 157 Compare and contrast Internet
K0274; NI-03; . .
ITEA.17. connection types, network types, and their
features.
5.2.3.5 Check Your Understanding K0029; ITEA.2. 3A-NI-04; 3B- | 2.3 Compare and contrast protocols for
: ! HS-ETS1. ITEA.9. IT-NET 3.5 . - -
- Wireless Protocols K0274; ITEA.17 NI-03; wireless networking.
5.2.4 Network Services
5.2.4.1 Video Explanation - KOOllf HS-ETS1- ITEA.2. 3A-NI-04; 3B-
Network Services K0O77; 2 ITEA.9. IT-NET 3 NI-03;
K0452; ) ITEA.17. ’
K0011,; ITEA.2. . . . .
5.2.4.2 Client - Server Roles K0077; HSETSl' ITEA.9. IT-NET 3 3A",\‘\l'|'_%g'_ 3B- ﬁé‘t vfé‘rTéEaﬁ'f; Jorviees provided by
K0452; ' ITEA.17. ' '
2.1 Compare and contrast Transmission
KOO11: ITEA.2 Control Protocol (TCP) and User Datagram
5243 DHCP Server K0O77- HS-ETS1- ITEA Q. IT-NET 3 3A-NI-04;. 3B- | Protocol (UDP) ports, protocols, and their
! 2. NI-03; purposes.
K0452; ITEA.17. : . i
2.4 Summarize services provided by
networked hosts.
2.1 Compare and contrast Transmission
Control Protocol (TCP) and User Datagram
Protocol (UDP) ports, protocols, and their
K0011,; ITEA.2. .
5.2.4.4 DNS Server koo77: | HS-ETSI- ITEA.O. T-NgT 3 | 3A-NI-04;3B- | purposes. . .
! 2. NI-03; 2.4 Summarize services provided by
K0452; ITEA.17.
networked hosts.
2.6 Compare and contrast common network
configuration concepts.
K0011; ITEA.2. i . . .
5.2.4.5 Print Server K0077; HS‘ETSL ITEA.9. IT-NET 3 3A",\'\|'|'_%‘;'_ 3B- ﬁ; Vf;rll‘e”;ar:g; Soviees provided by
K0452; ' ITEA.17. ' '
SN, 35- | B B 2P et o Do
5.2.4.6 File Server KOO77; 2 ITEA.9. IT-NET 3 N|-03,' Protocol (UDP) ports, protocols, and tr?eir
K0452; ' ITEA.17. ’ ports, p ’
purposes.
K0011; ITEA.2. . : . .
5.2.4.7 Web Server K0077; HS’ET51' ITEA.9. IT-NET 3 3A"&'I'_%‘;'_ 3B- ﬁé‘tvfé‘r'l;”ggar:g; Jerviees provided by
K0452; ' ITEA.17. ' '
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K0011,; ITEA.2. ) . . .
5.2.4.8 Mail Server K0077; HS‘ETSI' ITEA.9. IT-NET 3 3A",\\|“|'_%g'_ 3B- ﬁ'e‘t Vf;?égar:g; Sonviees provided by
K0452,; ) ITEA.17. ' '
K0011, ITEA.2. . . . .
5.2.4.9 Proxy Server K0077; HS‘ETSI' ITEA.9. IT-NET 3 3A",\\|“|'_%g'_ 3B- ﬁ'e‘t Vf;?égar:g; Sonviees provided by
K0452; ) ITEA.17. ' '
K0011, ITEA.2. . . . .
5.2.4.10 Authentication Server K0077; HS’ETSl' ITEA.Q. IT-NET 3 3A",\'\|'I'_%‘;'_ 3B- ﬁﬁﬁ&?ﬁﬂaﬁgﬁ sser"'ces provided by
K0452, ' ITEA.17. ' '
K0011,; ITEA.2. 2R, . . .
5.2.4.11 Syslog Server K0077: HSETSl' ITEA.O. IT-NET 3 3A",\‘\l'|'_%g'_ 3B ﬁé‘t vfé‘rTéEaﬁ'f; Sser"'ces provided by
K0452, ' ITEA.17. ' '
K0011,; ITEA.2. . . . .
5.2.4.12 Load Balancer K0077; HSETSl' ITEA.9. IT-NET 3 3A",\‘\l'|'_%g'_ 3B- ﬁé‘t vfé‘rTéEaﬁ'f; Jorviees provided by
K0452, ' ITEA.17. ' '
K0011,; ITEA.2. . . . .
5.2.4.13 SCADA Koorz, | MSETSE ITEA.9. IT-NET 3 3A'wl'_%‘;: 3B- ﬁé‘t V%‘rr;‘ézar:g; Jerviees provided by
K0452; ) ITEA.17. ' )
5.2.4.14 Check Your KOOllf HS-ETS1- ITEA.2. 3A-NI-04; 3B- | 2.4 Summarize services provided by
Understanding - Network Services K0O77; 2 ITEA.9. IT-NET 3 NI-03; networked hosts
g K0452; ' ITEA.17. ’ :
5.3 Network Devices
5.3.1 Basic Network Devices
5311 V|deq Explanation - Basic KOO11 HS-ETS1- ITEA.2. IT-NET 3 3A-NI-04;. 3B- |22 Compare and contrast common
Network Devices 2. NI-03; networking hardware.
5.3.1.2 Network Interface Card kooir | MSETSL- ITEA.2. T-NET 3 | 3A-NI-04;3B- | 2.2 Compare and contrast common
2. NI-03; networking hardware.
5.3.1.3 Repeaters, Bridges, and KOO11 HS-ETS1- ITEA.2. IT-NET 3 3A-NI-O4;. 3B- | 2.2 Compare and contrast common
Hubs 2. NI-03; networking hardware.
5.3.1.4 Switches K0011 HS-ETS1- ITEA2. IT-NET 3 3A-NI-O4;. 3B-| 2.2 Compare and contrast common
2. NI-03; networking hardware.
2.2 Compare and contrast common
5.3.1.5 Wireless Access Points koor1 | MSETSL ITEA.2. T-NeT 3 | SANI-04: 3B- | networking hardware.
2. NI-03; 2.3 Compare and contrast protocols for
wireless networking.
53.1.6 Routers K0011 HS-ETS1- ITEA2. IT-NET 3 3A-NI-O4;. 3B- | 2.2 Compare and contrast common
2. NI-03; networking hardware.
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5.3.1..7 Check Your L_Jnderstandmg KOO11 HS-ETS1- ITEA2. IT-NET 3 3A-NI-04;. 3B- | 2.2 Compare and contrast common
- Basic Network Devices 2. NI-03; networking hardware.
5.3.2 Security Devices
5.3.2..1 V|deq Explanation - K0O11 HS-ETS1- ITEA2. IT-NET 3 3A-NI-O4;. 3B-
Security Devices 2. NI-03;
5.3.2 2 Eirewalls K0011 HS-ETS1- ITEA.2. IT-NET 3 3A-NI-04;. 3B- | 2.2 Compare and contrast common
2. NI-03; networking hardware.
5.3.2.3IDS and IPS K0011 HSETSl' ITEA.2. IT-NET 3 3A",\‘\l'|'_%§_ 3B-
2.2 Compare and contrast common
HS-ETS1- 3A-NI-04; 3B- | networking hardware.
53.24UTMs K0011 2. ITEA.2. IT-NET 3 NI-03; 2.4 Summarize services provided by
networked hosts.
5.3.2.5 Endpoint Management K0011 HS-ETS1- ITEA.2. IT-NET 3 3A-NI-04;. 3B- | 2.4 Summarize services provided by
Server 2. NI-03; networked hosts.
5.3.2.6 Spam Management KOO11 HS-ETS1- ITEA.2. IT-NET 3 3A-NI-04;. 3B- | 2.4 Summarize services provided by
2. NI-03; networked hosts.
5.3.2.7 _Check_Your Understanding KOO11 HS-ETS1- ITEA.2. IT-NET 3 3A-NI-04;. 3B- | 2.4 Summarize services provided by
- Security Devices 2. NI-03; networked hosts.
5.3.3 Other Network Devices
5.3.3.1 Legacy and Embedded KO556 HS-ETS1- ITEA.2. IT-NET 3 3A-NI-04;. 3B- | 2.4 Summarize services provided by
Systems 2. NI-03; networked hosts.
5.3.3.2 Patch Panel K0556 HS’ET81' ITEA.2. IT-NET 3 3A'wl'_%‘§, 3B-
5.3.3.3 Power over Ethernet and KO556 HS-ETS1- ITEA.2. IT-NET 3 3A-NI-O4;. 3B- | 2.2 Compare and contrast common
Ethernet over Power 2. NI-03; networking hardware.

. 1.4 Given a scenario, configure basic mobile-
5.3.3.4 Cloud-based Network K0556 HS-ETS1- ITEA.2. IT-NET 3 3A'NI'O4’_ 3B- | device network connectivity and application
Controller 2. NI-03;

support.
. . 1.4 Given a scenario, configure basic mobile-
5.3.3.5 Check Your Understanding K0556 HS-ETS1- ITEA.2. IT-NET 3 3A'NI'O4’_ 3B- | device network connectivity and application
- Other Network Devices 2. NI-03;

support.

5.4 Network Cables

5.4.1 Network Tools

5.4.1.1 Video Explanation - K0108 HS-ETS1- ITEA 2 IT-NET 3 3A-NI-04; 3B-

Network Cable Tools 5 . NI-03: 2.8 Given a scenario, use networking tools.
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5.4.1.2 Network Tools and K0108 HS-ETSI- ITEA.2. IT-NET 3 3A'NI'O4;_ 3B- | 2.8 Given a scenario, use networking tools.
Descriptions 2. NI-03;
5.4.1.3 Network Taps K0108 HS'ETSL ITEA.2. IT-NET 3 3A'NNII'_%A§_ 3B- 1 28 Givena scenario, use networking tools.
5.4.1.4 Check Your Understanding K0108 HS-ETSI- ITEA.2. IT-NET 3 3A'NI'O4;_ 3B- 128 Givena scenario, use networking tools.
- Network Tools 2. NI-03;
5.4.2 Copper Cables and
Connectors
i 2.7 Compare and contrast Internet
5.4.2.1 Cable Types K0108 HSETSL ITEA.2. IT-NET 3 3A'NNII'_%A§_ 3B- | Connection types, network types, and their
' ' features.
i 2.7 Compare and contrast Internet
5.4.2.2 Coaxial Cables K0108 HSETSL ITEA.2. IT-NET 3 3A_NNII_-(())A§' 3B- | Connection types, network types, and their
' ' features.
i 2.7 Compare and contrast Internet
5.4.2.3 Twisted-Pair Cables K0108 HSETSL ITEA.2. IT-NET 3 3A'NNII'_%A:')”_ 3B- | connection types, network types, and their
' ' features.
. . . 2.7 Compare and contrast Internet
5.4.2.4 Twisted-Pair Category K0108 HS-ETSI- ITEA.2. IT-NET 3 3A'NI'O4’_ 3B- | connection types, network types, and their
Ratings 2. NI-03; features
. o . ap. | 2.7 Compare and contrast Internet
5.4.2.5 Twisted-Pair Wire K0108 HS-ETSI- ITEA.2. IT-NET 3 3A'NI'O4’_ 3B- | connection types, network types, and their
Schemes 2. NI-03; features
. 2.7 Compare and contrast Internet
5.4.2.6 Activity - Cable Pinouts K0108 HSETSL ITEA.2. IT-NET 3 3A'E‘II'_%A§_ 3B- | Connection types, network types, and their
' ' features.
. . 2.7 Compare and contrast Internet
5.4.2.7 Video Demonstration - HS-ETS1- 3A-NI-04; 3B- . .
Build and Test a Network Cable K0108 5 ITEA.2. IT-NET 3 NI-03: ;:é):trl](regson types, network types, and their
. 2.7 Compare and contrast Internet
5.4.2.8 Lab - Build and Test a HS-ETS1- 3A-NI-04; 3B- ; .
Network Cable K0108 5 ITEA.2. IT-NET 3 NI-03: ;:é):trl](regson types, network types, and their
5.4.3 Fiber Cables and
Connectors
. 2.7 Compare and contrast Internet
5.4.3.1 Fiber-Optic Cables K0108 HSETSL ITEA.2. IT-NET 3 3A'NNII'_%?'3’_ 3B- | Connection types, network types, and their
' ' features.
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2.3 Compare and contrast protocols for
. wireless networking.
5.4.3.2 Types of Fiber Media K0108 HS'ETSL ITEA.2. IT-NET 3 3A-EIII-(())§" 3B- 157 Compare and contrast Internet
' ’ connection types, network types, and their
features.
. 2.7 Compare and contrast Internet
5.4.3.3 Fiber-Optic Connectors K0108 HS_ETSL ITEA.2. IT-NET 3 3A-NNI|-%Aé" 3B- | Connection types, network types, and their
' ' features.
. . 2.7 Compare and contrast Internet
5;1"33;' CC:::SIS; Z(r)]grcuonndneercsgrr;dmg K0108 HS I;TSl ITEA.2. IT-NET 3 3A NNII_%A:'))’; 3B connection types, network types, and their
features.
5.5 Summary
5.5.1 Conclusion
5.5.1.1 Chapter 5: Network
Concepts
5.5.1.2 Networking Concepts Quiz
6.0 Introduction
6.0.1 Welcome
6.0.1.1 Chapter 6: Applied
Networking
6.1 Device to Network
Connection
6.1.1 Network Addressing
IT-NET 3 2.5 Given a scenario, install and configure
6.1.1.1 Video Explanation - MAC . HS-ETS1- CCR.ELA- | 3A-NI-04;3B- | ..~ .~ . ’ . i
. K0471, ITEA.2. ; i basic wired/wireless small office/home office
Addressing 2. Literacy.RS NI-03; (SOHO) networks
T.11-12.7. '
IT-NET 3 2.5 Given a scenario, install and configure
6.1.1.2 Video Explanation - IPv4 . HS-ETS1- CCR.ELA- | 3A-NI-04; 3B- o . ’ . :
. K0471; ITEA.2. . ] basic wired/wireless small office/home office
Addressing 2. Literacy.RS NI-03; (SOHO) networks
T.11-12.7. '
IT-NET 3 2.5 Given a scenario, install and configure
6.1.1.3 Video Explanation - IPv6 . HS-ETS1- CCR.ELA- | 3A-NI-04; 3B- o ; ’ . -
. K0471, ITEA.2. ; i basic wired/wireless small office/lhome office
Addressing 2. Literacy.RS NI-03; (SOHO) networks
T.11-12.7. '
. 2.5 Given a scenario, install and configure
6.1.1.4 Two Network Addresses K0471; HSET81' ITEA.2. IT-NET 3 3A";\l“|'_%4é’_ 3B- basic wired/wireless small office/home office

(SOHO) networks.
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i 2.5 Given a scenario, install and configure
6.1.1.5 Displaying the Addresses K0471; HS-ETS1- ITEA.2. IT-NET 3 3A'NI'O4’_ 3B- | basic wirediwireless small office/home office
2. NI-03;
(SOHO) networks.
) 2.5 Given a scenario, install and configure
6.1.1.6 IPv4 Address Format K0471; HS-ETS1- ITEA.2. IT-NET 3 3A'NI'O4’_ 3B- | basic wirediwireless small office/home office
2. NI-03;
(SOHO) networks.
. 2.5 Given a scenario, install and configure
6.1.1.7 IPv6 Address Formats K0471; HS-ETS1- ITEA.2. IT-NET 3 3A'NI'O4’_ 3B- basic wired/wireless small office/home office
2. NI-03;
(SOHO) networks.
2.5 Given a scenario, install and configure
) basic wired/wireless small office/home office
6.1.1.8 Static Addressing K0471; HS-ETSL- ITEA.2. iT-NeT3 | SANIO% 3B~ 1 56110 networks.
2. NI-03;
2.6 Compare and contrast common network
configuration concepts.
2.5 Given a scenario, install and configure
. basic wired/wireless small office/home office
6.1.1.9 Dynamic Addressing K0471; HS-ETSI- ITEA.2. IT-NET 3 3A'NI'O4’_ 3B- (SOHO) networks.
2. NI-03;
2.6 Compare and contrast common network
configuration concepts.
2.4 Summarize services provided by
. HS-ETS1- 3A-NI-04; 3B- | networked hosts.
6.1.1.10 DNS KO471; 2. ITEA.2. IT-NET 3 NI-03; 2.6 Compare and contrast common network
configuration concepts.
2.4 Summarize services provided by
. . HS-ETS1- 3A-NI-04; 3B- | networked hosts.
6.1.1.11 DHCP Operation K471, 2. ITEA.2. IT-NET 3 NI-03; 2.6 Compare and contrast common network
configuration concepts.
6.1.1.12 VLAN KO471: HS-ETS1- ITEA2. IT-NET 3 3A-NI-O4;. 3B- | 2.6 C_Zompgre and contrast common network
2. NI-03; configuration concepts.
2.5 Given a scenario, install and configure
. . basic wired/wireless small office/home office
6.1.1.13 Link-local IPv4 and IPv6 KO4T1: HS-ETS1- ITEA.2. IT-NET 3 3A-NI-O4,. 3B- (SOHO) networks.
Addresses 2. NI-03;
2.6 Compare and contrast common network
configuration concepts.
6.1.1.14 Check Your . 2.5 Given a scenario, install and configure
Understanding - Network K0471; HSETSL ITEA.2. IT-NET 3 3A'NNII'_%?'3’_ 3B- | pasic wired/wireless small office/home office
Addressing ' ' (SOHO) networks.
6.1.2 Configure a NIC
6.1.2.1 Packet Tracer - Add . HS-ETS1- 3A-NI-04; 3B-
Computers to an Existing Network K471, 2. ITEA.9. IT-NET 3 NI-03;
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6.1.2.2 Network Design KO4T1: HS-ETS1- ITEA2. IT-NET 3 3A-NI-04;. 3B- 2._3 Compare anq contrast protocols for

2. NI-03; wireless networking.
6.1.2.3 Selecting a NIC K0471; HS‘ETSI' ITEA.9. IT-NET 3 3A",\\l“|'_%‘:"3;_ 3B-
6.1.2.4 Installing and Updating a i HS-ETS1- 3A-NI-04; 3B-
NIC K0471; 5 ITEA.9. IT-NET 3 NI-03:

) 2.5 Given a scenario, install and configure

6.1.2.5 Configure a NIC K0471; HS-ETS1- ITEA.O. IT-NET 3 3A'NI'04’_ 3B- basic wired/wireless small office/home office

2. NI-03;

(SOHO) networks.

6.1.2.6 ICMP K0471; HS-ETSI- ITEA.2. 3A'N"04{ 3B-

2. NI-03;

IT-NET 3
6.1.2.7 Lab - Configure a NIC to . HS-ETS1- CCR.ELA- | 3A-NI-04; 3B-
Use DHCP in Windows K471, 2. ITEA.2. Literacy.RS NI-03;
T.11-12.3.

6.1.3 Configure a Wired and
Wireless Network
6.1.3.1 Video Explanation - ITEA.2. 3A-NI-04: 3B- 2.5 Given a scenario, install and configure
Configure a Wired and Wireless K0471; HS-ETS1. ITEA.9. IT-NET 3.5 NI-03,' basic wired/wireless small office/home office
Network ITEA.17. ' (SOHO) networks.

. . . . 2.5 Given a scenario, install and configure
6.1.3.2 Connecting Wired Devices K0471; HS-ETSI- ITEA.9. IT-NET 3 3A'NI'O4’_ 3B- | pasic wired/wireless small office/home office
to the Internet 2. NI-03;

(SOHO) networks.
. 2.5 Given a scenario, install and configure
6.1.3.3 Logging in to the Router K0471; HS-ETSI- ITEA.9. IT-NET 3 3A'NI'O4’_ 3B- basic wired/wireless small office/home office
2. NI-03;
(SOHO) networks.
. 2.5 Given a scenario, install and configure
6.1.3.4 Basic Network Setup K0471; HS-ETS1- ITEA.O. IT-NET 3 SA'NI'OA”_ 3B- basic wired/wireless small office/home office
2. NI-03;
(SOHO) networks.
6.1.3.5 Basic Wireless Settings koa71, | HSETSI- ITEA.O. T-NeT3 | 3ANI-04:38- | 2.3 Compare and contrast protocols for
2. NI-03; wireless networking.
6.1.3.6 Configure a Wireless Mesh KOA471: HS-ETS1- ITEAQ. IT-NET 3 3A-NI-O4;. 3B- 2._3 Compare anq contrast protocols for
Network 2. NI-03; wireless networking.
. 2.5 Given a scenario, install and configure
6.1.3.7 NAT for IPv4 K0471; HS-ETS1- ITEA.9. IT-NET 3 3A'NI'O4’_ 3B- | pasic wired/wireless small office/home office
2. NI-03;
(SOHO) networks.
. . K0164; HS-ETS1- 3A-NI-04; 3B-
6.1.3.8 Quality of Service K0471. 5 ITEA.9. IT-NET 3 NI-03:
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6.1.3.9 Packet Tracer - Connect to KO4T1: HS-ETS1- ITEAQ. IT-NET 3 3A-NI-04;. 3B- 2._3 Compare anq contrast protocols for
a Wireless Network 2. NI-03; wireless networking.
IT-NET 3
6.1.3.10 Lab - Configure a KOA471: HS-ETS1- ITEA.9 CCR.ELA- | 3A-NI-04; 3B- | 2.3 Compare and contrast protocols for
Wireless Network ' 2. o Literacy.RS NI-03; wireless networking.
T.11-12.3.
6.1.4 Firewall Settings
6.1.4.1 Video Explanation - K0049: 3A-NI-04: 3B- 1.6 Given a scenario, configure Microsoft
. 0 EXP ! HS-ETS1. ITEA.2. IT-NET 3.8 g Windows networking features on a
Firewall Settings K0452; NI-03; :
client/desktop.
. i 1.6 Given a scenario, configure Microsoft
6.1.4.2 UPnP K0049: HS-ETS1. ITEA.2. IT-NET 3.8 3A'N"04'_ 3B- | Windows networking features on a
K0452; NI-03; -
client/desktop.
. i 1.6 Given a scenario, configure Microsoft
6.1.4.3 DMZ K0049: HS-ETS1. ITEA.2. T-NeT 3.8 | SANM0% 3B~ | \yindows networking features on a
K0452; NI-03; -
client/desktop.
) ) 1.6 Given a scenario, configure Microsoft
6.1.4.4 Port Forwarding KOO493 HS-ETSL. ITEA.2. IT-NET 3.8 3A'NI'O4’_ 3B- | Windows networking features on a
K0452; NI-03; !
client/desktop.
. NiLoa- 2. | 1.6 Given a scenario, configure Microsoft
6.1.4.5 MAC Address Filtering KOO49: HS-ETS1. ITEA.2. IT-NET 3.8 SA-NI 04’_ 3B Windows networking features on a
K0452; NI-03; !
client/desktop.
6.1.4.6 Whitelisting and K0049: 3A-NI-04: 3B- 1.6 Given a scenario, configure Microsoft
e 9 ! HS-ETS1. ITEA.2. IT-NET 3.8 g Windows networking features on a
Blacklisting K0452; NI-03; .
client/desktop.
. ] . 1.6 Given a scenario, configure Microsoft
6.1.4.7 Packet Tracer - Configure KOO49: HS-ETS1. ITEA.2. IT-NET 3.8 3A'NI'O4’, 3B- | windows networking features on a
Firewall Settings K0452; NI-03; .
client/desktop.
, . ) . 1.6 Given a scenario, configure Microsoft
6.1.4.8 Lab - Configure Firewall KOO49: HS-ETS1. ITEA.2. IT-NET 3.8 3A'NI'O4’, 3B- | Windows networking features on a
Settings K0452; NI-03; .
client/desktop.
. . . K0049; 3A-NI-04; 3B-
6.1.5 loT Device Configuration K0452: HS-ETS1. ITEA.2. IT-NET 3.8 NI-03:
. K0049; 3A-NI-04; 3B- | 2.4 Summarize services provided by
6.1.5.1 Internet of Things K0452- HS-ETS1. ITEA.2. IT-NET 3.8 NI-03: networked hosts.
6.1.5.2 IoT Devices in Packet K0049; 3A-NI-04; 3B- | 2.4 Summarize services provided by
Tracer K0452; HS-ETST. ITEA.2. IT-NET 3.8 NI-03; networked hosts.
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2.4 Summarize services provided by
. i networked hosts.
6.1.5.3 Packet Tracer - Control IoT | K0049 | o prog ITEA.2. IT-NET 3.8 | SANI04:3B- | 5 5 Given a scenario, install and configure
Devices K0452; NI-03; S ; . i
basic wired/wireless small office/home office
(SOHO) networks.
6.2 The Basic Networking
Troubleshooting Process
6.2.1 Applying the
Troubleshooting Process to
Networking
6.2.1.1 The Six Steps of the ITEA.10; 3A-NI-04; 3B- | 5.1 Given a scenario, apply the best practice
&L . P T0237 HS-ETS1 ITEA.11: IT-NET 5.9 ' ' » apply P
Troubleshooting Process ITEA 12- NI-03; methodology to resolve problems.
ITEA.10; 3A-NI-04; 3B- | 5.1 Given a scenario, apply the best practice
6.2.1.2 Identify the Problem T0237 HS-ETS1 ITEA.11: IT-NET 5.9 ' ' » apply P
ITEA.12: NI-03; methodology to resolve problems.
6.2.1.3 Establish a Theory of ITEA.10; 3A-NI-04; 3B- | 5.1 Given a scenario, apply the best practice
o y T0237 HS-ETS1 ITEA.11; IT-NET 5.9 ; ' » APy P
Probable Cause ITEA 12- NI-03; methodology to resolve problems.
6.2.1.4 Test the Theory to ITEA.10; 3A-NI-04; 3B- | 5.1 Given a scenario, apply the best practice
214 y T0237 HS-ETS1 ITEA.11; IT-NET 5.9 : \ » APy P
Determine the Cause ITEA 12- NI-03; methodology to resolve problems.
6.2.1.5 Establish a Plan of Action ITEA.10; . . . .
to Resolve the Problem and T0237 | HS-ETS1 TEALL | ITNETS5g | 3ARHO% 3B~ 5.1 Glven a seenario, apply e best practice
Implement the Solution ITEA.12; ’ 9y P '
6.2.1.6 Verify Full Functionality ITEA.10; . . . .
and, If Applicable, Implement T0237 | HS-ETS1 TEA1L; | IT-NET 5.9 | 3ANFO% 38+ 5.1 Biven a scenario, apply the best practice
Preventive Measures ITEA.12; ’ 9y P )

o ITEA.10; _ . . .
6.2:1.7 Document Findings, T0237 HS-ETS1 ITEA.11. IT-NET 5.9 3A-NI-O4,. 3B- | 5.1 Given a scenario, apply the best practice
Actions, and Outcomes ITEA 12- NI-03; methodology to resolve problems.
6.2.1.8 Check Your Understanding ITEA.10; . : . .

- Network Troubleshooting T0237 HS-ETS1 ITEA.11; IT-NET 5.9 | 3A-NI-04; 3B- | 5.1 Given a scenario, apply the best practice
! NI-03; methodology to resolve problems.
Process ITEA.12;
ITEA.10; .
g'(flfﬂ(’:'r?;‘”ork Problems and T0237 HS-ETS1 ITEA.1L; IT-NET 5.9 3A",\'\|'|'_%‘;'_ 3B-
ITEA.12; ’
6.2.2.1 Common Problems and ITEA.10; 3A-NI-04; 3B- | 5.1 Given a scenario, apply the best practice
o . T0237 HS-ETS1 ITEA.11; IT-NET 5.9 : \ » apply P
Solutions for Networking ITEA 12- NI-03; methodology to resolve problems.
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6.2.2.2 Advanced Problems and T0237 HS-ETS1 ggﬁﬂ IT-NET 5.9 3A-NI-04; 3B- | 5.1 Given a scenario, apply the best practice
Solutions for Network Connections ITEA-12: ' NI-03; methodology to resolve problems.
6.2.2.3 Advanced Problems and ITEA.10; . . . .
Solutions for FTP and Secure T0237 HS-ETS1 ITEA.LL; IT-NET 5.9 | 3ANI04;3B- | 5.1 Given a scenario, apply the best practice

. ' NI-03; methodology to resolve problems.

Internet Connections ITEA.12;

ITEA.10; . . .
6.2.2.4 Advanced Problems and i K i 3A-NI-04; 3B- | 5.1 Given a scenario, apply the best practice
Solutions Using Network Tools 10237 HS-ETS1 :1&?5 IT-NET 5.9 NI-03; methodology to resolve problems.
6.2.2.5 Lab - Troubleshoot T0237 HS-ETS1 EEﬁﬂ IT-NET 5.9 3A-NI-04; 3B- | 5.1 Given a scenario, apply the best practice
Network Problems ITEA'121 ' NI-03; methodology to resolve problems.

6.3 Summary

6.3.1 Conclusion

6.3.1.1 Chapter 6: Applied

Networking

6.3.1.2 Applied Networking Quiz

7.0 Introduction

7.0.1 Welcome

7.0.1.1 Laptops and Other Mobile

Devices

7.1 Characteristics of Laptops

and Other Mobile Devices

7.1.1 Mobile Device Overview
K0108; ITEA.2;

711 What Do ¥ou Already K0109; | HS-ETS1. | ITEA9; | IT-NET1.4 | 3A-CS-0L;

) K0114; ITEA.17.;
- K01085 ITEA'Z'E . 1.1 Given a scenario, install and configure

7.1.1.2 Mobility K0109; HS-ETSL1. ITEA.9.; IT-NET 1.4 3A-CS-01; laptop hardware and components
K0114; ITEA.17.; ptop P :
K0108; ITEA.2,; . o .

7.1.1.3 Laptops K0109; HS-ETS1. ITEA.O.; IT-NET 1.4 | 3A-CS-01; Ila'ltf'Vr?:rgvfgfe”::]'g’égﬂagﬁggtsonf'g“re
K0114; ITEA.17.; ptop P :
K0108; ITEA.2,; . - .
K0114; ITEA.17.; ptop P :
K0108; ITEA.2,; : o .

7.1.1.5 Smartphone Features K0109: HS-ETSL. ITEA.9.: IT-NET 1.4 | 3A-Cs-01; |11 Given ascenario, install and configure
KO114- ITEA 17 - laptop hardware and components.
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KO108; ITEA.2.; 1.1 Given a scenario, install and configure
7.1.1.6 Tablets and E-Readers K0109; HS-ETS1. ITEA.9,; IT-NET 1.4 3A-CS-01; Ié top hardware and,com onents

K0114; ITEA.17.; ptop P :

K0108; ITEA.2.; . . .
7.1.1.7 Wearables: Smartwatch ! ’ 1.1 Given nario, install an nfigur
and Fitnese:'lflrzflferi ATHRIERES K0109; HS-ETSL. ITEA.9.; IT-NET 1.4 | 3A-CS-0L; Iapt(();p r?argvia?ree :ng corigor?er?tsc.o e

K0114; ITEA.17.;

K0108; ITEA.2. . . .
7.1.1.8 Wearables: Augmen ! ’ 1.1 Given nario, install an nfigur
and Vgigrtuzﬁell?igliet?es Hamented KO109; HS-ETSL. ITEA.9.; IT-NET 1.4 | 3A-CS-0L Iapt(?p r?argviacrz an,corsﬁgor?er?tgo e

K0114; ITEA.17.;
7.1.1.9 Check Your Understanding K0108; ITEA.2.; 1.1 Given a scenario, install and configure
- Laptops and Other Mobile K0109; HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-01; Ie{ptop hardware and'components
Devices K0114; ITEA.17.; '

. . K0108; ITEA.2.; . L .
rﬁgo'rlmlsﬂ'(;‘;‘b Mobile Device K0109; | HS-ETS1. ITEA.9.; IT-NET 1.4 | 3A-CS-02; t;tgp"’ﬁ:rgvfgfe”:gg'égﬁfzgsggtsc_onﬂg“re

K0114; ITEA.17.;

7.1.2 Laptop Components

7.1.2.1 Video Explanation — K0108; ITEA.2.; 1.2 Compare and contrast the display
External Features Unique to K0109; HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-02; C(.)mponents of mobile devices
Laptops K0114; ITEA.17.; '
7.1.2.2 Video Explanation - K0108; ITEA.2.; 1.2 Compare and contrast the display
Common Input Devices and LEDs K0109; HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-02; C(.)mponents of mobile devices

in Laptops K0114; ITEA.17.; )

K0108; ITEA.2,; 1.2 Compare and contrast the display
7.1.2.3 Motherboards K0109; HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-02; cbmponents of mobile devices

K0114; ITEA.17 ., )

K0108; ITEA.2,; 1.2 Compare and contrast the display
7.1.2.4 Internal Components K0109; HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-02; cé)mponents of mobile devices

K0114; ITEA.17.; )

K0108; ITEA.2,; 1.2 Compare and contrast the display
7.1.2.5 Special Function Keys K0109; HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-02; cbmponents of mobile devices

K0114; ITEA.17.; '
7.1.2.6 Video Explanation - K0108; ITEA.2,; 1.2 Compare and contrast the display
Docking Station Versus Port K0109; HS-ETS1. ITEA.9,; IT-NET 1.4 3A-CS-02; cé)mponents of mobile devices
Replicator K0114; ITEA.17,; '

. K0108; ITEA.2.; .
7.1._2.7 Lab - Research_ Docking K0109- HS-ETSL. ITEAQ.- IT-NET 1.4 3A-CS-02: 1.2 Compare and cqntrast_the display
Stations and Port Replicators K0114- ITEA 17 - components of mobile devices.

7.1.3 Laptop Display Components

© 2023 Cisco and/or its affiliates. All rights reserved.




ot 1er]re Networking
CISCO. Academy

IT Essentials Version 8

Module NICE NGSS ITEA DODEA | CSTA Exam Objective
1.1 Given a scenario, install and configure
K0108: ITEA2 - laptop hardware and components.
7.1.3.1 LCD, LED, and OLED K0109: HS-ETS1 ITEA.9.1 IT-NET 1.4 3A-CS-02: 1.2 Compare and contrast the display
Display Technologies K0114j ' ITEA 17 ' ' components of mobile devices.
' B 1.3 Given a scenario, set up and configure
accessories and ports of mobile devices.
1.1 Given a scenario, install and configure
K0108: ITEA.2 - laptop hardware and components.
7.1.3.2 Laptop Display Features KO109; | HSETSL |  ITEAQ; | ITNETL14 | 3ACS-02 |2 Compareand contrastne display
K0114: ITEA.17.- components of mobile devices. _
' e 1.3 Given a scenario, set up and configure
accessories and ports of mobile devices.
1.1 Given a scenario, install and configure
K0108: ITEA.2 - laptop hardware and components.
7.1.3.3 Backlights and Inverters KO109; | HSETSL | ITEAQ; | ITNETL14 | 3ACS-02 |2 Compareand contrastine display
K0114: ITEA 17 - components of mobile devices. .
’ e 1.3 Given a scenario, set up and configure
accessories and ports of mobile devices.
1.1 Given a scenario, install and configure
K0108: ITEA2 - laptop hardware and components.
7.1.3.4 Check Your Understanding K0109: HS-ETS1 ITEA.9.: IT-NET 1.4 3A-CS-02: 1.2 Compare and contrast the display
— Laptop Display Components K01143 ' ITEA 17 ' ' components of mobile devices.
' e 1.3 Given a scenario, set up and configure
accessories and ports of mobile devices.
1.1 Given a scenario, install and configure
K0108; ITEA.2 - laptop hardware and components.
7.1.3.5 Wi-Fi Antenna Connectors | <0199 | s ersr. ITEA.: IT-NET1.4 | 3A-CS-02; | --2Compare and contrast the display
K0114; ITEA 17 - components of mobile devices.
K0274; e 1.3 Given a scenario, set up and configure
accessories and ports of mobile devices.
1.1 Given a scenario, install and configure
K0108: ITEA.2 - laptop hardware and components.
7.1.3.6 Webcam and Microphone | K0109; | HS-ETSL |  ITEAQ; | IT-NET14 | 3ACS-02 | L2 Compareandcontrastine display
KO114: ITEA.17 - components of mobile devices.

1.3 Given a scenario, set up and configure
accessories and ports of mobile devices.
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7.2 Laptop Configuration
1.1 Given a scenario, install and configure
laptop hardware and components.
7.2.1 Power Settings 1.2 Compare and contrast the display
Configuration components of mobile devices.
1.3 Given a scenario, set up and configure
accessories and ports of mobile devices.
1.1 Given a scenario, install and configure
e o oot v el
7.2.1.1 Power Management K0109; HS-ETSL1. ITEA.9,; IT-NET 2.1 3A-CS-02; ) P ! : play
! . components of mobile devices.
K0114; ITEA.17.; . ; .
1.3 Given a scenario, set up and configure
accessories and ports of mobile devices.
1.1 Given a scenario, install and configure
K0108: ITEA.2 - laptop hardware and components.
7.2.1.2 Managing ACPI Settings in K0109- HS-ETSL. ITEAQ.- IT-NET 2.1 3A-CS-02: 1.2 Compare and cqntrast_the display
the BIOS ! . components of mobile devices.
K0114; ITEA.17; . ; .
1.3 Given a scenario, set up and configure
accessories and ports of mobile devices.
1.1 Given a scenario, install and configure
K0108: ITEA2 - IT-NET 2.1 laptop hardware and components.
7.2.1.3 Check Your Understanding ! o CCR.ELA- . 1.2 Compare and contrast the display
K0109; HS-ETSL1. ITEA.9,; , 3A-CS-02; ! :
— Match ACPI Standards K0114- ITEA 17 - Literacy.RS components of mobile devices.
' o T.11-12.7. 1.3 Given a scenario, set up and configure
accessories and ports of mobile devices.
1.1 Given a scenario, install and configure
K0108: ITEA.2 - IT-NET 2.1 laptop hardware and components.
7.2.1.4 Video Demonstration — ! v CCR.ELA- . 1.2 Compare and contrast the display
. . K0109; HS-ETS1. ITEA.9.; . 3A-CS-02; . .
Managing Laptop Power Options ! ) Literacy.RS components of mobile devices.
K0114; ITEA.17.; . - .
T.11-12.7. 1.3 Given a scenario, set up and configure
accessories and ports of mobile devices.
7.2.2 Wireless Configuration
Egiggf ITEA.2.;
7.2.2.1 Bluetooth K0114: HS-ETSL1. ITEA.9,; IT-NET 3.5 3A-CS-01; 220-1101-1.1; 220-1101-1.3; 220-1101-1.4;
K0274: ITEA.17;
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KO108; ITEA2.
7:2:2.2 Bluetooth Laptop KO109: | Hs.ETS1. | ITEA9: | IT-NET35 | 3A-CS-01; | 220-1101-1.1;220-1101-13; 220-1101-1.4;
Connections K0114; ITEA 17 -
K0274, T
. . KO108; ITEA.2.;
7.2:2.3 Video Demonstration — KO109: | Hs.ETS1. | ITEA9: | IT-NET35 | 3A-CS-01; | 220-1101-1.1;220-1101-1.3; 220-1101-1.4;
Bluetooth Configuration K0114; .
! ITEA.17.;
K0274;
Egigg ITEA.2,;
7.2.2.4 Cellular WAN K0114: HS-ETS1. ITEA.9,; IT-NET 3.5 3A-CS-01, 220-1101-1.1; 220-1101-1.3; 220-1101-1.4;
K0274: ITEA.17,;
o Egigg ITEA.2,;
7.2.2.5 Wi-Fi K0114: HS-ETS1. ITEA.9,; IT-NET 3.5 3A-CS-01, 220-1101-1.1; 220-1101-1.3; 220-1101-1.4;
K0274: ITEA.17,;
. . . KO108; ITEA.2.:
7.2.2.6 Video Demonstration —Wi- | K0109: | o prey ITEA.: IT-NET 3.5 | 3A-CS-01; | 220-1101-1.1; 220-1101-1.3; 220-1101-1.4;
Fi Configuration K0114; ITEA 17 -
K0274; T
7.2.2.7 Check Your Egigg ITEA.2.;
Understanding- Wireless K0114: HS-ETS1. ITEA.9; IT-NET 3.5 3A-CS-01; 220-1101-1.1; 220-1101-1.3; 220-1101-1.4;
Configuration K0274- ITEA.17.;
7.3 Laptop Hardware and
Component Installation and 220-1101-1.1; 220-1101-1.3; 220-1101-1.4;
Configuration
7.3.1 Expansion Slots
KO108; ITEA.2.; 1.1 Given a scenario, install and configure
7.3.1.1 Expansion Cards K0109; HS-ETS1. ITEA.9,; IT-NET 1.4 3A-CS-02; Ia. top hardware and,com onents
K0114; ITEA.17.; ptop P :
KO108; ITEA.2.; 1.1 Given a scenario, install and configure
7.3.1.2 Flash Memory K0109; HS-ETS1. ITEA.9,; IT-NET 1.4 3A-CS-02; Ia. top hardware and,com onents
K0114; ITEA.17.; ptop P :
KO108; ITEA.2.; 1.1 Given a scenario, install and configure
7.3.1.3 Smart Card Reader K0109; HS-ETS1. ITEA.9,; IT-NET 1.4 3A-CS-02; Ia.ptop hardware and,components
K0114; ITEA.17,; )
KO108; ITEA.2.; 1.1 Given a scenario, install and configure
7.3.1.4 SODIMM Memory K0109; HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-02; | ; ’
KO114: ITEA.17 - aptop hardware and components.
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. . K0108: ITEA.2.: . . .
K0114: ITEA.17.: ptop P :
. K0108: ITEA.2.; . . .
P K0114: ITEA17.: ptop P :
7.3.2 Replacing Laptop
Components
. K0108: ITEA.2.: . . .
;'g'f;eon‘]’ee;‘t"ew of Hardware K0109: | HS-ETSL. ITEA.O.: IT-NET 1.4 | 3A-CS-02: Ila 15"’%}3;;2”223’C'Qﬁfagrf‘:gtsconf'gure
P K0114: ITEA.17.: ptop P :
. . K0108; ITEA.2.; . - .
y P K0114: ITEA17.: ptop P :
. . K0108; ITEA.2.; . - .
P K0114: ITEA.17.: ptop P :
IT-NET 1.4
K0108: ITEA.2.: CCR.ELA- . o .
;fr'jé‘;’}é‘ab - Research Laptop K0109; | HS-ETSL. ITEA.9.; Literacy.W | 3A-CS-02; tltf'Vﬁ;‘rg‘vfacree”;qg’égrsrfagﬁggtsconf'g“re
K0114: ITEA.17.: HST.11- ptop P :
12.7.
K0108; ITEA.2.; 1.1 Given a scenario, install and configure
7.3.2.5 Power K0109: HS-ETSL. ITEA.O.: IT-NET 2.1 | 3ACS-02; | o 2t e e orerts 9
KO114: ITEA.17.: ptop P :
7.3.2.6 Video Demonstration - DC K01085 ITEA'Z'E . 1.1 Given a scenario, install and configure
Jack Replacement K0109; ITEA.9.; 8A-C5-02; laptop hardware and components
P K0114: ITEA17.: ptop P :
IT-NET 1.4
K0108; ITEA.2.: CCR.ELA- . o _
;'jt'é'ge';ab - Research Laptop K0109; HS-ETS1. ITEA.O.; Literacy. W | 3A-CS-02; Ila'ltf"Vr?:rgvfgfe”:;‘g’égﬂagﬁggtgonf'g“re
K0114: ITEA.17.: HST.11- ptop P :
12.7.
K0108; ITEA.2.: . . .
g%ifl 'S:ﬁ/re”a' Storage and K0109: | HS-ETSL. ITEA.O.: IT-NET1.4 | 3A-CS-02: tltg"’ﬁ:rg‘vf;%”:::g’C'grs;fa'c')r?é‘r?tsonf'g“re
P K0114: ITEA17.: ptop P :
7.3.2.9 Video Demonstration - K0108; ITEA.2.; 1.1 Given a scenario. install and confiqure
Internal Storage and Optical Drive K0109; HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-02; Ia‘ top hardware and’com onents 9
Replacement K0114: ITEA.17.: ptop P :
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IT-NET 1.4

K0108; ITEA.2.; CCR.ELA- . L .
7D.r3i\./2e.510 Lab - Research Laptop K0109; HS-ETSL1. ITEA.9.; Literacy.W | 3A-CS-02; Iléltg'Vﬁ:rda‘vfacfenggg’C'Qrsrfa'(')r?e”r?tsconf'g“re

K0114: ITEA.17.; HST.11- ptop P :

12.7.
. . K0108; ITEA.2.; . . .
ndan o penorstaton | koaos: | wsErsL | MEAS: | MNETL4 | aacso | LLONenascenar el and confoure
P K0114: ITEA.17.: ptop P :
. . K0108; ITEA.2.; . L. .
P P K0114; ITEA.17.: ptop P '
. . K0108; ITEA.2.; . . .
P K0114; ITEA.17.: ptop P '

. . K0108; ITEA.2.; . L. .
7.3.2.14 Video Demonstration - ! ! 1.1 Given a scenario, install and configure
Motherboard Replacement KO109; HS-ETSL. ITEA.9.; IT-NET 1.4 | 3A-CS-02 laptop hardware and components ’

K0114; ITEA.17.; ’

. . K0108; ITEA.2.; . L. .

K0114: ITEA17.: ptop P '
7.3.2.16 Check Your K0108; ITEA.2,; 1.1 Given a scenario, install and configure
Understanding - Replacing Laptop K0109; HS-ETS1. ITEA.9,; IT-NET 1.4 3A-CS-02; Ia{ top hardware and,com onents 9
Components K0114; ITEA.17.: ptop P :

7.4 Other Mobile Device
Hardware Overview
7.4.1 Other Mobile Device
Hardware

Egigg ITEA.2.; 1.4 Given a scenario, configure basic mobile-
7.4.1.1 Cell Phone Parts K0114: HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-01; device network connectivity and application

K0274: ITEA.17.; support.

Egigg ITEA.2.; 1.4 Given a scenario, configure basic mobile-
7.4.1.2 Wired connectivity K0114: HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-01; device network connectivity and application

K0274: ITEA.17.; support.

KO108; ITEA.2,; 1.4 Given a scenario, configure basic mobile-
7.4.1.3 Wireless Connecpons and K01095 HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-01; device network connectivity and application
Shared Internet Connections K0114; .

K0274: ITEA.17.; support.
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1.4 Given a scenario, configure basic mobile-
7.4.2 Specialty Mobile Devices device network connectivity and application
support.

Egigg ITEA.2.; 1.4 Given a scenario, configure basic mobile-
7.4.2.1 Wearable Devices K0114: HS-ETS1. ITEA.9,; IT-NET 1.4 3A-CS-01; device network connectivity and application

K0274- ITEA.17,; support.

?8188 ITEA.2,; 1.4 Given a scenario, configure basic mobile-
7.4.2.2 Specialty Devices K0114: HS-ETS1. ITEA.9.; IT-NET 1.4 3A-CS-01; device network connectivity and application

K0274: ITEA.17.; support.

7.5 Network Connectivity and 1.4 _G|ven a scenario, cqn_ﬂgure baS|c_ mo_b|le-
Email device network connectivity and application
support.
7.5.1 Wireless and Cellular Data 14 _G|ven a scenario, cqn_ﬂgure baS|c_ mqb|le-
device network connectivity and application
Networks
support.

Egigg ITEA.2.; 1.4 Given a scenario, configure basic mobile-
7.5.1.1 Wireless Data Networks K0114: HS-ETS1. ITEA.9,; IT-NET 3.5 3A-CS-01; device network connectivity and application

K0274. ITEA.17.; support.

Egigg ITEA.2.; 1.4 Given a scenario, configure basic mobile-
7.5.1.2 Lab - Mobile Wi-Fi K0114: HS-ETS1. ITEA.9,; IT-NET 3.5 3A-CS-01; device network connectivity and application

K0274: ITEA.17,; support.

K0108, ITEA.2.; 1.4 Given a scenario, configure basic mobile-
7:5.1.3 Cellular Communication K01095 HS-ETS1. ITEA.9.; IT-NET 3.5 3A-CS-01; device network connectivity and application
Standards K0114; ITEA 17 - support

K0274; - pport.

Egigg ITEA.2.; 1.4 Given a scenario, configure basic mobile-
7.5.1.4 Airplane Mode K0114: HS-ETS1. ITEA.9,; IT-NET 3.5 3A-CS-01; device network connectivity and application

K0274. ITEA.17.; support.

Egigg ITEA.2.; 1.4 Given a scenario, configure basic mobile-
7.5.1.5 Hotspot K0114: HS-ETS1. ITEA.9,; IT-NET 3.5 3A-CS-01; device network connectivity and application

K0274. ITEA.17.; support.

. . ITEA.2,; 1.4 Given a scenario, configure basic mobile-
7'5'.1'6 Check Your Understanding KOlOSZ HS-ETS1. ITEA.9.; IT-NET 3.5 3A-CS-01; device network connectivity and application
- Wireless Technology K0109; ITEA 17 - support
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K0114;

K0274;

7.5.2 Bluetooth
K0108: 1.3 Given a scenario, set up and configure
7 5.2 1 Bluetooth for Mobile K0109: ITEA.2.; accessories and ports of mobile devices.
S ! HS-ETS1. ITEA.9.; IT-NET 3.5 3A-CS-01; 1.4 Given a scenario, configure basic mobile-
Devices K0114; . . - L
! ITEA.17.; device network connectivity and application
K0274;
support.

K0108: 1.3 Given a scenario, set up and configure

K0109: ITEA.2; accessories and ports of mobile devices.
7.5.2.2 Bluetooth Pairing K0114: HS-ETS1. ITEA.9.; IT-NET 3.5 3A-CS-01; 1.4 Given a scenario, configure basic mobile-

! ITEA.17.; device network connectivity and application

K0274;

support.
7.5.3 Configuring Email

K0108; i . . . . .

_ _ K0109- ITEA.2.; 1.4 _G|ven a scenario, cqn_ﬂgure basp mqb|le-
7.5.3.1 Introduction to Email K0114: HS-ETS1. ITEA.9,; IT-NET 3.5 3A-CS-01; device network connectivity and application

K0274- ITEA.17.; support.

KO108; ITEA.2,; 1.4 Given a scenario, configure basic mobile-
7.5.3.2 Activity - Matching Email K01095 HS-ETS1. ITEA.9,; IT-NET 3.5 3A-CS-01; device network connectivity and application
Protocols K0114; ITEA 17 - SupDbort

K0274: St pport.

K0108; ITEA.2.; 1.4 Given a scenario, configure basic mobile-
7.5.3.3 Android Email KO109: | s sy, ITEA..: IT-NET 3.5 | 3A-CS-01; | device network connectivity and application
Configuration K0114; ITEA 17 - support

K0274; Ll pport.

Egigg ITEA.2.; 1.4 Given a scenario, configure basic mobile-
7.5.3.4 i0S Email Configuration K0114: HS-ETS1. ITEA.9,; IT-NET 3.5 3A-CS-01; device network connectivity and application

K0274: ITEA.17,; support.

Egigg ITEA.2.; 1.4 Given a scenario, configure basic mobile-
7.5.3.5 Internet Email K0114: HS-ETS1. ITEA.9,; IT-NET 3.5 3A-CS-01; device network connectivity and application

K0274- ITEA.17.; support.

7.5.4 Mobile Device
Synchronization

KO108; ITEA.2,; 1.4 Given a scenario, configure basic mobile-
75.4.1 Types of Data to K01095 HS-ETS1. ITEA.9.; IT-NET 1.1 3A-CS-01; device network connectivity and application
Synchronize K0114; .

K0274- ITEA.17; support.
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K0108: 1.4 Given a scenario, configure basic mobile-
K0109: ITEA.2,; device network connectivity and application
7.5.4.2 Enabling Synchronization ! HS-ETS1. ITEA.9,; IT-NET 1.1 3A-CS-01; support.
K0114; . : - :
! ITEA.17.; 4.3 Given a scenario, implement workstation
K0274;
backup and recovery methods.
K0108; . . , . .
o ! ITEA.2,; 1.4 Given a scenario, configure basic mobile-
7:5.4.3 Synchronization KO109: | ns.ETs1. ITEA.9.; IT-NET 1.1 | 3A-CS-01; | device network connectivity and application
Connection Types K0114; ITEAL7 - subport
K0274; s pport.
7.6 Preventive Maintenance for
Laptops and Other Mobile
Devices
7.6.1 Scheduled Maintenance for 5.5 Given a scenario, troubleshoot common
Laptops and other Mobile Devices issues with mobile devices.
7.6.1.1 What Do You Already K0103; . 5.5 Given a scenario, troubleshoot common
Know? - Preventive Maintenance K0294; HS-ETSL. ITEA.12. 3A-CS-03; | issues with mobile devices.
7.6_.1.2 The Reason for K0103E HS-ETSL. ITEA. 12, 3A-CS-03: _5.5 G|ver_1 a scenario, t_roubleshoot common
Maintenance K0294; issues with mobile devices.
7.6_.1.3 Laptop Preventive K0103E HS-ETSL. ITEA. 12, 3A-CS-03: _5.5 G|ver_1 a scenario, t_roubleshoot common
Maintenance Program K0294; issues with mobile devices.
7.6:1.4 Mobile Device Preventive K01035 HS-ETS1. ITEA.12. 3A-CS-03: _5.5 leen a scenario, t_roubleshoot common
Maintenance Program K0294; issues with mobile devices.
7.7 Basic Troubleshooting 5.5 Given a scenario, troubleshoot common
Process for Laptops and other ; . : .
. : issues with mobile devices.
Mobile Devices
7.7.1 Applying the
Troubleshooting Process to
Laptops and other Mobile Devices
7.7.1.1 The Six Steps of the K0103; . 5.5 Given a scenario, troubleshoot common
Troubleshooting Process K0294; HS-ETSL. ITEA.10. IT-NET'5.9 | 3A-CS-03; | 155 1ies with mobile devices.
7.7.1.2 Identify the problem KO103: 1 5 ETs1. ITEA.10. IT-NET5.9 | 3A-Cs-03; | > Given ascenario, troubleshoot common
K0294; issues with mobile devices.
7.7.1.3 Establish a theory of K01035 HS-ETSL. ITEA.10. IT-NET 5.9 3A-CS-03: _5.5 G|ver_1 a scenario, t_roubleshoot common
probable cause K0294; issues with mobile devices.
7.7.1.4 Test the Theory to K0103E HS-ETS1. ITEA. 10, IT-NET 5.9 3A-CS-03: _5.5 G|ven a scenario, t_roubleshoot common
Determine Cause K0294; issues with mobile devices.
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7.7.1.5 Establish a Plan of Action . . .
to Resolve the Problem and KO103: | s ETs1, ITEA.10. IT-NET5.9 | 3A-Cs-03: | >-2 Given ascenario, troubleshoot common
. K0294; issues with mobile devices.

Implement the Solution

7.7.1.6 Verify Full System i . .

Functionality and if Applicable, KO103: | hs.eTst. ITEA.10. IT-NET5.9 | 3A-Cs-03; | > Glvenascenario, troubleshoot common

! K0294; issues with mobile devices.

Implement Preventative Measures

7.7.1.7 Document Findings, K0103; . 5.5 Given a scenario, troubleshoot common

Actions, and Outcomes K0294; HS-ETS1. ITEA.10. IT-NET5.9 | 3A-CS-03; | iscues with mobile devices.

7.7.2 Common Problems and

Solutions for Laptops and Other

Mobile Devices
5.5 Given a scenario, troubleshoot common

7.7.2.1 ldentify Common Problems K0103; . issues with mobile devices.

and Solutions K0294; HS-ETSL. ITEA.10. IT-NET5.9 | 3A-CS-03, | 35 Givena scenario, troubleshoot common
personal computer (PC) security issues.
5.5 Given a scenario, troubleshoot common

7.7.2.2 Common Problems and K0103; . issues with mobile devices.

Solutions for Laptops K0294; HS-ETSL. ITEA.10. IT-NET5.9 | 3A-CS-03; | 35 Givena scenario, troubleshoot common
personal computer (PC) security issues.
5.5 Given a scenario, troubleshoot common

7.7.2.3 Common Problems and K0103; . issues with mobile devices.

Solutions for Other Mobile Devices K0294; HS-ETSL. ITEA.10. IT-NET5.9 | 3A-CS-03, | 35 Givena scenario, troubleshoot common
mobile OS and application security issues.
5.5 Given a scenario, troubleshoot common

7.7.2.4 Lab - Research Laptop K0103; ) issues with mobile devices.

Specifications K0294; HS-ETSL. ITEA.10. IT-NET5.9 | 3A-CS-03; | 35 Givena scenario, troubleshoot common
personal computer (PC) security issues.
5.5 Given a scenario, troubleshoot common

7.7.2.5 Lab - Gather Information K0103; . issues with mobile devices.

from the Customer K0294; HS-ETSL1. ITEA.10. IT-NET 5.9 SA-CS-03; | 35 Givena scenario, troubleshoot common
personal computer (PC) security issues.
5.5 Given a scenario, troubleshoot common

7.7.2.6 Lab - Investigate Support K0103; i i o2 issues with mobile devices.

Websites K0294; HS-ETSL. ITEA.10. IT-NET 5.9 3A-CS-03; 3.2 Given a scenario, troubleshoot common

personal computer (PC) security issues.

7.8 Summary

7.8.1 Conclusion
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7.8.1.1 Chapter 7: Laptops and
Other Mobile Devices
7.8.1.2 Laptops and Other Mobile
Devices Quiz
8.0 Introduction
8.0.1 Welcome
8.0.1.1 Printers
8.1 Common Printer Features
8.1.1 Characteristics and
Capabilities
3.6 Given a scenario, deploy and configure
8.1.1.1 Characteristics of Printers |  K0114; | HS-ETSL. | TEA24 | TNET1.4 | 3a-Cs0p; | Multifunction devices/printers and settings.
ITEA.8.; 3.7 Given a scenario, install and replace
printer consumables.
8.1.1.2 Printer Speed, Quality, and KO114: HS-ETS1. ITEA.2.E IT-NET 1.4 3A-CS-02: 3.6 leen_a scenario, deploy and conf}gure
Color ITEA.8.; multifunction devices/printers and settings.
8.1.1.3 Rehgblhty and Total Cost KO114: HS-ETSL. ITEA.Z.E IT-NET 1.4 3A-CS-02: 3.6 C_5|ven_a scenario, de_zploy and conf_lgure
of Ownership ITEA.8.; multifunction devices/printers and settings.
8.1.1.4 Automatic Document . i ITEA.2.; i . 3.6 Given a scenario, deploy and configure
Feeder and Network Scanning KO114; HS-ETSL. ITEA.8.; IT-NET 1.4 3ACS-02; multifunction devices/printers and settings.
8.1.1.5 Check Your Understanding . . . '
- Printer Capabilities and KO114: | HS-ETSL ITEA.2.; IT-NET1.4 | 3A-Cs-02; | 3-8 Given ascenario, deploy and configure
o ITEA.8.; multifunction devices/printers and settings.
Characteristics
8.1.2 Printer Connections
8.1.2.1 Printer Connection Types KO114: | HS-ETSL ITEA.2.; IT-NET 1.4 | 3A-Cs-02: | 3:6Given ascenario, deploy and configure
ITEA.8.; multifunction devices/printers and settings.
8.1._2.2 Check Yo_ur Understanding KO114: HS-ETSL. ITEA.Z.E IT-NET 1.4 3A-CS-02: 3.6 (_3|ven_a scenario, d(_eploy and conf_lgure
- Printer Connections ITEA.8; multifunction devices/printers and settings.
8.2 Printer Type Comparison
8.2.1 Inkjet Printers Printer Type
Comparison
8.2.1.1 Inlgelt Printer KO114: HS-ETS1. ITEA.2.E IT-NET 1.4 3A-CS-02: 3._7 Given a scenario, install and replace
Characteristics ITEA.8,; printer consumables.
8.2.1.2 Inkjet Printer Parts K0114: HS-ETSL1. ITEA.2.; IT-NET 1.4 | 3A-CS-02; | 37 Givenascenario, install and replace
ITEA.8.; printer consumables.
8.2.1_.3 Check Your Understanding KO114: HS-ETSL. ITEA.Z.E IT-NET 1.4 3A-CS-02: 3._7 Given a scenario, install and replace
- Inkjet Printers ITEA.8; printer consumables.
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8.2.2 Laser Printers
8.2.2.1 La.se.r Printer KO114: HS-ETS1. ITEA.2.E IT-NET 1.4 3A-CS-02: 3._7 Given a scenario, install and replace
Characteristics ITEA.8.; printer consumables.
8.2.2.2 Laser Printer Parts KO114; | HS-ETSL. TEA2, IT-NET 1.4 | 3A-Cs-02; |7 Glvenascenario, install and replace
ITEA.8; printer consumables.
8.2.2.3 Check Your Understanding KO114: HS-ETS1. ITEA.2.E IT-NET 1.4 3A-CS-02: 3._7 Given a scenario, install and replace
- Laser Printers ITEA.8.; printer consumables.
8.2.3 Laser Printing Process
IT-NET 1.4 3.6 Given a scenario, deploy and configure
o . i ITEA.2,; CCR.ELA- e multifunction devices/printers and settings.
8.2.3.1 How Laser Printing Works K0114; HS-ETS1. ITEA.8.; Literacy.RS 3A-CS-02; 3.7 Given a scenario, install and replace
T.11-12.7. printer consumables.

3.6 Given a scenario, deploy and configure
8.2.3.2 Check Your Understanding . i ITEA.2.; i a0 multifunction devices/printers and settings.
- The Laser Printing Process KO114; HS-ETSL. ITEA.8.; IT-NET 1.4 3ACS-02; 3.7 Given a scenario, install and replace

printer consumables.

3.6 Given a scenario, deploy and configure
8.2.4 Thermal Printers and Impact multifunction devices/printers and settings.
Printers 3.7 Given a scenario, install and replace

printer consumables.

3.6 Given a scenario, deploy and configure
8.2.4.1 Thermal Printer . i ITEA.2,; i . multifunction devices/printers and settings.
Characteristics KO114; HS-ETSL. ITEA.8.; IT-NET 1.4 3ACS-02; 3.7 Given a scenario, install and replace

printer consumables.

3.6 Given a scenario, deploy and configure
8.2.4.2 Impact Printer . i ITEA.2,; i e multifunction devices/printers and settings.
Characteristics KO114; HS-ETSL. ITEA.8.; IT-NET 1.4 3A-CS-02; 3.7 Given a scenario, install and replace

printer consumables.

- Thermal Printers and Impact K0114; | HS-ETSL. e IT-NET 1.4 | 3A-CS-02; : >S'P gs.

Printers ITEA.8.; 3._7 Given a scenario, install and replace
printer consumables.

8.2.5 Virtual Printers

8.2.5.1 Virtual Printer . i ITEA.2,; i oo 3.6 Given a scenario, deploy and configure

Characteristics KO114; HS-ETSL. ITEA.8; IT-NET 1.4 3A-CS-02; multifunction devices/printers and settings.
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8.2.5.2 Cloud Printing Ko114; | HSETSL | TEA2: | 1 NET14 | 3a-CS-02; | 8 Givenascenario, deploy and configure
ITEA.8.; multifunction devices/printers and settings.

8.2.5.3 Check Your Understanding . ITEA.2,; . 3.6 Given a scenario, deploy and configure

- Virtual Printers KO114; HS-ETSL. ITEA.8.; IT-NET 1.4 | 3A-CS-020 | 1 tifunction devices/printers and settings.

8.2.6 3D Printers

8.2.6.1 3D Printer Characteristics | K0114; | HS-ETsL. | WEA2: | \1NET14 | 3Acsop |37 Glvenascenario, install and replace
ITEA.8.; printer consumables.

8.2.6.2 3D Printer Parts ko114; | Hs-ETsi. | TEAZ: | rNET14 | 3Acs-0z; |3 Glvenascenario, install and replace
ITEA.8.; printer consumables.

8.2.6.3.Check Your Understanding KO114: HS-ETS1. ITEA.2.E IT-NET 1.4 3A-CS-02: 3._7 Given a scenario, install and replace

- 3D Printers ITEA.8.; printer consumables.

8.3 Installing and Configuring

Printers

8.3.1 Installing and Updating a 3.6 Given a scenario, deploy and configure

Printer multifunction devices/printers and settings.

8.3.1.1 Installing a Printer ko114; | HS-ETsL. | TEAZ: 1 rNET14 | 3AcCs-0z; | 36 Glven ascenario, deploy and configure
ITEA.8.; multifunction devices/printers and settings.

8.3.1.2 Test Printer Functions ko114; | Hs-ETsL. | TEAZi 1 rNET14 | 3Acs.oz | 38 Given ascenario, deploy and configure
ITEA.8.; multifunction devices/printers and settings.

IT-NET 4.1
8.3.1.3 Lab - Install a Printer in . i ITEA.2.; CCR.ELA- . 3.6 Given a scenario, deploy and configure
Windows KO114; HS-ETSL. ITEA.8.; Literacy.RS 3ACS-02; multifunction devices/printers and settings.
T.11-12.3.

8.3.2 Configuring Options and

Default Settings

8.3.2.1 Common Configuration KO114: HS-ETSL. ITEA.2.E IT-NET 4.1 3A-CS-02: 3.6 Given a scenario, d(_eploy and conf_lgure

Settings ITEA.8; multifunction devices/printers and settings.

8.3.2.2 Check Your Understanding . i ITEA.2,; i e 3.6 Given a scenario, deploy and configure

- Configuration Options KO114; HS-ETSL. ITEA.8.; IT-NET 4.1 3A-CS-02; multifunction devices/printers and settings.

8.3.3 Optimizing Printer

Performance

8.3.3.1 Software Optimization KO114: | HS-ETSL ITEA.2.; IT-NET4.1 | 3A-Cs-02; | 3:6Given ascenario, deploy and configure
ITEA.8.; multifunction devices/printers and settings.

8.3.3.2 Hardware Optimization K0114; | HS-ETSL ITEA.2.; IT-NET4.1 | 3A-Cs-02: | 3:6Given ascenario, deploy and configure
ITEA.8; multifunction devices/printers and settings.

8.3.3.3 Check Your Understanding . i ITEA.2,; i e 3.6 Given a scenario, deploy and configure

- Printer Optimization KO114; HS-ETSL. ITEA.8.; IT-NET 4.1 3A-CS-02; multifunction devices/printers and settings.
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8.4 Sharing Printers
8.4.1 Operating System Settings 3.6 Given a scenario, deploy and configure
for Sharing Printers multifunction devices/printers and settings.
8.4.1.1 Configuring Printer Sharing | ~ K0114; | HS-ETS1 TEA2, IT-NET4.1 | 3A-Cs-02; | :6Glven ascenario, deploy and configure
T ’ ' ITEA.8.,; ' ' multifunction devices/printers and settings.
8.4.1.2 V_\/weless Printer KO114: HS-ETS1. ITEA.2.E IT-NET 4.1 3A-CS-02: 3.6 (_3|ven_a scenario, d(_aploy and conf_lgure
Connections ITEA.8.; multifunction devices/printers and settings.
8.4.1.3 Lab - Share a Printer in . i ITEA.2.; i . 3.6 Given a scenario, deploy and configure
Windows KO114; HS-ETSL. ITEA.8.; IT-NET 4.1 3ACS-02; multifunction devices/printers and settings.
8.4.2 Print Servers
2.3 Compare and contrast protocols for
. . i ITEA.2.; i a0 wireless networking.
8.4.2.1 Purposes of Print Servers K0114; HS-ETS1. ITEA.S.. IT-NET 4.1 3A-CS-02; 3.6 Given a scenario, deploy and configure
multifunction devices/printers and settings.
2.3 Compare and contrast protocols for
8.4.2.2 Software Print Servers KO114: | HS-ETSL. ITEA.2.; IT-NET 4.1 | 3A-CS-02; | Wireless networking. .
ITEA.8.; 3.6 Given a scenario, deploy and configure
multifunction devices/printers and settings.
2.3 Compare and contrast protocols for
8.4.2.3 Hardware Print Servers K0114; HS-ETSL. ITEA.2; IT-NET 4.1 | 3A-CS-02; | Wireless networking. .
ITEA.8.; 3.6 Given a scenario, deploy and configure
multifunction devices/printers and settings.
2.3 Compare and contrast protocols for
8.4.2.4 Dedicated Printer Servers KO114: | HS-ETSL. ITEA.2.; IT-NET4.1 | 3A-CS-02; | Wireless networking. .
ITEA.8.; 3.6 Given a scenario, deploy and configure
multifunction devices/printers and settings.
IT-NET 4.1 2.3 Compare and contrast protocols for
8.4.2.5 Check Your Understanding . i ITEA.2.; CCR.ELA- e wireless networking.
- Print Servers KO114; HS-ETSL. ITEA.8; Literacy.RS 3A-CS-02; 3.6 Given a scenario, deploy and configure
T.11-12.3. multifunction devices/printers and settings.
8.5 Maintaining and
Troubleshooting Printers
8.5.1 Printer Preventive 3.7 Given a scenario, install and replace
Maintenance printer consumables.
8.5.1.1 Vendor Guidelines K0114; HS-ETSL. ITEA.12. IT-NET5.4 | 3A-CS-03; |/ Glvenascenario, install and replace

printer consumables.
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8.5.1.2 What Do You Already 3.7 Given a scenario, install and replace
Know? Printer Operating K0114; HS-ETS1. ITEA.12. IT-NET 5.4 3A-CS-03; ” ' P
Envi printer consumables.

nvironment
8.5.2 Inkjet Printer Preventive
Maintenance
8.5.2.1 Video Demoansiration - KO114; 3.7 Given a scenario, install and replace
Inkjet Printer Preventive K0103; HS-ETS1. ITEA.12. IT-NET 5.4 3A-CS-03; i, ! P
. ' printer consumables.
Maintenance K0294;
. K0114; . .
8.5_.2.2 Lab - Perform Ffrever_mve K0103: HS-ETSL. ITEA.12. IT-NET 5.4 3A-CS-03: 3._7 Given a scenario, install and replace
Maintenance on an Inkjet Printer K0294- printer consumables.
8.5.3 Laser Printer Preventive
Maintenance
8.5.3.1 Video Demonstration - KO114; 3.7 Given a scenario, install and replace
Laser Printer Preventive K0103; HS-ETS1. ITEA.12. IT-NET 5.4 3A-CS-03; ” ! P
s ' printer consumables.
Maintenance K0294;
. K0114; . L
8.5:3.2 Lab - Perform Prevgntwe K0103- HS-ETSL. ITEA. 12, IT-NET 5.4 3A-CS-03: 3._7 Given a scenario, install and replace
Maintenance on a Laser Printer K0294- printer consumables.
8.5.4 Thermal Printer Preventive
Maintenance
8.5.4.1 Preventive Maintenance KO114; 3.7 Given a scenario, install and replace
Ul . K0103; HS-ETS1. ITEA.12. IT-NET 5.4 3A-CS-03; i ’ P
on a Thermal Printer K0294- printer consumables.
8.5.4.2 Check Your Understanding K0114; 3.7 Given a scenario. install and replace
- Thermal Printer Preventive K0103; HS-ETS1. ITEA.12. IT-NET 5.4 3A-CS-03; i, ’ P
: ' printer consumables.
Maintenance K0294;
8.5.5 Impact Printer Preventive
Maintenance
8.5.5.1 Preventive Maintenance of KO114; 3.7 Given a scenario, install and replace
e . K0103; HS-ETS1. ITEA.12. IT-NET 5.4 3A-CS-03; ” ’ P
an Impact Printer K0294- printer consumables.
8.5.5.2 Check Your Understanding K0114; 3.7 Given a scenario. install and replace
- Impact Printer Preventive K0103; HS-ETS1. ITEA.12. IT-NET 5.4 3A-CS-03; . ’ P
. ' printer consumables.
Maintenance K0294;
8.5.6 3D Printer Preventive
Maintenance
8.5.6.1 Video Demonstration - 3D KO114; 3.7 Given a scenario, install and replace
T . ; K0103; HS-ETS1. ITEA.12. IT-NET 5.4 3A-CS-03; " ’
Printer Preventive Maintenance K0294- printer consumables.
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. . K0114; . .
8.5.6.2 V|Fjep Demonstration - 3D K0103: HS-ETS1. ITEA.12. IT-NET 5.4 3A-CS-03: 3.7 Given a scenario, install and replace
Printer Printing a Component K0294- printer consumables.
8.5.7 Applying the
Troubleshooting Process to
Printers
8.5.7.1 The Six Steps of the KO114; IT-NET 5.4; 5.6 Given a scenario, troubleshoot and
-1 X Step K0103; HS-ETS1. | 3A-CS-03; | a scenario,
Troubleshooting Process K0294- IT-NET 5.9; resolve printer issues.
KO114; IT-NET 5.4; 5.6 Given a scenario, troubleshoot and
8.5.7.2 Identify the Problem K0103; HS-ETS1. ITEA.10. " 3A-CS-03; ' . ; '
! IT-NET 5.9; resolve printer issues.
K0294;
. K0114; ) . .
8.5.7.3 Establish a Theory of K0103: HS-ETSL. ITEA.10. IT-NET 5.4: 3A-CS-03: 5.6 G|ven_a scenario, troubleshoot and
Probable Cause K0294- IT-NET 5.9; resolve printer issues.
K0114; ) . .
85.74 Test the Theory to K0103: HS-ETSL. ITEA.10. IT-NET 5.4: 3A-CS-03: 5.6 G|ven.a scenario, troubleshoot and
Determine Cause K0294- IT-NET 5.9; resolve printer issues.
8.5.7.5 Establish a Plan of Action K0114; ) . .
to Resolve the Problem and KO103: | HS-ETSL mea10. | [TNETS4 o) cg03; | 2.6 Given a scenario, troubleshoot and
: ’ IT-NET 5.9; resolve printer issues.
Implement the Solution K0294,
8.5.7.6 Verify Full System K0114; i ) . .
Functionality and, if Applicable, KO103: | HS-ETSL mea10. | TNETS4 1 55 cs.03; | 26 Given a scenario, troubleshoot and
. ’ IT-NET 5.9; resolve printer issues.
Implement Preventive Measures K0294,
- K0114; . .
8.5.7.7 Document Findings, ! IT-NET 5.4; . 5.6 Given a scenario, troubleshoot and
Actions, and Outcomes Eg;gi HS-ETSL. ITEA.10. IT-NET 5.9; 3A-CS-03; resolve printer issues.
8.5.8 Problems and Solutions
L K0114; . .
8.5.8.1 Idgnufy Printer Problems K0103: HS-ETS1. ITEA. 10, IT-NET 5.4 3A-CS-03: 5.6 Given a scenario, troubleshoot and
and Solutions ! resolve printer issues.
K0294;
8.5.8.2 Common Problems and KO114; 5.6 Given a scenario, troubleshoot and
S . K0103; HS-ETS1. ITEA.10. IT-NET 5.4 3A-CS-03; i : ; '
Solutions for Printers ! resolve printer issues.
K0294;
8.5.8.3 Advanced Problems and KO114; 5.6 Given a scenario, troubleshoot and
e - K0103; HS-ETS1. ITEA.10. IT-NET 5.4 3A-CS-03; ' . ; '
Solutions for Printers K0294- resolve printer issues.

8.6 Summary

8.6.1 Conclusion

8.6.1.1 Chapter 8: Printers
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8.6.2 Printers Quiz
9.0 Introduction
9.0.1 Welcome
9.0.1.1 Virtualization and Cloud : :

X 4.1 Summarize cloud-computing concepts.
Computing
9.1 Virtualization
9.1.1 Virtualization

K0104- ITEA.2; ITEA.8;
9.1.1.1 Video Explanation - What ! ITEA.9; 3A-CS-02; . .
is the Cloud? Egégg HS-ETS1. ITEA.11: IT-NET 3.7 3A-DA-10. 4.1 Summarize cloud-computing concepts.

' ITEA.17 .,
ITEA.2; ITEA.8; . .

. K0104; e e 4.1 Summarize cloud-computing concepts.
9'.1'1'2. CIQUd Computing and K0130; HS-ETS1. ITEA.9,. IT-NET 3.7 SA-CS 021 5.7 Given a scenatrio, troubleshoot problems
Virtualization ! ITEA.11, 3A-DA-10; . . .

K0609; ] with wired and wireless networks.

ITEA.17.;

K0104: ITEA.2; ITEA.8;
9.1.1.3 Traditional Server ! ITEA.9; 3A-CS-02; . .

Deployment Egégg HS-ETS1. ITEA.11: IT-NET 3.7 3A-DA-10: 4.1 Summarize cloud-computing concepts.
' ITEA.17.;

KO104; lTEAfTZE;,jATgE-A'& 3A-CS-02;
9.1.1.4 Server Virtualization K0130; HS-ETS1. o IT-NET 3.7 ! 4.1 Summarize cloud-computing concepts.

K0609- ITEA.11, 3A-DA-10;

' ITEA.17 .,
ITEA.2; ITEA.8; . .

K0104; L e . 4.1 Summarize cloud-computing concepts.
9.1.1.5 Advantages of Server K0130:; HS-ETS1. ITEA.9,. IT-NET 3.7 3A'CS'023 4.2 Summarize aspects of client-side
Virtualization ! ITEA.11; 3A-DA-10; ; .

K0609; ] virtualization.

ITEA.17.;
9.1.1.6 Check Your Understanding K0104; ITEAI‘.'I_ZE;ATS;E,A'S; 3A-CS-02
- Match the Advantages of K0130; HS-ETS1. L IT-NET 3.7 !
Virtualization K06009; ITEALL; 3A-DA-10;
' ITEA.17.;
9.1.2 Client-Side Virtualization
i ) 4.1 Summarize cloud-computing concepts.

K0104; ITEAI‘.'FZE’ATS;E_A'S’ 3A-CS-02: 4.2 Summarize aspects of client-side

9.1.2.1 Client-Side Virtualization K0130; HS-ETS1. o IT-NET 3.7 ! virtualization.
! ITEA.11; 3A-DA-10; . .
K0609; ITEA 17 - 5.7 Given a scenario, troubleshoot problems

with wired and wireless networks.

© 2023 Cisco and/or its affiliates. All rights reserved.




ot 1er]re Networking
CISCO. Academy

IT Essentials Version 8

Module NICE NGSS ITEA DODEA CSTA Exam Objective
K0104: ITEA.2; ITEA.S; 4.2 Summarize aspects of client-side
9.1.2.2 Type 1 and Type 2 ! i ITEA.9; i 3A-CS-02; virtualization.
Hypervisors Egégg HS-ETSL. ITEA.11, IT-NET 3.7 3A-DA-10; 5.7 Given a scenario, troubleshoot problems
’ ITEA.17.; with wired and wireless networks.
KO104: ITEA.2; ITEA.8;
9.1.2.3 Virtual Machine ! ITEA.9; 3A-CS-02; 4.2 Summarize aspects of client-side
Requirements Egégg HS-ETS1. ITEA.11; IT-NET 3.7 3A-DA-10; | virtualization.
' ITEA.17.;
K0104: ITEA.2; ITEA.8;
9.1.2.4 Check Your Understanding K0130: HS-ETS1 ITEA.9; IT-NET 3.7 3A-CS-02; 4.2 Summarize aspects of client-side
- Virtualization Terminology K0609: ' ITEA.11, ' 3A-DA-10; virtualization.
' ITEA.17.;
9.1.2.5 Lab - Install Linux in a K0104; lTE'T'TZE;AT;A'& 3A-CS-02: 4.1 Summarize cloud-computing concepts.
Virtual Machine and Explore the K0130; HS-ETS1. ITEA 11 IT-NET 3.7 3A—DA—10: 4.2 Summarize aspects of client-side
GUI K0609; ITEA '17 i ’ virtualization.
9.2 Cloud Computing
9.2.1 Cloud Computing
Applications
ITEA.2; ITEA.8; . .
K0194: ITEA.O: 3A-CS-02 4.1 Summar!ze cloud-compu_tmg cpncepts.
9.2.1.1 How We Use the Cloud K02303 HS-ETS1. ITEA 11 IT-NET 3.7 3A-DA-10: 4.2 Summarize aspects of client-side
’ ITEA '17 ! ’ virtualization.
9.2.2 Cloud Services
ITEA.2; ITEA.8; . | .
_ K0194: ITEA O 3A-CS-02: 4.1 Summar!ze c oud-compu_tlng cpncepts.
9.2.2.1 Cloud Services K0230: HS-ETS1. ITEA 11 IT-NET 3.7 3A-DA-10: 4.2 Summarize aspects of client-side
’ ITEA '17 ! ’ virtualization.
ITEA.2; ITEA.8;
9.2.2.2 What Do You Already K0194; ITEA.9; 3A-CS-02; . .
Know? - Cloud Models K0230: HS-ETS1. ITEA.11: IT-NET 3.7 3A-DA-10- 4.1 Summarize cloud-computing concepts.
ITEA.17.;
9.2.2.3 Check Your Understanding K0194: lTEAI‘.'l_ZE;ATgA'S; 3A-CS-02:
- Cloud Service and Cloud Model KOZBO: HS-ETS1. ITEA 11 IT-NET 3.7 3A-DA-101 4.1 Summarize cloud-computing concepts.
Terminology ' ITEA '17 | '
ITEA.2; ITEA.8;
9.2.2.4 Cloud Computing K0194; ITEA.9; 3A-CS-02; . :
Characteristics K0230: HS-ETS1. ITEA1L: IT-NET 3.7 3A-DA-10. 4.1 Summarize cloud-computing concepts.
ITEA.17.;
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ITEA.2; ITEA.S;
9.2.2.5 Software Defined K0194; ITEA.9; 3A-CS-02; . .
Networking K0230: HS-ETS1. ITEA1L: IT-NET 3.7 3A-DA-10. 4.1 Summarize cloud-computing concepts.
ITEA.17,;
ITEA.2; ITEA.S;
9.2.2.6 Check Your Understanding K0194, ITEA.9; 3A-CS-02; , .
- Match the Cloud Characteristics K0230. HS-ETS1. ITEA.11: IT-NET 3.7 3A-DA-10. 4.1 Summarize cloud-computing concepts.
ITEA.17,;
9.3 Summary
9.3.1 Conclusion
9.3.1.1 Chapter 9: Virtualization
and Cloud Computing
9.3.1.2 Virtualization and Cloud
Computing Quiz
10.0 Introduction
10.0.1 Welcome
. . K0224; .
10.0.1.1 Windows Installation K0452- HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02;
10.1 Modern Operating Systems
. 1.1 Identify basic features of Microsoft
10.1.1 Operating System Features Windows editions.
K0060; . 1.1 Identify basic features of Microsoft
10.1.1.1 Terms K0122: HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; Windows editions.
10.1.1.2 Basic Functions of an K0060; i i ~e o 1.1 Identify basic features of Microsoft
Operating System K0122; HS-ETSL. ITEA.12 IT-NET 4.1 3A-CS-02; Windows editions.
10.1.1.3 Windows Operating KOO605 HS-ETSL. ITEA 12 IT-NET 4.1 3A-CS-02: 1._1 Identify pe_ism features of Microsoft
Systems K0122; Windows editions.
10.1.1.4 Check Your . . . .
Understanding - Windows KOOBO: | 5 ETs1. ITEA.12 IT-NET4.1 | 3A-CS-02; | L1 !dentify basic features of Microsoft
. K0122; Windows editions.
Terminology
10.1.2 Customer Requirements for
an Operating System
10.1.2.1 Compatible System . . . :
Software and Hardware KOOBO: | ysETs1. | ITEA12 | IT-NET41 | 3A-cs-02; | Lildentify basic features of Microsoft
) K0122; Windows editions.
Requirements
10.1.2.2 Minimum Hardware . . . .
Requirements and Compatibility KOOBO: | 5 ETs1. ITEA.12 IT-NET4.1 | 3A-CS-02; | L1 !dentify basic features of Microsoft
K0122; Windows editions.
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10.1.2.3 32-bit vs. 64-bit K0060; . 1.1 Identify basic features of Microsoft
Processor Architecture K0122; HS-ETSL. ITEA.12 IT-NET 4.1 | 3A-CS-020 | \indows editions,
10.1.2.4 What Do You Already ) . . :
Know? Choosing a Windows KOO6O; | hys ETsi. ITEA.12 IT-NET4.1 | 3A-Cs-02; |11 !ldentify basic features of Microsoft
Edition K0122; Windows editions.
10.1.2.5 Check Your ) . . .
Understanding — Choosing an KOOGO: | pyseTsi. | ITEA12 | ITNET41 | 3A-Ccs-0z; | 1-1ldentify basic features of Microsoft

. K0122; Windows editions.

Operating System

10.1.3 Operating System

Upgrades

10.1.3.1 Checking OS K0060; i i ~e o 1.1 Identify basic features of Microsoft

Compatibility K0122; HS-ETSL. ITEA.12 IT-NET 4.1 3A-CS-02; Windows editions.

10.1.3.2 Windows OS Upgrades KOOBO: | ysETs1. |  ITEA12 | IT-NET4.1 | 3ACs0p; |12 !ldenty basicfeatures of Microsoft
K0122; Windows editions.

10.1.3.3 Data Migration KOOBO: | ysETs1. |  ITEA12 | IT-NET4.1 | 3ACs-0p; | L2 !ldenty basicfeatures of Microsoft
K0122; Windows editions.

10.1.3.4 Check Your K0060; . 1.1 Identify basic features of Microsoft

Understanding - OS Upgrades K0122; HS-ETSL. ITEA.12 IT-NET 4.1 | 3A-CS-020 | \Vindows editions.

10.2 Disk Management

10.2.1 Disk Management
K0060: 1.3 Given a scenario, use features and tools

10.2.1.1 Storage Device Types K0122: HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; of the Microsoft Windows 10 operating

' system (OS).

K0060: 1.3 Given a scenario, use features and tools
10.2.1.2 Hard Drive Partitioning K0122: HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; of the Microsoft Windows 10 operating

' system (OS).
10.2.1.3 Partitions and Loaical K0060: 1.3 Given a scenario, use features and tools

e 9 ' HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; of the Microsoft Windows 10 operating
Drives K0122;
system (OS).

. 1.3 Given a scenatrio, use features and tools
10.2.1.4 Check Your KOOBO: | 5 ETs1. ITEA.12 IT-NET4.1 | 3A-CS-02; | of the Microsoft Windows 10 operating
Understanding - Disk Terminology K0122;

system (OS).
KOO6O: 1.3 Given a scenatrio, use features and tools
10.2.1.5 File Systems K0122: HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; of the Microsoft Windows 10 operating

' system (OS).
10.2.1.6 Video Demonstration - KOOBO: 1.3 Given a scenatrio, use features and tools
Disk Management Utility and Disk K0122: HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; of the Microsoft Windows 10 operating
Partitioning ' system (OS).
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. : ) 1.3 Given a scenario, use features and tools
10.2.1.7 Video Demonstration - KO0BO: | Hs-ETs1. ITEA.12 IT-NET 4.1 | 3A-CS-02; | of the Microsoft Windows 10 operating
Multiboot Procedures K0122;

system (OS).

IT-NET 4.1 1.3 Given a scenario, use features and tools
10.2.1.8 Lab - Create a Partitionin | KO060; | g ey | jrpa12 | CCREMA 1 50 0502 | of the Microsoft Windows 10 operating
Windows K0122; Literacy.RS system (OS)

T.11-12.3. y :

10.3 Install Windows
10.3.1 Basic Windows Installation

. K0035; 1.9 Given a scenario, perform OS
10'3'1'1. Lab - Windows K0060; HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS
Installation . i

K0122; environment.

ﬁgggg 1.9 Given a scenario, perform OS
10.3.1.2 Account Creation K0122: HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS

KO158: environment.

K0035; 1.9 Given a scenario, perform OS
10.3.1.3 Finalize the Installation K0060; HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS

K0122; environment.

IT-NET 4.1 . .

S K0035; 1.9 Given a scenario, perform OS
10.3.1.4 Lab - Finalize the ! CCR.ELA- . ; ; ' : )
Windows Installation K0060: HS-ETS1. ITEA.12 Literacy.RS 3A-CS-02; mstallatlons and upgrades in a diverse OS

K0122; environment.

T.11-12.3.

10.3.2 Custom Installation Options

K0035; 1.9 Given a scenario, perform OS
10.3.2.1 Disk Cloning K0060; HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS

K0122; environment.

. K0035; 1.9 Given a scenario, perform OS
10.3.2.2 Other Installation K0060; HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS
Methods . i

K0122; environment.

K0035; 1.9 Given a scenario, perform OS
10'3'2'3. Remote Network K0060; HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS
Installation . i

K0122; environment.

K0035; 1.9 Given a scenario, perform OS
10.3.2.4 Unattended Network KO060; | HS-ETSL. ITEA.12 IT-NET 4.1 | 3A-CS-02; | installations and upgrades in a diverse OS
Installation ! ;

K0122; environment.

. . K0035; 1.9 Given a scenario, perform OS
10.3.2.5 Video Demonstration - KO060: | HS-ETSL ITEA.12 IT-NET4.1 | 3A-CS-02; |installations and upgrades in a diverse OS
Windows Restore and Recovery ! ;

K0122; environment.
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K0035; 1.9 Given a scenario, perform OS
10.3.2.6 Recovery Partition K0060; HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS

K0122; environment.

Egggg 1.9 Given a scenario, perform OS
10.3.2.7 Upgrade Methods K0122: HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS

S0154: environment.

K0035; 1.9 Given a scenario, perform OS
10.3.2.8 Check Your K0060; | HS-ETSI. ITEA.12 IT-NET4.1 | 3A-CS-02; |installations and upgrades in a diverse OS
Understanding ! ;

K0122; environment.

IT-NET 4.1 . .

. K0035; 1.9 Given a scenario, perform OS
10.3.2.9 Lab - Operating System KO0060; HS-ETS1. ITEA.12 (.:CR'ELA' 3A-CS-02; installations and upgrades in a diverse OS
Upgrades ' Literacy.RS :

K0122; environment.

T.11-12.3.
10.3.3 Windows Boot Sequence

KOOBO: 1.9 Given a scenario, perform OS

10.3.3.1 Windows Boot Sequence K0122: HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS
' environment.

: ) 1.9 Given a scenario, perform OS
10.3.3.2 Windows 7 Startup K0060: HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS
Modes K0122; ;

environment.

. ) 1.9 Given a scenario, perform OS
10.3.3.3 Windows 8 and 10 K0060: HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS
Startup Modes K0122; ;

environment.
K0060: 1.9 Given a scenario, perform OS
10.3.3.4 Lab - Boot Methods K0122: HS-ETS1. ITEA.12 IT-NET 4.1 3A-CS-02; installations and upgrades in a diverse OS
' environment.
. 1.9 Given a scenario, perform OS
10.3.3.5 Check your KOOBO: | 5 ETs1. ITEA.12 IT-NET 4.1 | 3A-CS-02; | installations and upgrades in a diverse OS
Understanding K0122;

environment.

10.4 Summary

10.4.1 Conclusion

10.4.1.1 Chapter 10: Windows
Installation

10.4.1.2 Windows Installation Quiz

11.0 Introduction

11.0.1 Welcome
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Egiégi HS-ETSL ITEA.2.;
11.0.1.1 Windows Configuration KO537: HS-ZP-S4- ITEA.12.: IT-NET 5.8 3A-CS-02;
K0608; ”
11.1 Windows Desktop and File
Explorer
K0224;
. . ! HS-ETS1,;
11.1.1 Comparing Windows K0452; ITEA.2.; .
Versions Kosa7, | MSTPSE TEA.12,; | '[TNETS8 | 3A-CS-02
K0608; "
Egiég HS-ETSL; ITEA.2.; 1.1 Identify basic features of Microsoft
11.1.1.1 Windows Versions K0537: HS_ZP-S4_ ITEA.12. IT-NET 5.8 3A-CS-02; Windows editions.
K0608; "
Egiég HS-ETSL; ITEA.2.; 1.5 Given a scenario, use the appropriate
11.1.1.2 Windows 10 KO0537: HS—ZP.S4— ITEA.12.- IT-NET 5.8 3A-CS-02; Windows settings.
K0608; "
11.1.2 The Windows Desktop 1._5 Given a scenario, use the appropriate
Windows settings.
KO224: | Hs-eTsL;
11.1.2.1 Personalizing the K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.5 Given a scenario, use the appropriate
Windows Desktop K0537; 5. ITEA.12,; ' ' Windows settings.
K0608; "
KO224; | s ETs1.
11.1.2.2 Video Demonstration - K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.5 Given a scenario, use the appropriate
The Windows 10 Desktop K0537,; 5. ITEA.12,; ' ' Windows settings.
K0608; "
KO224; | s ETs1.:
11.1.2.3 The Windows 10 Start K0452; ' ITEA.2,; . 1.5 Given a scenario, use the appropriate
Menu K0537; HS_ZP_S4_ ITEA.12.; IT-NET 5.8 3A-CS-0Z; Windows settings.
K0608; "
Egiég HS-ETSL] ITEA.2,; 1.5 Given a scenario, use the appropriate
11.1.2.4 The Taskbar K0537: HS-ZP-S4- ITEA.12.: IT-NET 5.8 3A-CS-02; Windows settings.
K0608; "
KO224: | hs-ETsL;
11.1.2.5 Lab - Explore the K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.5 Given a scenario, use the appropriate
Windows Desktop K0537; 5. ITEA.12,; ' ' Windows settings.
K0608; "
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11.1.3 Windows Task Manager

K0224; HS-ETS1,; 1.3 Given a scenario, use features and tools
11.1.3.1 Video Demonstration - K0452; N ITEA.2.; ) : : . :
Working With Task Manager K0537: HS—P.S4— ITEA.12.: IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

: 2. system (OS).

K0608;

K0224; HS-ETS1.; 1.3 Given a scenario, use features and tools
11.1.3.2 Wmdoyvs 10 Task KO4525 HS-PS4- ITEA'Z';_ IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating
Manager Functions K0537; 5. ITEA.12.; system (OS)

KO608; X y '

K0224; HS-ETS1,; 1.3 Given a scenario, use features and tools
11.'1'3'3 Task Manager in KO4525 HS-PS4- ITEA'Z';_ IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating
Windows 7 K0537; 5. ITEA.12,; system (OS)

KO608; 5 y '

K0224; HS-ETS1.; 1.3 Given a scenario, use features and tools
11.1.3.4 Lab - Work with Task KD452; HS-PS4- ITEA-25 | |TNET5.8 | 3A-CS-02; | of the Microsoft Windows 10 operating
Manager K0537; 5. ITEA.12,; system (OS)

KO608; 5 y '

K0224; . . .
11.1.3.5 Check Your K0452- HS-ETS1.; ITEA2 - 1.3 Given a scenatrio, use features and tools
Understanding - Compare Task ! HS-PS4- P IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

. ! K0537; . ITEA.12,;
Manager in Windows 7 and 10 K 2, system (OS).

K0608;

11.1.4 Windows File Explorer

Egigg HS-ETSL; ITEA.2.; 1.4 Given a scenario, use the appropriate
11.1.4.1 File Explorer K0537; HS_ZP_S4_ ITEA.12.; IT-NET5.8 | 3A-CS-02. | \jicrosoft Windows 10 Control Panel utility.

K0608; "

KO22% | ns-eTs1;
11.1.4.2 Video Demonstration - K0452; HS—PS4—.’ ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Working with File Explorer K0537; 5. ITEA.12,; ' ' Microsoft Windows 10 Control Panel utility.

K0608; "

Egiég HS-ETS1.; ITEA.2,; 1.4 Given a scenario, use the appropriate
11.1.4.3 This PC K0537; HS'ZP_S4' ITEA.12.; IT-NET5.8 | 3A-CS-02, | \jicrosoft Windows 10 Control Panel utility.

K0608; "

Egiég HS-ETSL] ITEA.2,; 1.4 Given a scenario, use the appropriate
11.1.4.4 Run as Administrator K0537; HS'ZP_S4' ITEA.12.; IT-NET5.8 | 3A-CS-02, | \jicrosoft Windows 10 Control Panel utility.

K0608; "
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Egiég HS-ETSL; ITEA.2,; 1.4 Given a scenario, use the appropriate
11.1.4.5 Windows Libraries K0537; HS'ZP_S4' ITEA.12.; IT-NET5.8 | 3A-CS-02; Microsoft Windows 10 Control Panel utility.
K0608; ”
Egiég HS-ETSL; ITEA.2,; 1.4 Given a scenario, use the appropriate
11.1.4.6 Directory Structures K0537; HS'ZP_S4' ITEA.12.; IT-NET5.8 | 3A-CS-02; Microsoft Windows 10 Control Panel utility.
K0608; "
KO224: | hs-eTsL;
11.1.4.7 User and System File K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Locations K0537; 5. ITEA.12.; ' ! Microsoft Windows 10 Control Panel utility.
K0608; "
Egiég HS-ETSL; ITEA.2.; 1.4 Given a scenario, use the appropriate
11.1.4.8 File Extensions K0537: HS'ZP_S4' ITEA.12.: IT-NET 5.8 | 3A-CS-020 | \ticrosoft Windows 10 Control Panel utility.
K0608; "
Egiég HS-ETSL.; ITEA.2,; 1.4 Given a scenario, use the appropriate
11.1.4.9 File Attributes K0537; HS_ZP_S4_ ITEA.12.; IT-NET 5.8 8A-CS-02; Microsoft Windows 10 Control Panel utility.
K0608; "
KO224; | s ETs1.
11.1.4.10 Video Demonstration - K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
File and Folder Properties K0537,; 5. ITEA.12,; ' ’ Microsoft Windows 10 Control Panel utility.
K0608; "
KO224: | Hs-eTsL;
11.1.4.11 Lab - Working with File K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Explorer K0537; 5. ITEA.12,; ' ' Microsoft Windows 10 Control Panel utility.
K0608; "
KO224: | hs-ETsL;
11.1.4.12 Check Your K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Understanding - File Explorer K0537; 5. ITEA.12,; ' ' Microsoft Windows 10 Control Panel utility.
K0608; "
11.2 Configure Windows with
Control Panels
- 1.4 Given a scenario, use the appropriate
11.2.1 Control Panel Utilities Microsoft Windows 10 Control Panel utility.
KO224: | hs-ETsL;
11.2.1.1 Windows 10: Settings K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
and Control Panels K0537; 5. ITEA.12.; ) ’ Microsoft Windows 10 Control Panel utility.
K0608; "
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KO224: | ns-ETsL;
11.2.1.2 Introduction to Control K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02 1.4 Given a scenario, use the appropriate
Panel K0537,; 5. ITEA.12,; ' ’ Microsoft Windows 10 Control Panel utility.
K0608; ”
Egiég HS-ETSL; ITEA.2,; 1.4 Given a scenario, use the appropriate
11.2.1.3 Control Panel Views K0537; HS'ZP_S4' ITEA.12.; IT-NET5.8 | 3A-CS-02; Microsoft Windows 10 Control Panel utility.
K0608; "
KO224: | hs-eTsL;
11.2.1.4 Define Control Panel K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Categories K0537; 5. ITEA.12,; ' ' Microsoft Windows 10 Control Panel utility.
K0608; "
KO224: | Hs-eTsL;
11.2.1.5 Lab - Explore Control K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Panel Categories K0537; 5. ITEA.12,; ' ' Microsoft Windows 10 Control Panel utility.
K0608; "
K0224;
11.2.1.6 Check Your ! HS-ETS1,; . . .

. K0452; ITEA.2,; . 1.4 Given a scenario, use the appropriate
Understanding - Control Panel K0537; HS'P,S4' ITEA.12.; IT-NET 5.8 8A-CS-02; Microsoft Windows 10 Control Panel utility.
Categories ! 2.

K0608;
11.2.2 User and Account Control 1.4 Given a scenario, use the appropriate
Panel Items Microsoft Windows 10 Control Panel utility.
Egigg HS-ETSL.; ITEA.2,; 1.4 Given a scenario, use the appropriate
11.2.2.1 User Accounts K0537; HS_ZP_S4_ ITEA.12.; IT-NET 5.8 8A-CS-02; Microsoft Windows 10 Control Panel utility.
K0608; "
KO224; | s ETs1.:
11.2.2.2 User Account Control K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Settings K0537; 5. ITEA.12.; ’ ! Microsoft Windows 10 Control Panel utility.
K0608; "
Egiég HS-ETSL ITEA.2,; 1.4 Given a scenario, use the appropriate
11.2.2.3 Lab - User Accounts K0537; HS'ZP_S4' ITEA.12. IT-NET 5.8 8A-CS-0Z | \1icrosoft Windows 10 Control Panel utility.
K0608; "
Egiég HS-ETSL] ITEA.2,; 1.4 Given a scenario, use the appropriate
11.2.2.4 Lab - Permission K0537; HS'ZP_S4' ITEA.12. IT-NET 5.8 8A-CS-0Z | \nicrosoft Windows 10 Control Panel utility.
K0608; "
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Egiég HS-ETSL; ITEA.2,; 1.4 Given a scenario, use the appropriate
11.2.2.5 Credential Manager K0537; HS'ZP_S4' ITEA.12.; IT-NET5.8 | 3A-CS-02; Microsoft Windows 10 Control Panel utility.
K0608; ”
Egiég HS-ETSL; ITEA.2,; 1.4 Given a scenario, use the appropriate
11.2.2.6 Sync Center K0537; HS'ZP_S4' ITEA.12.; IT-NET5.8 | 3A-CS-02; Microsoft Windows 10 Control Panel utility.
K0608; "
K0224;
11.2.2.7 Check Your ! HS-ETS1,; : . .
i K0452; ) ) ITEA.2,; : ~e.no- 1.4 Given a scenario, use the appropriate
Understanding - User and Account | 5557. HS-PS4 mea12. | 'TNETS8 | 3A-CS-020 1 \hieosoft Windows 10 Control Panel utility.
Control Panels ! 2.
K0608;
11.2.3 Network and Internet 1.4 Given a scenario, use the appropriate
Control Panels Microsoft Windows 10 Control Panel utility.
ﬁgiég HS-ETSL; ITEA.2.; 1.4 Given a scenario, use the appropriate
11.2.3.1 Network Settings KO537: HS'ZP_S4' ITEA.12.; IT-NET 5.8 | 3A-CS-020 | \ticrosoft Windows 10 Control Panel utility.
K0608; "
Egigg HS-ETSL; ITEA.2.; 1.4 Given a scenario, use the appropriate
11.2.3.2 Internet Options KO537: HS'ZP_S4' ITEA.12.; IT-NETS5.8 | 3A-CS-020 | \ticrosoft Windows 10 Control Panel utility.
K0608; "
KO224: | hs-eTs1;
11.2.3.3 Network and Sharing K0452; HS—PS4—. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Center K0537; 5. ITEA.12.; ’ ! Microsoft Windows 10 Control Panel utility.
K0608; "
Egiég HS-ETSL.; ITEA.2,; 1.4 Given a scenario, use the appropriate
11.2.3.4 HomeGroup K0537; HS_ZP_S4_ ITEA.12.; IT-NET 5.8 3A-CS-02; Microsoft Windows 10 Control Panel utility.
K0608; "
KO224: | hs-ETsL;
11.2.3.5 Lab - Configure Browser K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Settings K0537; 5. ITEA.12,; ' ' Microsoft Windows 10 Control Panel utility.
K0608; "
K0224;
11.2.3.6 Check Your ' HS-ETS1,; : . .
) K0452; ITEA.2,; . 1.4 Given a scenario, use the appropriate
Understanding - Network and K0537; HS_P_S4' ITEA.12. IT-NET 5.8 8A-CS-0Z | \nicrosoft Windows 10 Control Panel utility.
Internet Control Panel K0G08: 2,
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KO224: | ns-ETsL;
11.2.4 Display Settings and K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02 1.4 Given a scenario, use the appropriate
Control Panel K0537,; 5. ITEA.12,; ' ’ Microsoft Windows 10 Control Panel utility.
K0608; ”
KO22% | Hs-ETSL;
11.2.4.1 Display Settings and K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Configuration K0537; 5. ITEA.12.; ' ’ Microsoft Windows 10 Control Panel utility.
K0608; "
K0224;
11.2.4.2 Display Feat K0452; H:SEIDTSSj ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
-£:4.c Display Fealures K0537: Sas ITEA.12.: - : "&959% | Microsoft Windows 10 Control Panel utility.
K0608; "
KO224: | Hs-eTsL;
11.2.4.3 Check Your K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Understanding - Display Features K0537; 5. ITEA.12,; ' ' Microsoft Windows 10 Control Panel utility.
K0608; "
11.2.5 Power and System Control 1.4 Given a scenario, use the appropriate
Panels Microsoft Windows 10 Control Panel utility.
K0224;
11251 P Obti KO452; H:SEPTSS‘;L ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
-£:9.1 FowerDptions K0537: o ITEA.12.: - ' "&59% | Microsoft Windows 10 Control Panel utility.
K0608; "
11252 P Oni Setti Egigg HSSEJSSZL ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
-£-9.2 Fower Lptions Setlings K0537; 2 el ITEA.12.; ) . 72| Microsoft Windows 10 Control Panel utility.
K0608; "
K0224;
11253 P Oni Acti K8452; H:SEJSS;L ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
--9-5 Fower ptions Actions K0537; 2 el ITEA.12.; ) ' 72| Microsoft Windows 10 Control Panel utility.
K0608; "
KO224: | hs-ETsL;
11.2.5.4 Check Your K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Understanding - Power Options K0537; 5. ITEA.12,; ' ' Microsoft Windows 10 Control Panel utility.
K0608; "
KO224: | hs-ETsL;
11.2.5.5 System Control Panel K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Iltem K0537; 5. ITEA.12.; ) ! Microsoft Windows 10 Control Panel utility.
K0608; "
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11.2.5.6 System P " Egiég H:SEJSSj ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
£:0-0 System Froperties K0537; 2 s ITEA.12.; i ' “¥7YS | Microsoft Windows 10 Control Panel utility.
K0608; ”
K0224;
112571 ing Perf K8452; H:SEJSSj ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
-<-2-FIncreasing Ferformance K0537; 2 s ITEA.12; i ' P74 | Microsoft Windows 10 Control Panel utility.
K0608; "
KO224: | hs-ETsL;
11.2.5.8 Lab - Manage Virtual K0452; HS—PS4—” ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Memory K0537; 5. ITEA.12,; ' ' Microsoft Windows 10 Control Panel utility.
K0608; "
K0224;
11.2.5.9 Check Your ! HS-ETS1,; : . .

. . K0452; ’ ITEA.2,; . 1.4 Given a scenario, use the appropriate
Understanding - Power Options K0537: HS-PS4- TEA12; | [TNETS8 | 3A-CS-020 1 \rierosoft Windows 10 Control Panel utiliy.
and System Properties K0608: 2,

11.2.6 Hardware and Sound
Control Panels
K0224: 1.3 Give.n a scena_rio, use features gnd tools
_ KO452: HS-ETS1,; ITEA2 - of the Microsoft Windows 10 operating
11.2.6.1 Device Manager K0537: HS-PS4- ITEA 12 IT-NET 5.8 3A-CS-02; system (0S). _ .
K06083 2,; ’ 1.4 Given a scenario, use the approprla}'ge
' Microsoft Windows 10 Control Panel utility.
K0224- LS.ETS1 1ﬁhGi\'/V|e_n a scf?r\l,s_ric:j, use {((a)atures t:?md tools
: ' - g . of the Microsoft Windows 10 operating
11.2.6.2 Lab - Use Device KO452: HS-PSA- ITEA.2.,. IT-NET 5.8 3A-CS-02: system (OS)
Manager K0537; ) ITEA.12.; . . .
K0608: 2, 1._4 Given a scenario, use the appropnqt_e
' Microsoft Windows 10 Control Panel utility.
K0224: 1.3 Give_n a scena_rio, use features gnd tools
_ . KO452: HS-ETS1.; ITEA.2 - of the Microsoft Windows 10 operating
11.2.6.3 Devices and Printers K0537: HS-PS4- ITEA 12 IT-NET 5.8 3A-CS-02; system (OS).
K0608: 2. ’ 1.4 Given a scenario, use the approprla}t_e
' Microsoft Windows 10 Control Panel utility.
K0224: 1.3 Give.n a scenario, use features qnd tools
K0452: HS-ETS1,; ITEA.2 - of the Microsoft Windows 10 operating
11.2.6.4 Sound K0537: HS-PS4- ITEA 12 IT-NET 5.8 3A-CS-02; system (OS).
K0608; 2. ' 1.4 Given a scenario, use the appropriate

Microsoft Windows 10 Control Panel utility.

11.2.7 Clock, Region, and
Language
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K0224; HS-ETS1 : 1.4 Given a scenario, use the appropriate

K0452; ) ITEA.2.; . Microsoft Windows 10 Control Panel utility.
11.2.7.1 Clock K0537; HS—2P.S4— ITEA.12.; IT-NETS5.8 | 3A-CS-02 | 1 5 Givena scenario, use the appropriate

K0608; ” Windows settings.

K0224; HS-ETS1 .- 1.4 Given a scenario, use the appropriate

. K0452; ' ITEA.2,; ) Microsoft Windows 10 Control Panel utility.
11.2.7.2 Region K0537; HS'ZP,S4' ITEA.12.; IT-NET5.8 | 3A-CS-02 | | 5 Givena scenario, use the appropriate

K0608; v Windows settings.

K0224; HS-ETS1 - 1.4 Given a scenario, use the appropriate

K0452; ) ITEA.2.; i ~e o Microsoft Windows 10 Control Panel utility.
11.2.7.3 Language K0537; HS'ZP_S4' ITEA.12.; IT-NETS5.8 | 3A-CS-02 | 1 5 Givena scenario, use the appropriate

K0608; " Windows settings.

K0224; HS-ETS1. - 1.4 Given a scenario, use the appropriate
11.2.7.4 Lab - Region and K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: Microsoft Windows 10 Control Panel utility.
Language Options K0537; 5. ITEA.12,; ' ' 1.5 Given a scenario, use the appropriate

K0608; v Windows settings.

K0224; . 1.4 Given a scenario, use the appropriate
11.2.7.5 Ch_eck Your . K0452; HS-ETS1. ITEA.2,; . Microsoft Windows 10 Control Panel utility.
Understanding - Clock, Region, KO537- HS-PS4- ITEA 12 - IT-NET 5.8 3A-CS-02; 15 Gi . h .
and Language 537; 5. A2, .5 Given a scenario, use the appropriate

K0608; v Windows settings.

11.2.8 Programs and Features
Control Panels

Egiég HS-ETSL.; ITEA.2,; 1.4 Given a scenario, use the appropriate
11.2.8.1 Programs K0537; HS_ZP_S4_ ITEA.12.; IT-NET 5.8 8A-CS-02; Microsoft Windows 10 Control Panel utility.

K0608; "

KO224; | s ETs1.
11.2.8.2 Windows Features and K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Updates K0537; 5. ITEA.12,; ' ' Microsoft Windows 10 Control Panel utility.

K0608; "

Egiég HS-ETSL ITEA.2,; 1.4 Given a scenario, use the appropriate
11.2.8.3 Default Programs K0537; HS'ZP_S4' ITEA.12. IT-NET 5.8 8A-CS-0Z | \1icrosoft Windows 10 Control Panel utility.

K0608; "

K0224;
11.2.8.4 Check Your ' HS-ETS1,; : . .

) K0452; ITEA.2.; . 1.4 Given a scenario, use the appropriate
Understanding - Programs and K0537; HS'P_SA" ITEA.12.; IT-NET5.8 | 3A-CS-02; Microsoft Windows 10 Control Panel utility.
Features K0G608- 2,
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11.2.9 Other Control Panel Egiég H:SEJSSj ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
e er L-ontrot manels K0537; 2 el ITEA.12.; i ' 27| Microsoft Windows 10 Control Panel utility.

K0608; ”

K0224;
11.2.9.1 Troubleshooti K8452; H:SEJSSj ITEA.2,; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate

.91 roubleshooting K0537; 2 i ITEA.12.; i ' 27| Microsoft Windows 10 Control Panel utility.

K0608; "

) K0224; HS-ETS1. - 1.1 I(;jentifydbasic features of Microsoft
11.2.9.2 BitLocker Drive K0452; ’ ITEA.2.; . Windows editions.
Encryption K0537; HS'ZP_S4' ITEA.12.; IT-NETS5.8 | 3A-CS-02 | 4 4 Givena scenario, use the appropriate

K0608; B Microsoft Windows 10 Control Panel utility.

KO224: | Hs-eTsL;
11.2.9.3 File Explorer and Folder K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.4 Given a scenario, use the appropriate
Options K0537; 5. ITEA.12,; ' ' Microsoft Windows 10 Control Panel utility.

K0608; "

K0224; HS-ETS1. - 1.4 Given a scenario, use the appropriate
11.2.9.4 Lab - Privacy and K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: Microsoft Windows 10 Control Panel utility.
Gaming K0537; 5. ITEA.12,; ' ' 1.5 Given a scenario, use the appropriate

K0608; " Windows settings.

K0224;
11.2.9.5 Check Your ' HS-ETS1,; . . .

. K0452; ITEA.2,; . 1.4 Given a scenario, use the appropriate
Understanding - Other Control K0537: HS-PS4- mea12. | 'TNETS8 | 3A-CS-020 1 \heocoft Windows 10 Control Panel utility.
Panels ! 2.

K0608;

11.3 System Administration

K0224; . . .

N _ K0452- HS-ETS1. ITEA.2 - 1.3 G|ve_n a scenario, use features gnd tools
11.3.1 Administrative Tools ! HS-PS4- " IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5. ITEA.12,; system (OS)

K0608; " )
11.3.1.1 Administrative Tool Egiég HS-ETS1,; ITEA.2 - 1.3 Given a scenario, use features and tools

271 AMINISTrative 1001s : HS-PS4- o IT-NET 5.8 | 3A-CS-02; | of the Microsoft Windows 10 operating
Control Panel Item K0537; 5. ITEA.12,; system (OS)

K0608; " )

K0224; . . .

KO452- HS-ETS1. ITEA.2 - 1.3 lee.n a scenario, use features qnd tools
11.3.1.2 Computer Management K0537: HS-PS4- ITEA 12’_ IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0608; 2, B system (OS).

_ K0224: HS-ETS1.; ITEA.2.- 1.3 Give.n a scenario, use features qnd tools
11.3.1.3 Event Viewer ! HS-PS4- P IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0452; ! ITEA.12,;

2, system (OS).
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K0537;

K0608;

Egiég HS-ETS1.; ITEA 2. 1.3 Given a scenario, use features and tools
11.3.1.4 Local Users and Groups K0537j HS-PS4- ITEA 12 IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0608: 2. system (OS).

K0224; i . .

_ K0452- HS-ETS1.; ITEA.2 - 1.3 G|ve.n a scenario, use features gnd tools
11.3.1.5 Performance Monitor ! HS-PS4- ol IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5 - ITEA.12.; system (OS)

K0608: . y :

K0224; HS-ETS1.; 1.3 Given a scenario, use features and tools
11.3.1.6 Component Services and KO4525 HS-PS4- ITEA'Z';_ IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating
Data Sources K0537; 5. ITEA.12.; system (OS)

K0608: . y :

K0224; i . .

_ K0452- HS-ETS1.; ITEA.2 - 1.3 lee_n a scenario, use features gnd tools
11.3.1.7 Services ! HS-PS4- Pt IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5. ITEA.12,; system (OS)

K0608; . y :

K0224; i . .

K0452- HS-ETS1.; ITEA.2 - 1.3 Given a scenatrio, use features and tools
11.3.1.8 Data Sources ! HS-PS4- Pt IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5. ITEA.12,; system (OS)

K0608; . y :

Egigg HS-ETSL.; ITEA.2,; 1.1 Identify basic features of Microsoft
11.3.1.9 Print Management KO537: HS-ZP-S4- ITEA12.: IT-NET 5.8 3A-CS-02; Windows editions.

K0608; B

K0224; HS-ETS1.; 1.3 Given a scenario, use features and tools
1%'3'1'10. Windows Memory K04525 HS-PS4- ITEA'Z';_ IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating
Diagnostics K0537; 5. ITEA.12.; system (OS)

K0608; . y :

K0224; HS-ETS1.; 1.3 Given a scenario, use features and tools
11.3.1.11 Lab - Monitor and K0452; HS-PS4- ITEA.2.; IT-NET 5.8 | 3A-CS-02; | of the Microsoft Windows 10 operating
Manage System Resources K0537; 5. ITEA.12,; system (OS)

K0608; . y :

K0224; i . .
11.3.1.12 Check Your K0452- HS-ETS1.; ITEA.2 - 1.3 Given a scenario, use features and tools
Understanding - Administrative ! HS-PS4- Py IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; | ITEA.12,;

Tools K0G08: 2, system (OS).

11.3.2 System Utilities
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Egiég HS-ETS1.; ITEA2 - 1.3 Given a scenario, use features and tools
11.3.2.1 System Information ! HS-PS4- P IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5. ITEA.12,; system (OS)

KO608:; X y '

K0224; i . .

. ' K0452- HS-ETS1. ITEA2 - 1.3 lee.n a scenario, use features gnd tools
11.3.2.2 System Configuration ! HS-PS4- P IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5. ITEA.12.; system (OS)

K0608; . y :

K0224; i . .

K0452- HS-ETS1. ITEA.2 - 1.3 Given a scenario, use features and tools
11.3.2.3 The Registry ! HS-PS4- P IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5. ITEA.12,; system (OS)

K0608; . y :

K0224; i . .

K0452- HS-ETS1. ITEA.2 - 1.3 Given a scenario, use features and tools
11.3.2.4 Regedit ! HS-PS4- P IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537, 5. ITEA.12,; system (OS)

KO0608: . y :

K0224; HS-ETS1.; 1.3 Given a scenario, use features and tools
11.3.2.5 Microsoft Management KO4525 HS-PS4- ITEA'Z';_ IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating
Console K0537; 5. ITEA.12,; system (OS)

K0608; . y :

K0224; ) . .

_ K0452- HS-ETS1. ITEA2 - 1.3 lee.n a scenario, use features qnd tools
11.3.2.6 DxDiag ! HS-PS4- Py IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 2. ITEA.12.; system (OS)

K0608; . y :

K0224; i . .

K0452- HS-ETS1. ITEA2 - 1.3 Given a scenatrio, use features and tools
11.3.2.7 Lab - System Ultilities ! HS-PS4- P IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537, 5. ITEA.12,; system (OS)

K0608; . y :

K0224; HS-ETS1.; 1.3 Given a scenario, use features and tools
11.3.2.8 Lab - Manage System KO452: | Hs-Psa- ITEA2: | IT.NET5.8 | 3A-CS-02; | of the Microsoft Windows 10 operating
Files K0537; 2. ITEA.12.; system (OS)

K0608; . y :

K0224; HS-ETS1.; 1.3 Given a scenario, use features and tools
11.3.2.9 Ch_eck Your - KO4525 HS-PS4- ITEA'Z';_ IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating
Understanding - System Utilities K0537; ) ITEA.12,;

! 2, system (OS).
K0608;
11.3.3 Disk Management
. HS-ETS1.; . 1.3 Given a scenario, use features and tools
113.3.1 What Do Yo_u Already K0224f HS-PS4- ITEA'Z"_ IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating
Know? - Disk Operations K0452; 5. ITEA.12.; system (OS)
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K0537;

K0608;

Egiég HS-ETS1.; ITEA 2. 1.3 Given a scenario, use features and tools
11.3.3.2 Disk Management Utility K0537j HS-PS4- ITEA 12 IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0608: 2, system (OS).

K0224; i . .

_ K0452- HS-ETS1.; ITEA.2 - 1.3 G|ve.n a scenario, use features gnd tools
11.3.3.3 Drive Status ! HS-PS4- A IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5 - ITEA.12.; system (OS)

K0608: . Y '

K0224; i . .

_ . K0452- HS-ETS1,; ITEA2 - 1.3 lee.n a scenario, use features gnd tools
11.3.3.4 Mounting a Drive ' HS-PS4- Py IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5 - ITEA.12.; system (OS)

K0608: . Y '

K0224; i . .

_ K0452- HS-ETS1,; ITEA.2 - 1.3 lee_n a scenario, use features gnd tools
11.3.3.5 Adding Arrays ! HS-PS4- P IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5. ITEA.12,; system (OS)

KO0B08: . y :

K0224; i . .

K0452- HS-ETS1.; ITEA2 - 1.3 Given a scenario, use features and tools
11.3.3.6 Disk Optimization ! HS-PS4- P IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5. ITEA.12,; system (OS)

KO0B08: . y :

K0224; ) . .

_ . KO452- HS-ETS1.; ITEA2 - 1.3 lee.n a scenario, use features gnd tools
11.3.3.7 Disk Error - Checking ! HS-PS4- ol IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

K0537; 5 - ITEA.12.; system (OS)

K0608; . Y '

K0224; HS-ETS1.; 1.3 Given a scenario, use features and tools
11'.3'3'8 Lab - Hard Drive K04525 HS-PS4- ITEA'Z';_ IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating
Maintenance K0537; 5. ITEA.12.; system (OS)

K0608; . y :

K0224; i . .
11.3.3.9 Check Your K0452- HS-ETS1.; ITEA.2 - 1.3 Given a scenario, use features and tools
Understanding - Disk ! HS-PS4- Py IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating
Management KO537; 2, ITEA.12.; system (OS)

9 K0608; . y :
11.3.4 Application Installation and
Configuration

Egiég HS-ETSL] ITEA.2,; 1.7 Given a scenario, apply application
11.3.4.1 System Requirements K0537; HS—2P.S4— ITEA.12.; IT-NET5.8 | 3A-CS-02) | i stallation and configuration concepts.

K0608; B
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Egiég HS-ETSL; ITEA.2,; 1.7 Given a scenario, apply application
11.3.4.2 Graphics Considerations KO537: HS-ZP-S4- ITEA.12.: IT-NET 5.8 3A-CS-02; installation and configuration concepts.
K0608; N
Egiég HS-ETSL; ITEA.2,; 1.7 Given a scenario, apply application
11.3.4.3 Installation Methods K0537; HS'ZP_S4' ITEA.12,; IT-NET5.8 | 3A-CS-02) | i stallation and configuration concepts.
K0608; "
Egiég HS-ETSL; ITEA.2.; 1.7 Given a scenario, apply application
11.3.4.4 1SO Mountable K0537; HS'ZP_S4' ITEA.12.; IT-NETS5.8 | 3A-CS-020 | i stallation and configuration concepts.
K0608; "
KO224: | Hs-eTsL;
11.3.4.5 External Hardware K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.7 Given a scenario, apply application
Tokens K0537; 5. ITEA.12,; ' ' installation and configuration concepts.
K0608; "
Egiég HS-ETSL; ITEA.2,; 1.7 Given a scenario, apply application
11.3.4.6 Installing an Application K0537; HS'ZP,S‘L ITEA.12.; IT-NET'5.8 | 3A-CS-02) | i stallation and configuration concepts.
K0608; "
Egiég HS-ETSL; ITEA.2,; 1.7 Given a scenario, apply application
11.3.4.7 Compatibility Mode K0537; HS'ZP_S4' ITEA.12.; IT-NET'5.8 | 3A-CS-02) | i stallation and configuration concepts.
K0608; "
KO224: | Hs-eTsL;
11.3.4.8 Uninstalling or Changing K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.7 Given a scenario, apply application
a Program K0537; 5. ITEA.12,; ' ' installation and configuration concepts.
K0608; "
KO224: | hs-ETsL;
11.3.4.9 Lab - Install Third-Party K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.7 Given a scenario, apply application
Software K0537; 5. ITEA.12,; ' ’ installation and configuration concepts.
K0608; "
Egiég HS-ETSL ITEA.2,; 1.7 Given a scenario, apply application
11.3.4.10 Security Considerations KO0537: HS-2P-84- ITEA12.: IT-NET 5.8 3A-CS-02; installation and configuration concepts.
K0608; "
Egiég HS-ETSL.; ITEA.2,; 1.7 Given a scenario, apply application
11.3.4.11 Other Considerations K0537; HS'ZP_S4' ITEA.12.; IT-NET5.8 | 3A-CS-027 | i stallation and configuration concepts.
K0608; "
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K0224;
11.3.4.12 Check Your ' HS-ETS1.; ) . . o
Understanding - Application K0452; HS-PS4- ITEA2. | |t NET5.8 | 3A-CS-02; | L7 Given ascenario, apply application
) . . K0537; . ITEA.12.; installation and configuration concepts.
Installation and Configuration K0608- 2.
11.4 Command-Line Tools
Egiég HS-ETSL; ITEA.2.; 1.2 Given a scenario, use the appropriate
11.4.1 Using Windows CLI KO0537 HS-P.S4- ITEA12.: IT-NET 5.8 3A-CS-02; Microsoft command-line tool.
. 2'7
K0608;
Egiég HS-ETSL; ITEA.2.; 1.2 Given a scenario, use the appropriate
11.4.1.1 PowerShell K0537; HS_P_S4_ ITEA.12.; IT-NET 5.8 8A-CS-02; Microsoft command-line tool.
. 2-!
K0608;
Egiég HS-ETSL; ITEA.2.; 1.2 Given a scenario, use the appropriate
11.4.1.2 The Command Shell K0537: HS-P.S4- ITEA.12. IT-NET 5.8 3A-CS-02; Microsoft command-line tool.
. 2-!
K0608;
Egigg HS-ETSL; ITEA.2.; 1.2 Given a scenario, use the appropriate
11.4.1.3 Basic Commands K0537: HS-P.S4- ITEA.12. IT-NET 5.8 3A-CS-02; Microsoft command-line tool.
. 2'7
K0608;
KO224; | s ETs1.
11.4.1.4 Video Demonstration - K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.2 Given a scenario, use the appropriate
Managing CLI Sessions K0537,; 5. ITEA.12,; ' ’ Microsoft command-line tool.
K0608; "’
KO224; | s ETs1.
11.4.1.5 Lab - Work in the K0452; HS-PS4-. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.2 Given a scenario, use the appropriate
Windows Command Shell K0537; 5. ITEA.12.; ) ! Microsoft command-line tool.
K0608; B
K0224;
11.4.1.6 Check Your ' HS-ETS1.; i . . .
Understanding - Basic Command KO4523 HS-PS4- ITEA'Z"_ IT-NET 5.8 3A-CS-02; 1'.2 Given a scenario, use the appropriate
. K0537; ) ITEA.12.; Microsoft command-line tool.
Line Commands ! 2.
K0608;
11.4.2 File System CLI
Commands
KO224: | hs-eTs1;
11.4.2.1 Command Syntax K0452; HS—PS4—. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.2 Given a scenario, use the appropriate
Conventions K0537; 5. ITEA.12.; ) ’ Microsoft command-line tool.
K0608; B
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Egiég HS-ETSL; ITEA.2,; 1.2 Given a scenario, use the appropriate
11.4.2.2 File System Navigation KO537: HS-P.S4- ITEA.12.: IT-NET 5.8 3A-CS-02; Microsoft command-line tool.
. 2.,
K0608;
KO224; | s ETs1;
11.4.2.3 File System Navigation - K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02 1.2 Given a scenario, use the appropriate
Commands K0537; . ITEA.12.; ' ’ Microsoft command-line tool.
. 2'1
K0608;
KO224: | hs-eTsL;
11.4.2.4 Video Demonstration - K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.2 Given a scenario, use the appropriate
Working with Files and Folders K0537; 5. ITEA.12.; ' ! Microsoft command-line tool.
K0608; "
KO224: | Hs-eTsL;
11.4.2.5 Manipulating Folders - K0452; HS—PS4—. ITEA.2.; IT-NET 5.8 3A-CS-02: 1.2 Given a scenario, use the appropriate
Commands K0537; ) ITEA.12.; ' ! Microsoft command-line tool.
. 2-1
K0608;
KO224; | s ETs1.
11.4.2.6 Manipulating Files - K0452; HS—PS4—. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.2 Given a scenario, use the appropriate
Commands K0537; . ITEA.12.; ’ ! Microsoft command-line tool.
. 2'7
K0608;
KO224; | s ETs1.
11.4.2.7 Lab - File System K0452; HS—PS4—. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.2 Given a scenario, use the appropriate
Commands K0537; . ITEA.12,; ' ' Microsoft command-line tool.
. 2,
K0608;
K0224;
11.4.2.8 Check Your ' HS-ETS1,; . . .
. . K0452; ITEA.2,; . 1.2 Given a scenario, use the appropriate
Understanding - File System CLI K0537- HS—P.S4— ITEA.12.- IT-NET 5.8 3A-CS-02; Microsoft command-line tool.
Commands ! 2.
K0608;
11.4.3 Disk CLI Commands
KO224: | hs-ETsL;
11.4.3.1 Disk Operations - K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02: 1.2 Given a scenario, use the appropriate
Commands K0537; ) ITEA.12.; ) ! Microsoft command-line tool.
. 2.,
K0608;
KO224: | hs-ETsL;
11.4.3.2 Lab - Disk CLI K0452; HS-PS4-. ITEA.2,; IT-NET 5.8 3A-CS-02 1.2 Given a scenario, use the appropriate
Commands K0537; ) ITEA.12.; ’ ! Microsoft command-line tool.
. 2'1
K0608;
11.4.3.3 Check Your HS-ETS1,; . . .
e . K0224; i i ITEA.2.; i ~a. o 1.2 Given a scenario, use the appropriate
gggﬁgﬁggmg Disk Operations K0452; HSZP_S4 ITEA.12.; IT-NET 5.8 3A-CS-02; Microsoft command-line tool.
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K0537;
K0608;
K0224;
! HS-ETS1.;
11.4.4 Task and System CLI K0452; ' ITEA.2.; .
Commands K0537; HS'ZP_S4' ITEA.12.; IT-NET5.8 | 3A-CS-02
K0608; B
Egiég HS-ETSL; ITEA.2,; 1.2 Given a scenario, use the appropriate
11.4.4.1 System CLI Commands K0537. HS-P.S4- ITEA12.: IT-NET 5.8 3A-CS-02; Microsoft command-line tool.
. 2'1
K0608;
KO224; 1 s ETs1.;
11.4.4.2 Lab - Task and System K0452; HS—PS4—.’ ITEA.2.; IT-NET 5.8 3A-CS-02: 1.2 Given a scenario, use the appropriate
CLI Commands K0537; ! ITEA.12,; ' ' Microsoft command-line tool.
. 2'1
K0608;
K0224;
11.4.4.3 Check Your ! HS-ETS1,; . . .
. K0452; ’ ITEA.2,; . 1.2 Given a scenario, use the appropriate
Understanding - Task and System K0537- HS—P.S4— ITEA12.: IT-NET 5.8 3A-CS-02; Microsoft command-line tool.
Commands ! 2.
K0608;
K0224;
! HS-ETS1.;
11.4.5 Other Useful CLI K0452; ' ITEA.2.; )
Commands K0537; HS'ZP_S4' ITEA.12.; IT-NET5.8 | 3A-CS-02;
K0608; B
K0224: 1.2 Given a scenario, use the appropriate
KO452: HS-ETS1.; ITEA2 - Microsoft command-line tool.
11.4.5.1 Other Useful Commands ! HS-PS4- P IT-NET 5.8 3A-CS-02; 1.3 Given a scenario, use features and tools
K0537; . ITEA.12.; . . .
K 2, of the Microsoft Windows 10 operating
K0608;
system (OS).
Egiég HS-ETSL.; ITEA.2,; 1.2 Given a scenario, use the appropriate
11.4.5.2 Running System Ultilities KO0537 HS-P.S4- ITEA.12.: IT-NET 5.8 3A-CS-02; Microsoft command-line tool.
. 2.
K0608;
KO224: | hs-ETsL;
11.4.5.3 Lab - Other Useful K0452; HS-PS4-” ITEA.2,; IT-NET 5.8 3A-CS-02: 1.2 Given a scenario, use the appropriate
Commands K0537; ) ITEA.12.; ) ! Microsoft command-line tool.
. 2.
K0608;
K0224;
11.4.5.4 Check Your ! HS-ETS1,; . . . .
Understanding - Other Useful CLI K0452; HS-PS4- ITEA-2. | |t NET5.8 | 3A-CS-02; | 2 Glvena scenario, use the appropriate
K0537; ) ITEA.12.; Microsoft command-line tool.
Commands K0G0S- 2.

11.5 Windows Networking
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11.5.1 Network Sharing and
Mapping Drives
K0224- 1.1 Identify basic features of Microsoft
KO452: HS-ETS1.; ITEA.2 - Windows editions.
11.5.1.1 Domain and Workgroup ! HS-PS4- Py IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
K0537; | ITEA.12,; . .
! 2. Windows networking features on a
K0608; )
client/desktop.
K0224- 1.1 Identify basic features of Microsoft
KO452: HS-ETS1.; ITEA.2 - Windows editions.
11.5.1.2 Homegroup ! HS-PS4- P IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
K0537; ! ITEA.12,; : .
! 2. Windows networking features on a
K0608; )
client/desktop.
K0224- 1.1 Identify basic features of Microsoft
11.5.1.3 Video Demonstration - KO452: HS-ETS1.; ITEA.2 - Windows editions.
Connecting to a Workgroup or ! HS-PS4- P IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
. K0537; ! ITEA.12,; : .
Domain ! 2, Windows networking features on a
K0608; )
client/desktop.
K0224- 1.1 Identify basic features of Microsoft
! HS-ETS1.; . Windows editions.
11.5.1.4 Neftwork Shares and KO4523 HS-PS4- ITEA'Z"_ IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
Mapping Drives K0537; . ITEA.12,; - .
! 2, Windows networking features on a
K0608; )
client/desktop.
K0224: 1.1 Identify basic features of Microsoft
KO452: HS-ETS1.; ITEA2 - Windows editions.
11.5.1.5 Administrative Shares ! HS-PS4- Pt IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
K0537; | ITEA.12,; : .
! 2. Windows networking features on a
K0608; i
client/desktop.
K0224;
. ' HS-ETS1,;
11.5.2 Sharing Local Resources K0452; ITEA.2.; .
with Others K0537; HS'ZP,S4' ITEA.12,; IT-NET5.8 | 3A-CS-02;
K0608; "
K0224- 1.1 Identify basic features of Microsoft
K0452: HS-ETS1.; ITEA.2 - Windows editions.
11.5.2.1 Sharing Local Resources ! HS-PS4- P IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
K0537; . ITEA.12,; - .
! 2, Windows networking features on a
K0608; )
client/desktop.
11.5.2.2 Printer Sharina vs Egiég HS-ETSL1,; ITEA.2 - 1.1 Identify basic features of Microsoft
e . g VsS. ! HS-PS4- P IT-NET 5.8 3A-CS-02; Windows editions.
Network Printer Mapping K0537; . ITEA.12,; . . . .
K0608: 2, 1.6 Given a scenario, configure Microsoft
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Windows networking features on a
client/desktop.
K0224: 1.1 Identify basic features of Microsoft
11.5.2.3 Video Demonstration - KO452: HS-ETS1.; ITEA 2. Windows editions.
Sharing Files and Folders on a ! HS-PS4- Pty IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
K0537; } ITEA.12,; . .
Local Network ! 2. Windows networking features on a
K0608; .
client/desktop.
K0224: 1.1 Identify basic features of Microsoft
KO452: HS-ETS1.; ITEA.2 - Windows editions.
11.5.2.4 Lab - Share Resources ! HS-PS4- A IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
K0537; . ITEA.12.; - .
! 2, Windows networking features on a
K0608; )
client/desktop.
11.5.3 Configure a Wired Network
Connection
K0224; HS-ETS1,; 1.6 Given a scenario, configure Microsoft
115.31 Conflgurmg W|r_ed KO4525 HS-PS4- ITEA'Z';_ IT-NET 5.8 3A-CS-02; Windows networking features on a
Network Interfaces in Windows 10 K0537; . ITEA.12.; .
! 2. client/desktop.
K0608;
Egigg HS-ETS1.; ITEA2 - 1.6 Given a scenario, configure Microsoft
11.5.3.2 Configuring a Wired NIC ! HS-PS4- P IT-NET 5.8 3A-CS-02; Windows networking features on a
K0537; 5. ITEA.12,; client/deskto
K0608; . P
Egigg HS-ETS1.; ITEA2 - 1.6 Given a scenario, configure Microsoft
11.5.3.3 Setting a Network Profile ! HS-PS4- A IT-NET 5.8 3A-CS-02; Windows networking features on a
K0537; 2. ITEA.12.; client/deskto
K0608: . P:
K0224: 1.2 Given a scenario, use the appropriate
. . . ' HS-ETS1,; ) Microsoft command-line tool.
11'5'3.'4 Verify Connectivity with K04523 HS-PS4- ITEA'Z"_ IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
the Windows GUI K0537; | ITEA.12; - .
! 2, Windows networking features on a
K0608; .
client/desktop.
K0224: 1.2 Given a scenario, use the appropriate
KO452: HS-ETS1,; ITEA.2 - Microsoft command-line tool.
11.5.3.5 ipconfig Command ! HS-PS4- Py IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
K0537, | ITEA.12,; ) ;
KOG0S: 2. Windows networking features on a

client/desktop.
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K0224: 1.2 Given a scenario, use the appropriate
KO452: HS-ETS1,; ITEA.2 - Microsoft command-line tool.
11.5.3.6 Network CLI Commands ! HS-PS4- Py IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
K0537; | ITEA.12,; X .
! 2. Windows networking features on a
K0608; .
client/desktop.
K0224: 1.2 Given a scenario, use the appropriate
11.5.3.7 Video Demonstration - KO452: HS-ETS1.; ITEA2 - Microsoft command-line tool.
Network Testing and Verification ! HS-PS4- ity IT-NET 5.8 3A-CS-02; 1.6 Given a scenario, configure Microsoft
. K0537; ) ITEA.12,; . .
with CLI Commands ! 2. Windows networking features on a
K0608; .
client/desktop.
11.5.4 Configure a Wireless
Network Interfaces in Windows
K0224; i . . . .
. . KO452- HS-ETS1. ITEA2 - 1.§ Given a scenario, configure Microsoft
11.5.4.1 Wireless Settings ! HS-PS4- Py IT-NET 5.8 3A-CS-02; Windows networking features on a
K0537; 2. ITEA.12. client/deskto
K0608; . P:
K0224; HS-ETSL1,; 1.6 Given a scenario, configure Microsoft
11.5.4.2 Lab - Connect and Test K0452; HS-PS4- ITEA-2. | |1 NET5.8 | 3A-CS-02; | Windows networking features on a
the Wireless Connection K0537; . ITEA.12,; .
! 2. client/desktop.
K0608;
Egiggi HSETSL, ITEA.2;
11.5.5 Remote Access Protocols K0537. HS_ZP-S4_ ITEA12.: IT-NET 5.8 3A-CS-02;
K0608; B
Egiég HS-ETS1.; ITEA2 - 1.6 Given a scenario, configure Microsoft
11.5.5.1 VPN Access in Windows ! HS-PS4- P IT-NET 5.8 3A-CS-02; Windows networking features on a
K0537; 2. ITEA.12, client/deskto
K0608; . P-
Egiég HS-ETS1.] ITEA.2.; 2.6 Compare and contrast common network
11.5.5.2 Telnet and SSH ' HS-PS4- P IT-NET 5.8 3A-CS-02; -0 ~OMpe
K0537; 5. ITEA.12,; configuration concepts.
K0608; B
KO224: | hs-ETsL;
11.5.5.3 Packet Tracer - Use K0452; HS-PS4-. ITEA.2.; IT-NET 5.8 3A-CS-02: 2.6 Compare and contrast common network
Telnet and SSH K0537; 5. ITEA.12,; ' ' configuration concepts.
K0608; B

11.5.6 Remote Desktop and
Assistance
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. . K0224;
11.5.6.1 Video Demonstration - ! HS-ETS1,; . . .

K0452; ITEA.2,; ) 1.1 Identify basic features of Microsoft
Remote Desktop and Remote K0537- HS-P.S4- ITEA.12.: IT-NET 5.8 3A-CS-02; Windows editions.

Assistance : 2.

K0608;

KO22% | Hs-ETSL;
11.5.6.2 Lab - Windows Remote K0452; HS-PS4-. ITEA.2.; IT-NET 5.8 3A-CS-02 1.1 Identify basic features of Microsoft
Desktop and Assistance K0537; 5. ITEA.12,; ) ’ Windows editions.

K0608; B

K0224;
11.5.6.3 Check Your ! HS-ETS1.; . . .

) K0452; ITEA.2.; . 1.1 Identify basic features of Microsoft
Understandmg — Remote Desktop K0537- HS—P.S4— ITEA.12.: IT-NET 5.8 3A-CS-02; Windows editions.
and Assistance ! 2.

K0608;

11.6 Common Preventive
Maintenance Techniques for
Operating Systems
11.6.1 OS Preventive
Maintenance Plan

K0224; HS-ETS1.; 1.3 Given a scenario, use features and tools
11.6.1.1 Preventive Maintenance KO4525 HS-PS4- ITEA'lo'f IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating
Plan Contents K0537; 5. ITEA.12,; system (OS)

K0608; . y :

K0224; HS-ETS1.; 1.3 Given a scenario, use features and tools
11.6.1.2 Lab - Manage the Startup KO4525 HS-PS4- ITEA'lo'f IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating
Folder K0537; 2. ITEA.12.; system (OS)

K0608; . y :

Egiégi HSETSLI T 1EA0;
11.6.1.3 Windows Updates KO537- HS-2P-S4- ITEA.12.- IT-NET 5.8 3A-CS-02;

K0608; B

K0224;

. . ' HS-ETS1.;
11.6.1.4 Video Demonstration - K0452; ITEA.10.; .
Scheduling Tasks K0537; HS-2P.S4- ITEA.12.; IT-NET 5.8 3A-CS-02,

K0608; B

K0224; ) . .
11.6.1.5 Lab - Schedule a Task KO452- HS-ETS1. ITEA 10.- 1.3 Given a scenario, use features and tools
using the GUI and the Command ! HS-PS4- A IT-NET 5.8 3A-CS-02; of the Microsoft Windows 10 operating

. K0537; . ITEA.12.;
Line K0G0S- 2. system (OS).

11.6.2 Backup and Restore
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K0224: 1.9 Given a scenario, perform OS
KO452: HS-ETS1.; ITEA.10.- installations and upgrades in a diverse OS
11.6.2.1 Restore Points ! HS-PS4- A IT-NET 5.8 3A-CS-02; environment.
K0537; | ITEA.12,; : - :
! 2, 4.3 Given a scenario, implement workstation
K0608;
backup and recovery methods.
K0224: 1.9 Given a scenario, perform OS
KO452: HS-ETS1.; ITEA.10.- installations and upgrades in a diverse OS
11.6.2.2 Hard Drive Backup ! HS-PS4- L IT-NET 5.8 3A-CS-02; environment.
K0537; ! ITEA.12,; : L .
! 2. 4.3 Given a scenario, implement workstation
K0608;
backup and recovery methods.
K0224: 1.9 Given a scenario, perform OS
11.6.2.3 Video Demonstration - koas2; | HSETSLi T 1ea 10 | Installations and upgrades in a diverse OS
! HS-PS4- ! IT-NET 5.8 3A-CS-02; environment.
Back up and Restore K0537; ) ITEA.12.; . L .
! 2. 4.3 Given a scenario, implement workstation
K0608;
backup and recovery methods.
K0224: 1.9 Given a scenario, perform OS
11.6.2.4 Lab - System Restore K0452: HS-ETS1.; ITEA.10.: . mstgllatlons and upgrades in a diverse OS
. ! HS-PS4- ! IT-NET 5.8 3A-CS-02; environment.
and Hard Drive Backup K0537; ) ITEA.12,; . . .
! 2, 4.3 Given a scenario, implement workstation
K0608;
backup and recovery methods.
11.7 Basic Troubleshooting
Process for Windows Operating
Systems
11.7.1 Applying Troubleshooting
Process to Windows Operating
Systems
KO224: | hs-ETsL;
11.7.1.1 The Six Steps of the K0452; HS-PS4-” ITEA.10,; IT-NET 5.9 3A-CS-03: 5.1 Given a scenario, apply the best practice
Troubleshooting Process K0537; 5. ITEA.12,; ' ' methodology to resolve problems.
K0608; "
Egiég HS-ETSL.; ITEA.10,; 5.1 Given a scenario, apply the best practice
11.7.1.2 Identify the Problem K0537. HS-2P-S4- ITEA.12.: IT-NET 5.9 3A-CS-03; methodology to resolve problems.
K0608; "
KO224; | s ETs1.:
11.7.1.3 Establish a Theory of K0452; HS—PS4—.’ ITEA.10,; IT-NET 5.9 3A-CS-03: 5.1 Given a scenario, apply the best practice
Probable Cause K0537; 5. ITEA.12,; ' ' methodology to resolve problems.
K0608; "
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KO224: | ns-ETsL;
11.7.1.4 Test the Theory to K0452; HS-PS4-. ITEA.10,; IT-NET 5.9 3A-CS-03: 5.1 Given a scenario, apply the best practice
Determine the Cause K0537; 5. ITEA.12,; ' ' methodology to resolve problems.
K0608; ”
11.7.1.5 Establish a Plan of Action K02245 HS-ETS1,; . . . .
to Resolve the Problem and KO452: HS-PSA- ITEA.10.: IT-NET 5.9 3A-CS-03: 5.1 Given a scenario, apply the best practice
: K0537; | ITEA.12,; methodology to resolve problems.
Implement the Solution K0G0S: 2,
11.7.1.6 Verify Full System K0224f HS-ETS1,; . : . v the b .
Functionality and if Applicable KOA52: | ‘hspss- | ITEALOS |1 NETS9 | 3A-CS-03; |21 Glvenascenario, apply the best practice
Implement Preventive Measures K0537: 2. ITEA.12,; methodology to resolve problems.
K0608;
KO224: | Hs-eTsL;
11.7.1.7 Document Findings, K0452; HS—PS4—. ITEA.10.; IT-NET 5.9 3A-CS-03: 5.1 Given a scenario, apply the best practice
Actions, and Outcomes K0537; 5. ITEA.12,; ' ' methodology to resolve problems.
K0608; "
11.7.2 Common Problems and
Solutions for Windows Operating
Systems
K0224; . 5.1 Given a scenario, apply the best practice
éﬁiﬁﬁzaﬁscfﬁmﬂéfvrvibgénefa?%% Koas2; | e | ITEAL0S | e o | sacsgs | Methodology to resolve problems.
Systems K0537; 5. ITEA.12.; ’ 3._1 Given a scenario, troubleshoot common
K0608; v Windows OS problems.
KO224: | Hs-eTsL;
11.7.3 Advanced Troubleshooting K0452; HS—PS4—. ITEA.10.; IT-NET 5.9 3A-CS-03: 5.1 Given a scenario, apply the best practice
for Windows Operating Systems K0537; 5. ITEA.12,; ' ' methodology to resolve problems.
K0608; "
11.7.3.1 Advanced Problems and K02245 HS-ETS1,; . . . .
Solutions for Windows Operating KO4523 HS-PS4- ITEA.1g.: IT-NET 5.9 3A-CS-03; 51 SnéerI] a scenarlol, applyt;tlhe best practice
Systems K0537: 2. ITEA.12,; methodology to resolve problems.
K0608;
KO224; | s ETs1.:
11.7.3.2 Lab - Troubleshoot K0452; HS—PS4—. ITEA.10,; IT-NET 5.9 3A-CS-03: 5.1 Given a scenario, apply the best practice
Operating System Problems K0537; 5. ITEA.12,; ' ' methodology to resolve problems.
K0608; "

11.8 Summary

11.8.1 Conclusion

11.8.1.1 Chapter 11: Windows
Configuration
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11.8.1.2 Windows Configuration
Quiz
12.0 Introduction
12.0.1 Welcome
3A-CS-01;
12.0.1.1 Chapter 12: Mobile, K0269: ITEA.2.; 3A-CS-02;
Linux, and OSX Operating K0438: HS-ETS1. ITEA.9.; IT-NET 4.1 | 3A-NI-06; 3A-
Systems ' ITEA.17.; DA-10; 3A-
AP-16;
12.1 Mobile Operating Systems
12.1.1 Android vs. iOS 1.8 Explain common OS types and their
purposes.
3A-CS-01;
ITEA.2.; 3A-CS-02; : .
éiulrclel Open Source vs. Closed Egigg HS-ETS1. ITEA... IT-NET 4.1 | 3A-NI-06: 3A- ;USrFI)EOZpelgln common OS types and their
’ ITEA.17.; DA-10; 3A-
AP-16;
) 3A'CS'011 1.8 Explain common OS types and their
12.1.1.2 Applications and Content K0269; ITEA.2,; 3A-CS-02; purposes.
! HS-ETS1. ITEA.9.; IT-NET 4.1 | 3A-NI-06; 3A- .
Sources K0438; ITEA 17 - DA-10 3A- 1.10 Identify common features and tools of
T - the macOS/desktop OS.
AP-16;
3A-CS-01;
12.1.1.3 Check Your ITEA.2.; 3A-CS-02; . .
Understanding - Compare Android Egigg: HS-ETSL. ITEA.9.: IT-NET 4.1 | 3A-NI-06: 3A- ;ﬁ;’gz'” common OS types and their
and iOS ’ ITEA.17.; DA-10; 3A- '
AP-16;
12.1.2 Mobile Touch Interface
3A-CS-01;
. ITEA.2.; 3A-CS-02; )
ﬁi.rﬁ.szl Android Home Screen llzgigg HS-ETSL. ITEAQ.- IT-NET 4.1 | 3A-NI-06: 3A- Sﬁéon:gggtgydzzrﬂrgsgfse.atures and tools of
’ ITEA.17.; DA-10; 3A-
AP-16;
A-CS-01;
o ITEA.2;; 'TNET 4.1 gA-gg-SZ:
12.1.2.2 Lab - Working with K0269; ! CCR.ELA- s
Android K0438: HS-ETS1. ITEA.9.; Literacy.RS 3A-NI-06; 3A-
' ITEA.17,; DA-10; 3A-
T.11-12.3. AP-16:
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3A-CS-01;
ITEA.2.; 3A-CS-02; )
12.1.2.3 i0S Home Screen Items Egigg: HS-ETS1. ITEA.O.; IT-NET 4.1 | 3A-NI-06; 3A- tlﬁéor,:gﬁgtg d‘;zrlgg";ggeat“res and tools of
’ ITEA.17.; DA-10; 3A- :
AP-16;
A-CS-01;
_ ITEA.2,; 'TNET 4.1 gA-ng; : :
12.1.2.4 Lab - Working with i0S KO269: | yseTsi. |  ITEAQ. CCRELA | 3a-N1-06; 3a- | 1:8 Explain common OS types and their
K0438; . Literacy.RS . purposes.
ITEA.17.; T 11123 DA-10; 3A-
' " AP-16;
12.1.3 Common Mobile Device
Features
3A-CS-01;
_ _ K0269: ITEA.2.; 3A-CS-02;
12.1.3.1 Screen Orientation K0438: HS-ETS1. ITEA.9.; IT-NET 4.1 | 3A-NI-06; 3A-
! ITEA.17.; DA-10; 3A-
AP-16;
3A-CS-01;
_ _ KO269: ITEA.2.; 3A-CS-02;
12.1.3.2 Screen Calibration K0438: HS-ETS1. ITEA.9; IT-NET 4.1 | 3A-NI-06; 3A-
! ITEA.17.; DA-10; 3A-
AP-16;
3A-CS-01;
K0269: ITEA.2.; 3A-CS-02; 1.4 _Given a scenario, cqn_figure basic_ mqbile-
12.1.3.3 GPS K0438: HS-ETS1. ITEA.9.; IT-NET 4.1 | 3A-NI-06; 3A- | device network connectivity and application
’ ITEA.17,; DA-10; 3A- | support.
AP-16;
3A-CS-01;
. . ITEA.2.: IT-NET 4.1 1 55 cs-02: .
12.1.3.4 Lab - Mobile Device K0269; HS-ETS1 ITEA.Q ! CCR.ELA- 3A-NI-06: 3,A- 1.10 Identify common features and tools of
Features K0438; ) ITEA 17 Literacy.RS DA-10: ’SA_ the macOS/desktop OS.
e T.11-12.3. '
AP-16;
3A-CS-01;
o K0269: ITEA.2.; Ig-CNRE.;LLlA% 3A-CS-02;
12.1.3.5 Wi-Fi Calling ! HS-ETS1. ITEA.9,; : 3A-NI-06; 3A-
K0438; . Literacy.RS )
ITEA.17.; T11-12.7 DA-10; 3A-
) T AP-16;
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3A-CS-01;
ITEA.2.; 3A-CS-02; . .
12.1.3.6 NFC Payment Egigg: HS-ETSL1. ITEA.9.; IT-NET 4.1 | 3A-NI-06; 3A- f’n';‘b(ﬁg’%”saai%egggﬁé;%“nbi'sssgggt common
’ ITEA.17.; DA-10; 3A- )
AP-16;
3A-CS-01;
_ _ K0269: ITEA.2.; 3A-CS-02; 1.(_5 Given a scenario, configure Microsoft
12.1.3.7 Virtual Private Network K0438: HS-ETS1. ITEA.9.; IT-NET 4.1 | 3A-NI-06; 3A- | Windows networking features on a
' ITEA.17.; DA-10; 3A- | client/desktop.
AP-16;
3A-CS-01;
_ _ K0269" ITEA.2.; 3A-CS-02;
12.1.3.8 Virtual Assistants K0438: HS-ETS1. ITEA.9.; IT-NET 4.1 | 3A-NI-06; 3A-
’ ITEA.17.; DA-10; 3A-
AP-16;
12.2 Methods for Securing
Mobile Devices
3A-CS-01;
ITEA.2.; 3A-CS-02; . .
12.2.1 Passcode Locks Egigg: HS-ETSL1. ITEA.O.: IT-NET 4.1 | 3A-NI-06; 3A- ﬁ;;b'fl’épgg gfn”t")g" dod”eangghvci’gjsfor securing
! ITEA.17.; DA-10; 3A- )
AP-16;
3A-CS-01;
ITEA.2.; 3A-CS-02; . .
’ ITEA.17.; DA-10; 3A-
AP-16;
3A-CS-01;
_ ITEA.2.: IT-NET 4.1 1 55 cs-02: . _
12.2.1.2 Lab - Passcode Locks KO269; | s ETsi. ITEA.: CCRELA- | 5 NI-06; 3A- | 27 Explain common methods for securing
K0438; ITEA 17 - Literacy.RS DA-10' 3A- mobile and embedded devices.
e T.11-12.3. '
AP-16;

o _ ITEA.2. gﬁggg; 1.10 Identify common features and tools of
12.2.1.3 Restrictions on Failed K0269: HS-ETS1. ITEA.O.. IT-NET 4.1 | 3A-NI-06: 3A- the macQS/desktop OsS. _
Login Attempts K0438; ITEA 17 - DA-10: 3A- 2.7 Explam common methc_)ds for securing

’ AP-iG; mobile and embedded devices.
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3A-CS-01;
12.2.1.4 Check your . ITEA.2.; 3A-CS-02; . .
Understanding - Screen Locks and Egigg: HS-ETSL1. ITEA.9.; IT-NET 4.1 | 3A-NI-06; 3A- fﬁzb'?l’épgg gfn”gg" dod”eanztehv‘?gjsfor securing
Biometric Authentication ’ ITEA.17,; DA-10; 3A- ’
AP-16;
12.2.2 Cloud-Enabled Services for
Mobile Devices
3A-CS-01;
ITEA.2.; 3A-CS-02; .
12.2.2.1 Remote Backup igigg: HS-ETSL. ITEA..: IT-NET 4.1 | 3A-NI-06; 3A- #éom'gggtg;’ d‘;‘;m‘;ggeat“res and tools of
’ ITEA.17.; DA-10; 3A- '
AP-16;
3A-CS-01;
ITEA.2.; 3A-CS-02; . .
12.2.2.2 Locator Applications igigg: HS-ETSL. ITEA.9.: IT-NET 4.1 | 3A-NI-06: 3A- izb'fl’épg’r‘]'g gmg‘ dod”eg‘gghvci’g:sfor securing
! ITEA.17.; DA-10; 3A- '
AP-16;
3A-CS-01;

ITEA.2.; 3A-CS-02; . .
12.2.2.3 Remote Lock and K0269; ! ! 2.7 Explain common methods for securin
Remote Wipe K0438; HS-ETS1. ITEA.9.; IT-NET 4.1 | 3A-NI-06; 3A- mobilepand embedded devices. ’

! ITEA.17.; DA-10; 3A-
AP-16;
3A-CS-01;
12.2.2.4 Check Your ITEA.2.; 3A-CS-02; . .
Understanding — Cloud-Enabled Egigg: HS-ETSL. ITEA.9.: IT-NET 4.1 | 3A-NI-06: 3A- %Zbﬁéﬁlg g%mbg' dod”eg“jghvci’gjsfor securing
Services for Mobile Devices ' ITEA.17.; DA-10; 3A- ’
AP-16;
12.2.3 Software Security
_ SA'CS'Olf 1.10 Identify common features and tools of
) K0269; ITEA.2.; 3A-CS-02; | 4o macOS/desktop OS.
12.2.3.1 Antivirus ! HS-ETS1. ITEA.9.; IT-NET 3.8 | 3A-NI-06; 3A- .
K0438; . ) 1.11 Identify common features and tools of

ITEA.17.; DA-10; 3A- . )

] the Linux client/desktop OS.
AP-16;
3A-CS-01;

ITEA.2.; 3A-CS-02; .

12.2.3.2 Rooting and Jailbreaking Egigg: HS-ETSL. ITEA.O.; IT-NET 3.8 | 3A-NI-06; 3A- tlﬁélLilgLeJQTI)i/e?\ct)/rgt?s,ok?of:g[ges and tools of
’ ITEA.17.; DA-10; 3A- '
AP-16;
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1.9 Given a scenario, perform OS
3A-CS-01; installations and upgrades in a diverse OS
. . ITEA.2,; 3A-CS-02; environment.
é%;i% g"g;gt'gaé‘”d Updating Egigg: HS-ETSL1. ITEA.9.; IT-NET 3.8 | 3A-NI-06; 3A- | 1.10 Identify common features and tools of
' ITEA.17; DA-10; 3A- | the macOS/desktop OS.
AP-16; 1.11 Identify common features and tools of
the Linux client/desktop OS.
3A-CS-01;
12.2.3.4 Check Your K0269: ITEA.2.; 3A-CS-02;
Understanding — Mobile Security K0438: HS-ETS1. ITEA.9.; IT-NET 3.8 | 3A-NI-06; 3A-
Features ' ITEA.17.; DA-10; 3A-
AP-16;
12.3 Linux and macOS
Operating Systems
12.3.1 Linux and macOS tools and
features
3A-CS-01;
K0224; ITEA.2.- 3A-CS-02;
12.3.1.1 Introduction to Linux and K0397; HS-ETS1 ITEA.QII IT-NET 1.4 3A-NI-06; 3A- | 1.8 Explain common OS types and their
macOS Operating Systems K0537; ' ITEA 17 ' DA-10; 3A- | purposes.
K0608; o AP-16; 3B-
AP-19;
3A-CS-01;
" K0224; ITEA2 - 3A-CS-02; 1.8 Explain common OS types and their
12.3.1.2 Overview of the Linux K0397; o 3A-NI-06; 3A- | purposes.
GUI K0537; HS-ETSL. l'TTEE:f?”_ IT-NET 1.4 | "pa10;3A- | 1.10 Identify common features and tools of
K0608; B AP-16; 3B- | the macOS/desktop OS.
AP-19;
3A-CS-01: ;.USrFI)EOZ[()aIzin common OS types and their
Eggg;‘ ITEA.2.; 3§¢\IIC§6O§A 1.9 Given a scenario, perform OS
12.3.1.3 Overview macOS GUI K HS-ETS1. ITEA.9,; IT-NET 1.4 . installations and upgrades in a diverse OS
K0537; . DA-10; 3A- ;
! ITEA.17,; ! environment.
K0608; AP-16; 3B- .
AP-19- 1.10 Identify common features and tools of
' the macOS/desktop OS.
K0224; ITEA.2 - IT-NET 1.4 3A-CS-01; 1.8 Explain common OS types and their
12.3.1.4 Overview of Linux and K0397; HS-ETS1 ITEA.9.I CCR.ELA- 3A-CS-02; purposes.
macOS CLI K0537; ' ITEA 17 Literacy.RS | 3A-NI-06; 3A- | 1.10 Identify common features and tools of
K0608; e T.11-12.3. DA-10; 3A- | the macOS/desktop OS.
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AP-16; 3B-
AP-19;
3A-CS-01- 1.8 Explain common OS types and their
. ! purposes.
K0224 3A-CS-02 : .
. ' ITEA.2,; o 1.9 Given a scenario, perform OS
g—:-gml/(fr Linux Backup and ?822; HS-ETS1. ITEA.9.; IT-NET 1.4 3'3':“18632'&‘ installations and upgrades in a diverse OS
y ! ITEA.17.; ! environment.
K0608; AP-16; 3B- i
AP-19- 1.10 Identify common features and tools of
' the macOS/desktop OS.
3A-CS-01: 1.8 Explain common OS types and their
. ! purposes.
K0224 3A-CS-02 ; .
! ITEA.2.; NI.ne- aa. | 1.9 Given a scenario, perform OS
ézec::aml/efsr macOS Backup and ﬁggg; HS-ETS1. ITEA.9,; IT-NET 1.4 33'&\“18632'&‘ installations and upgrades in a diverse OS
y ! ITEA.17,; ! environment.
K0608; AP-16; 3B- i
AP-19- 1.10 Identify common features and tools of
' the macOS/desktop OS.
3A-CS-01- 1.8 Explain common OS types and their
. ~e.o. purposes.
Eggg;‘ ITEA.2.; 3,§?\llc§6O§A 1.9 Given a scenario, perform OS
12.3.1.7 Overview of Disk Utilities K0537: HS-ETS1. ITEA.9.; IT-NET 1.4 DA-10- éA— installations and upgrades in a diverse OS
! ITEA.17.; ! environment.
K0608; AP-16; 3B- i
AP-19- 1.10 Identify common features and tools of
' the macOS/desktop OS.
3A-CS-01: 1.8 Explain common OS types and their
. : pres ! purposes.
12.3.1.8 Check your Eggg;‘ ITEA.2.; IgCNREELlA‘_l 3§¢\IIC§6O§A 1.9 Given a scenario, perform OS
understanding — Linux and macOS K0537: HS-ETS1. ITEA.9,; Litera.c RS | DA-10: ’SA_ installations and upgrades in a diverse OS
Operating Systems ! ITEA.17.; Y. ! environment.
K0608; T.11-12.7. | AP-16; 3B- .
AP-19- 1.10 Identify common features and tools of
' the macOS/desktop OS.
12.3.2 Linux and macOS Best
Practices
K0224; ITEA.2.: gﬁggg; 1.10 Identify common features and tools of
K0397; v o the macOS/desktop OS.
12.3.2.1 Scheduled Tasks K HS-ETS1. ITEA.9.; IT-NET 1.4 | 3A-NI-06; 3A- )
K0537; ITEA 17 - DA-10 3A- 1.11 Identify common features and tools of
K0608; e AP-iG' the Linux client/desktop OS.
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K0224: ITEA.2.- gﬁggg% 1.10 Identify common features and tools of
12.3.2.2 Operating System K0397E HS-ETS1. ITEAQ.- IT-NET 1.4 | 3A-NI-06: 3A- the macQS/desktop os.
Updates K0537; ) ) 1.11 Identify common features and tools of
; ITEA.17,; DA-10; 3A- . .
K0608; . the Linux client/desktop OS.
AP-16;
K0224; _ 3A'CS'015 1.10 Identify common features and tools of
K0397; ITEA.2.; SACS-02; | 4o macoS/desktop OS
12.3.2.3 Security ! HS-ETSL1. ITEA.9.; IT-NET 1.4 | 3A-NI-06; 3A- : P>,
K0537; . ) 1.11 Identify common features and tools of
_ ITEA.L7,; DA-10; 3A- . .
K0608; ] the Linux client/desktop OS.
AP-16;
. 3A-CS-01; .
12.3.2.4 Check Your Eggg‘?‘: ITEA.2. 3A-CS-02; #éom'gggtg;’ d‘;‘;mg‘oggeat“res and tools of
Understanding — Linux and ; HS-ETSL1. ITEA.9.; IT-NET 1.4 | 3A-NI-06; 3A- : P 2.
. K0537; . ) 1.11 Identify common features and tools of
macOS Best Practices ! ITEA.17.; DA-10; 3A- . g
K0608; AP-16: the Linux client/desktop OS.
12.3.3 Basic CLI Commands
3A-CS-01;
12.3.3.1 Syntax Checker - File and K0129; ITEA'Z'E 3A'CS'92; 1.11 Identify common features and tools of
Directory Commands K0318; HS-ETS1. ITEA.9.; IT-NET 1.4 | 3A-NI-06; 3A- the Linux client/desktop OS
y ' ITEA.17.: DA-10; 3A- PO,
AP-16;
3A-CS-01;
12.3.3.2 Check Your . ITEA.2.; 3A-CS-02; .
Understanding - File and Directory Egéig: HS-ETSL1. ITEA.9.: IT-NET 1.4 | 3A-NI-06; 3A- tlh'i1Li'§ﬁﬂt§.iye‘;?f§£i?ofe§§res and tools of
commands ' ITEA.17.; DA-10: 3A- PO
AP-16;
3A-CS-01;
. ITEA.2.; 3A-CS-02; .
12.3.3.3 The Is -l command output Egéig: HS-ETSL. ITEA.9.: IT-NET 1.4 | 3A-NI-06; 3A- tlr;é1Li'gs)r(“'cfl3i’e%‘:/rgénsok?ofe‘ggres and tools of
’ ITEA.17.; DA-10; 3A- P ’
AP-16;
3A-CS-01;
. N . ITEA.2.; 3A-CS-02; .
fadsmsconleand | KGNS hsersi | MEAD | ITNETLA| 9ANKOG 3 | LLIdenU common festres and ol of
y ' ITEA.17.: DA-10; 3A- PO,
AP-16;
12.3.3.5 Syntax Checker: File and K0129; ITEA'Z'E SA'CS'Olf 1.11 Identify common features and tools of
, N ; HS-ETS1. ITEA.9.; IT-NET 1.4 | 3A-CS-02; . .
Directory Permissions K0318; ITEA.17 - 3A-NI-06: 3A- the Linux client/desktop OS.
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DA-10; 3A-
AP-16;
3A-CS-01;
12.3.3.6 Check Your ITEA.2.; 3A-CS-02; .
Understanding - File and Directory igéig: HS-ETSL. ITEA..: IT-NET 1.4 | 3A-NI-06; 3A- 3h'élL:gSQt'cfﬁ’e‘r’]‘:/gg‘sok?of;‘ggres and tools of
Permission ’ ITEA.17.; DA-10; 3A- ’
AP-16;
3A-CS-01;
K0129; ITEA 2. 3A-CS-02;
12.3.3.7 Linux Administrative K0224; HS-ETS1 ITEAIQIz IT-NET 1.4 3A-NI-06; 3A- | 1.11 Identify common features and tools of
Commands K0318; ) ITEA 17 ) DA-10; 3A- | the Linux client/desktop OS.
K0537; B AP-16; 3B-
AP-19;
3A-CS-01;
. - . K0129; . 3A-CS-02;
é%r%rignlalgng(eggirﬁlnng;slt?rgg;/e K0224; HS-ETS1 :1&2; IT-NET 1.4 3A-NI-06; 3A- | 1.11 !dentify common features and tools of
ACCESS K0318; ) ITEA 17 ) DA-10; 3A- | the Linux client/desktop OS.
K0537; B AP-16; 3B-
AP-19;
K0129: . 3A-CS-01Z
12.3.3.9 Check Your K0224; ITEA.2,; SA-CS-02, 14 49 Identify common features and tools of
Understanding: -Administrative ! HS-ETS1. ITEA.9.; IT-NET 1.4 | 3A-NI-06; 3A- . g
Commands K0318: ITEA17.: DA-10; 3A- the Linux client/desktop OS.
K0537; i
AP-16;
KO129; ITEA.2.; 2?-52-8%1
12.3.3.10 Syntax Checker - File K0224; HS-ETS1 ITEA.9.I IT-NET 1.4 | 3A-NI-06: 3,’6\- 1.11 Identify common features and tools of
Ownership and Permission K0318; ' ITEA 17 ' DA-10: ’3A the Linux client/desktop OS.
K0537; i bl
! AP-16;
12.4 Basic Troubleshooting ITEA.2.;
Process for Other Operating HS-ETS1. ITEA.9,;
Systems ITEA.17,;
12.4.1 Applying the
Troubleshooting Process to 5.5 Given a scenario, troubleshoot common
Mobile, Linux, and macOS issues with mobile devices.
Operating Systems
12.4.1.1 The Six Steps of the K0292; ITEA.10.; . 5.5 Given a scenario, troubleshoot common
Troubleshooting Process K0317; HS-ETSL. ITEA.12.; IT-NET'5.9 | 3A-CS-03; | i5sues with mobile devices.
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K0330;
S0142;
K0292;
) K0317; ITEA.10.; . 5.5 Given a scenario, troubleshoot common
12.4.1.2 |dentify the Problem K0330: HS-ETS1. ITEA.12.: IT-NET 5.9 3A-CS-03; issues with mobile devices.
S0142;
K0292;
12.4.1.3 Establish a theory of K0317; ITEA.10,; . 5.5 Given a scenario, troubleshoot common
Probable Cause K0330; HS-ETS1. ITEA.12.; IT-NET 5.9 | 3A-CS-03; issues with mobile devices.
S0142;
K0292;
12.4.1.4 Test the Theory to K0317; ITEA.10,; . 5.5 Given a scenario, troubleshoot common
Determine the Cause K0330; HS-ETS1. ITEA.12.; IT-NET 5.9 | 3A-CS-03; issues with mobile devices.
S0142;
. . K0292;
12.4.1.5 Establish a Plan of Action ! . . .
to Resolve the Problem and KO3L7: | s ETs1. ITEA.10.; IT-NET5.9 | 3A-CS-03; | 25 Given ascenario, troubleshoot common
. K0330; ITEA.12,; issues with mobile devices.
Implement the Solution !
S0142;
) K0292;
12.4.1.6 Verify Full System ! . . .
Functionality and if Applicable, KO3L7 | ys.prsy. | TEALOS | r NETS.9 | 3A-Cs-03; | 22 Given ascenario, troubleshoot common
. K0330; ITEA.12,; issues with mobile devices.
Implement Preventive Measures !
S0142;
K0292;
12.4.1.7 Document Findings, K0317; ITEA.10,; . 5.5 Given a scenario, troubleshoot common
Actions, and Outcomes K0330; HS-ETS1. ITEA.12.; IT-NET 5.9 | 3A-CS-03; issues with mobile devices.
S0142;
12.4.2 Common Problems and
Solutions for Other Operating
Systems
K0292; 5.5 Given a scenario, troubleshoot common
12.4.2.1 Common Problems and K : . : T
; . . K0317; ITEA.10,; . issues with mobile devices.
202:221”53 for Mobile Operating K0330:; HS-ETS1. ITEA.12.; IT-NET 5.8 3A-CS-03; 3.4 Given a scenario, troubleshoot common
y S0142; mobile OS and application issues.
K0292; 5.5 Given a scenario, troubleshoot common
12.4.2.2 Common Problems and K0317; ITEA.10.; . issues with mobile devices.
Solutions for Mobile OS Security K0330; HS-ETSL. ITEA.12.; IT-NET5.8 | 3A-CS-03; | 34 Givena scenario, troubleshoot common
S0142; mobile OS and application issues.
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K0292; 5.5 Given a scenario, troubleshoot common
12.4.2.3 Common Problems and ! ; . : T
Solutions for Linux and macOS KOS17: | psgrsy. | TEAL0L | 7 NETSs8 | 3acso3; | ISSueswith mobile devices.
Operating Systems KO330j ITEA.12,; 3.4 Q|ven a scenario, tr_oub]eshoot common
S0142; mobile OS and application issues.
K0292; IT-NET 5.8 5.5 Given a scenario, troubleshoot common
12.4.2.4 Lab - Troubleshoot K0317; HS-ETS1 ITEA.10.; CCR.ELA- 3A-CS-03: issues with mobile devices.
Mobile Devices K0330; ' ITEA.12,; Literacy.RS ' 3.4 Given a scenario, troubleshoot common
S0142; T.11-12.3. mobile OS and application issues.
12.5 Summary
12.5.1 Conclusion
12.5.1.1 Chapter 12: Mobile,
Linux, and macOS
12.5.1.2 Mobile, Linux and macOS
Operating Systems-Quiz
13.0 Introduction
13.0.1 Welcome
K0001;
K0070; 3A-NI-05; 3A-
13.0.1.1 Security K0074; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
K0147; 07; 3A-NI-08;
K0259;
13.1 Security Threats
K0001;
K0070; 3A-NI-05; 3A-
13.1.1 Malware K0074; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
K0147; 07; 3A-NI-08;
K0259;
K0001; 2.3 Given a scenario, detect, remove, and
K0070; 3A-NI-05; 3A- | prevent malware using the appropriate tools
13.1.1.1 Malware K0074; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | and methods.
K0147; 07; 3A-NI-08; | 2.4 Explain common social-engineering
K0259; attacks, threats, and vulnerabilities.
13.1.1.2 What Do You Already 2.3Givena scenari(_), detect, remove, and
prevent malware using the appropriate tools
Know? - Malware
and methods.
13.1.1.3 Viruses and Trojan 2.3Givena scenari(_), detect, remove, and
Horses prevent malware using the appropriate tools
and methods.
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2.3 Given a scenario, detect, remove, and
13.1.1.4 Types of Malware prevent malware using the appropriate tools
and methods.
13.1.1.5 Check Your 2.3 Given a scenark_), detect, remove, and
) prevent malware using the appropriate tools
Understanding - Malware
and methods.
13.1.2 Preventing Malware
2.1 Summarize various security measures
and their purposes.
K0001; 2.3 Given a scenario, detect, remove, and
K0070; 3A-NI-05; 3A- | prevent malware using the appropriate tools
13.1.2.1 Anti-Malware Programs K0074, HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | and methods.
K0147, 07; 3A-NI-08; | 2.6 Given a scenario, configure a workstation
K0259; to meet best practices for security.
3.3 Given a scenario, use best practice
procedures for malware removal.
K0001;
KO0070; 3A-NI-05; 3A-
13.1.2.2 Signature File Updates K0074; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
K0147; 07; 3A-NI-08;
K0259;
K0001;
. . KO0070; 3A-NI-05; 3A-
;fiéiﬁng'i‘;‘;iﬁ;‘fagﬁygr”e‘ KOO74; | HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
K0147; 07; 3A-NI-08;
K0259;
K0001, 2.3 Given a scenario, detect, remove, and
L K0070; 3A-NI-05; 3A- | prevent malware using the appropriate tools
éf/‘sltézm‘lsRemed'a“”g Infected K0074; HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | and methods. |
K0147, 07; 3A-NI-08; | 3.3 Given a scenario, use best practice
K0259; procedures for malware removal.
K0001, 2.3 Given a scenario, detect, remove, and
. . K0070; 3A-NI-05; 3A- | prevent malware using the appropriate tools
éi‘é‘ja?a\é'ndgegnEl’;ﬁéacrt‘ggOS”y;tem KOO74; | HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | and methods. |
K0147, 07; 3A-NI-08; | 3.3 Given a scenario, use best practice
K0259; procedures for malware removal.
2.3 Given a scenario, detect, remove, and
. K0001; 3A-NI-05; 3A- > ’ .
éi(;luﬁts Lab - Operating System K0070- HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06: 3A-NI- g:]edvrennettrrroeg\év.are using the appropriate tools
K0074; 07; 3A-NI-08;

2.5 Given a scenario, manage and configure
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K0147; basic security settings in the Microsoft

K0259; Windows OS.

K0001;

K0070; 3A-NI-05; 3A-

6%;5;;2%‘* Your K0074; HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
9 K0147; 07; 3A-NI-08;
K0259;
13.1.3 Network Attacks

Egiggf 3A-NI-05; 3A-
13.1.3.1 Networks Are Targets ' HS-ETSL1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-

KO161; 07; 3A-NI-08;

K0162; ' '

. 2.3 Given a scenario, detect, remove, and

Egigg ICT:&:NRE;LiE_; 3A-NI-05; 3A- | prevent malware using the appropriate tools
13.1.3.2 Types of TCP/IP Attacks ! HS-ETS1. ITEA.2. S NI-06; 3A-NI- | and methods.

K0161,; Literacy.RS . . ) . . .

: 07; 3A-NI-08; | 2.4 Explain common social-engineering

K0162; T.11-12.4. 2

attacks, threats, and vulnerabilities.

K0106; .
13.1.3.3 Check Your K0160; 3ANI-05;3A- | , 4 =y hlain common social-engineerin
Understanding — Identify the ' | HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | <" =XP gineening

K0161; . .| attacks, threats, and vulnerabilities.
TCP/IP Attack ! 07; 3A-NI-08;

K0162;

K0106;

f 3A-NI-05; 3A- : i .
13.1.3.4 Zero-Day KO160: | s Ers1. ITEA.2. IT-NET 3.8 | NI-06: 3A-NI- | 2:4 Explain common social-engineering

K0161; . | attacks, threats, and vulnerabilities.

. 07; 3A-NI-08;

K0162;

K0106; 3A-NI-05: 3A- 2.1 Summarize various security measures
13.1.3.5 Protecting Against K01605 HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06: 3A-NI- and their purposes. _ _ _
Network Attacks K0161, 07 3A-NI-08: 2.4 Explain common social-engineering

K0162; ' ' | attacks, threats, and vulnerabilities.
13.1.4 Social Engineering Attacks

K0106;

K0144; BANI-05; 3A- | 5 4 Explain common social-engineerin
13.1.4.1 Social Engineering K0160: HS-ETSL1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- a&acksp threats. and Vulnerabiﬁties 9

K0161; 07; 3A-NI-08; ' ' )

K0162;
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KO106; . . .
13.1.4.2 What Do You Already K0144; 3A-NI-05; 3A- | 2:1 Summarize various security measures

and their purposes.

Know? - Social Engineering K0160; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- 2.4 Explain common social-engineering
Techniques Egig; 07; 3A-NI-08; attacks, threats, and vulnerabilities.
K0106; 2.3 Given a scenario, detect, remove, and
. . . K0144; 3A-NI-05; 3A- | prevent malware using the appropriate tools
%2‘(:1521535620""" Engineering KO160: | HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | and methods.
q K0161,; 07; 3A-NI-08; | 2.4 Explain common social-engineering
K0162; attacks, threats, and vulnerabilities.

2.1 Summarize various security measures
and their purposes.
2.3 Given a scenario, detect, remove, and

K0106; prevent malware using the appropriate tools
13.1.4.4 Protecting Against Social KO144; 3A-NI-05; 3A- | and methods. : . .
Engineering K0160; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | 2.4 Explain common somal-er!gmeenng

K0161, 07; 3A-NI-08; | attacks, threats, and vulnerabilities.

K0162; 2.10 Given a scenario, install and configure

browsers and relevant security settings.
3.3 Given a scenario, use best practice
procedures for malware removal.

13.1.4.5 Check Your Egiggf BANIOS: 3A.
Understandlng_— Perspnal and KO160- HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06: 3A-NI- 2.4 Explain common somal-engmeermg
Corporate Social Engineering KO161- 07: 3A-NI-08: attacks, threats, and vulnerabilities.
Techniques K0162-
13.2 Security Procedures
13.2.1 Security Policy
Eggg? 2.3 Given a scenario, detect, remove, and
K0157: 3A-NI-05; 3A- | prevent malware using the appropriate tools
13.2.1.1 What is a Security Policy K0158: HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | and methods.
K0202: 07; 3A-NI-08; | 2.6 Given a scenario, configure a workstation
K0242- to meet best practices for security.
K0003;
K0087;
f 3A-NI-05; 3A- . . , .
13.2.1.2 Security Policy Category KOIS7 | Hs-ETs1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | 26 Given a scenario, configure a workstation
K0158; 07 3A-NI-08: to meet best practices for security.
K0202; ' '
K0242;
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K0003;
K0087;
. . ’ 3A-NI-05; 3A-
13.2.1.3 Securing Devices and KOIS7: | Hs-ETsL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
Data K0158; 07: 3A-NI-08:
K0202; ’ ’
K0242;
13.2.2 Protecting Physical
Equipment
K0001;
K0070; SANI-05; 3A- | 5 1 o\ mmarize various security measures
13.2.2.1 Physical Security K0074; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- alnd their purposes
K0147; 07; 3A-NI-08; )
K0259;
2.1 Summarize various security measures
K0001; and their purposes.
K0070; 3A-NI-05; 3A- | 2.5 Given a scenario, manage and configure
13.2.2.2 Types of Secure Locks K0074; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | basic security settings in the Microsoft
K0147; 07; 3A-NI-08; | Windows OS.
K0259; 2.7 Explain common methods for securing
mobile and embedded devices.
Egg% 3A-NI-05: 3A- 2.1 Summarize various security measures
13.2.2.3 Mantraps K0074; | HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- g”fggg:;&”g‘;fﬁ%n social-engineering
K0147j 07; 3A-NI-08; attacks, threats, and vulnerabilities.
K0259;
KOOOlj . 2.1 Summarize various security measures
13.2.2.4 Securing Computers and K0070; 3ANI-05; 3A- | 1 their purposes
o K0074; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- ; : . . .
Network Hardware K0147- 07 3A-NI-08: 2.4 Explain common social-engineering
! ’ ' | attacks, threats, and vulnerabilities.
K0259;
K0001;
13.2.2.5 Check Your K0070; 3A-NI-05; 3A- 2.1 Summarize various security measures
Understanding - Locking K0074; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- aﬁd their purposes
Mechanisms K0147; 07; 3A-NI-08; ’
K0259;
13.2.3 Protecting Data
3A-NI-05; 3A-
J;i'sze'f"l Data - Your Greatest K0021; | HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
07; 3A-NI-08;
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3A-NI-05; 3A-
13.2.3.2 Data Backups K0021; HS-ETSL1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
07; 3A-NI-08;
2.1 Summarize various security measures
. ) 3A-NI-05; 3A- | and their purposes.
éirﬁ]?silggg and Folder igig: HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | 2.5 Given a scenario, manage and configure
' 07; 3A-NI-08; | basic security settings in the Microsoft
Windows OS.
: ) 3A-NI-05; 3A- | 2.5 Given a scenario, manage and configure
éifr'g'ﬁo':n”e and Folder Egig: HS-ETSL1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | basic security settings in the Microsoft
yp ' 07; 3A-NI-08; | Windows OS.
2.3 Given a scenario, detect, remove, and
3A-NI-05: 3A- prevent malware using the appropriate tools
13.2.3.5 Windows BitLocker and KOOO1; | HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | and methods. |
BitLocker To Go . . | 2.5 Given a scenario, manage and configure
07; 3A-NI-08; : . . : )
basic security settings in the Microsoft
Windows OS.
: . 3A-NI-05; 3A- | 2.5 Given a scenario, manage and configure
éﬁiif’k'gr\ggg%ﬁggfeﬁ?goon - KO0O1: | HS-ETSL ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | basic security settings in the Microsoft
07; 3A-NI-08; | Windows OS.
i 3A-NI-05; 3A- | 2.5 Given a scenario, manage and configure
éﬁﬁi;%bef'tmker and K0001; HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | basic security settings in the Microsoft
07; 3A-NI-08; | Windows OS.
13.2.4 Data Destruction
- . 3A-NI-05; 3A- : .
13.2_.4.1 Data Wiping Magnetic K0038: HS-ETS1. ITEA2. IT-NET 3.8 | NI-06: 3A-NI- 2.8 G|ve_n a scenario, use common data
Media . .| destruction and disposal methods.
07; 3A-NI-08;
3ANI-05;3A- |, g iven a scenario, use common data
13.2.4.2 Data Wiping Other Media K0038; HS-ETSL1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | . L
. . | destruction and disposal methods.
07; 3A-NI-08;
; ; 3A-NI-05; 3A- . .
13.2.4.3_Hard Drive Recycling and K0038: HS-ETSL. ITEA2. IT-NET 3.8 | NI-06: 3A-NI- 2.8 lee_n a scenario, use common data
Destruction . .| destruction and disposal methods.
07; 3A-NI-08;
IT-NET 3.8
13.2.4.4 Check Your CCR.ELA- | SANE053A- 5 o Given a scenario, use common data
T ) . K0038; HS-ETSL1. ITEA.2. o NI-06; 3A-NI- | . o
Understanding - Data Protection Literacy.RS . .| destruction and disposal methods.
T11-12.4 07; 3A-NI-08;
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13.3 Securing Windows
Workstations
' KOO0 3A-NI-05; 3A-
13.3.1.1 Securing a Computer K0158: HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
’ 07; 3A-NI-08;
2.5 Given a scenario, manage and configure
basic security settings in the Microsoft
_ KOOOL: 3A-NI-05; 3A- Windc_)ws os. _ _ _
13.3.1.2 Securing BIOS ! HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | 2.6 Given a scenario, configure a workstation
K0158; ) : i ;
07; 3A-NI-08; | to meet best practices for security.
2.10 Given a scenario, install and configure
browsers and relevant security settings.
2.5 Given a scenario, manage and configure
KOOOL: 3A-NI-05; 3A- | basic security settings in the Microsoft
13.3.1.3 Securing Windows Login K0158: HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | Windows OS.
' 07; 3A-NI-08; | 2.7 Explain common methods for securing
mobile and embedded devices.
2.5 Given a scenario, manage and configure
basic security settings in the Microsoft
3A-NI-05; 3A- | Windows OS.
ﬁ/l?’éﬁ;;e‘rhgﬁ?' Password Ifgtl)g;: HS-ETSL. ITEA.6. IT-NET 3.8 | NI-06; 3A-NI- | 2.6 Given a scenario, configure a workstation
' 07; 3A-NI-08; | to meet best practices for security.
2.10 Given a scenario, install and configure
browsers and relevant security settings.
2.5 Given a scenario, manage and configure
. 3A-NI-05; 3A- | basic security settings in the Microsoft
éi‘s?’s'\}v'grgssemames and Egtl)géj HS-ETSL. ITEA6. IT-NET 3.8 | NI-06; 3A-NI- | Windows OS. | |
' 07; 3A-NI-08; | 2.6 Given a scenario, configure a workstation
to meet best practices for security.
. . 3A-NI-05; 3A- | 2.5 Given a scenario, manage and configure
g;’#ﬁ Lab - Operating System :28(1)2;3 HS-ETS1. ITEA.6. IT-NET 3.8 | NI-06; 3A-NI- | basic security settings in the Microsoft
' 07; 3A-NI-08; | Windows OS.
3A-NI-05: 3A- 2.6 Given a scena_rio, configure_a workstation
13.3.1.7 Ch_eck Your KOOOlZ HS-ETSL. ITEA6. IT-NET 3.8 | NI-06: 3A-NI- to meet b_est practices for security. _
Understanding K0158; . . | 2.7 Explain common methods for securing
07; 3A-NI-08; ; X
mobile and embedded devices.
13.3.2 Windows Local Security
Policy

© 2023 Cisco and/or its affiliates. All rights reserved.



ot 1er]re Networking

CIsco. Academy IT Essentials Version 8
Module NICE NGSS ITEA DODEA | CSTA Exam Objective
3A-NI-05: 3A- 2.1 Summarize various security measures
13.3.2.1 The Windows Local K0001; o and their purposes.
Security Policy K0158; HS-ETSL. ITEA.6. IT-NET 3.8 ON;OfAsl\ﬁoNé 2.7 Explain common methods for securing

mobile and embedded devices.

2.4 Explain common social-engineering
attacks, threats, and vulnerabilities.

2.5 Given a scenario, manage and configure
3A-NI-05; 3A- | basic security settings in the Microsoft

13.3.2.2 Account Policies Security | KO00L; | g prgy ITEA.6. IT-NET 3.8 | NI-06; 3A-NI- | Windows OS.

Settings K0158; 07; 3A-NI-08; | 2.6 Given a scenario, configure a workstation
to meet best practices for security.
2.7 Explain common methods for securing
mobile and embedded devices.
13.3.2.3 Local Policies Securi K0001; 3ANI-05; 3A- | 2 &) blain common methods for securin
o ty ; HS-ETSL. ITEA.6. IT-NET 3.8 | NI-06; 3A-NI- | </ =XP ’ 9
Settings K0158; . _ | mobile and embedded devices.
07; 3A-NI-08;

. ] 3A-NI-05; 3A- : .
13.3.2_.4 Exportmg the Local KOOOlZ HS-ETSL. ITEA6. IT-NET 3.8 | NI-06: 3A-NI- 2.7 Explam common methc_)ds for securing
Security Policy K0158; . _ | mobile and embedded devices.

07; 3A-NI-08;
IT-NET 3.8 3A-NI-05: 3A-
13.3.2.5 Lab - Configure Windows K0001; CCR.ELA- Can 2.7 Explain common methods for securing
. . ' HS-ETS1. ITEA.6. , NI-06; 3A-NI- ; X
Local Security Policy K0158; Literacy.RS . . | mobile and embedded devices.
07; 3A-NI-08;
T.11-12.3.
13.3.2.6 Check Your K0001; 3A-NI-05; 3A- iifafﬁ(f I?#;ecac:? n;r?g \iglﬁ:zlr:t:ﬁtlir:aiermg
Understanding- Local Security ! HS-ETS1. ITEA.6. IT-NET 3.8 | NI-06; 3A-NI- o ’ S
X K0158; i . | 2.7 Explain common methods for securing
Policy 07; 3A-NI-08;

mobile and embedded devices.

13.3.3 Managing Users and
Groups
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2.1 Summarize various security measures
and their purposes.

2.5 Given a scenario, manage and configure
basic security settings in the Microsoft

. 3A-NI-05; 3A- | D2
13.3.3.1 Maintaining Accounts K00O1; HS-ETSL1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | Vindows OS. .
K0158; 07 3A-NI-08: 2.7 Explain common methods for securing

mobile and embedded devices.

2.9 Given a scenario, configure appropriate
security settings on small office/home office
(SOHO) wireless and wired networks.

2.1 Summarize various security measures
and their purposes.

3A-NI-05; 3A- | 2.5 Given a scenario, manage and configure
HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | basic security settings in the Microsoft

07; 3A-NI-08; | Windows OS.

2.6 Given a scenario, configure a workstation
to meet best practices for security.

13.3.3.2 Managing Users Account K0001,;
Tools and User Account Tasks K0158;

2.1 Summarize various security measures
and their purposes.

2.5 Given a scenario, manage and configure
basic security settings in the Microsoft
Windows OS.

2.6 Given a scenario, configure a workstation
to meet best practices for security.

13.3.3.3 Local Users and Groups
Manager

2.1 Summarize various security measures
3A-NI-05; 3A- | and their purposes.

13.3.3.4 Managing Groups Eg?gé HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | 2.9 Given a scenario, configure appropriate
' 07; 3A-NI-08; | security settings on small office/home office
(SOHO) wireless and wired networks.
2.1 Summarize various security measures
. . ) 3A-NI-05; 3A- | and their purposes.
18535 aters oo Dsers HOUor | HSETSL. ITEA2. | IT-NET3.8 | NI-06; 3A-NI- | 2.5 Given a scenario, manage and configure
' 07; 3A-NI-08; | basic security settings in the Microsoft
Windows OS.
13.3.3.6 Lab - Configure Users K0001; 3A-NI-05; 3A- 2.1 Summarize various security measures
L K HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- :
and Groups in Windows K0158; 07: 3A-NI-08: and their purposes.
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13.3.3.7 Check your . 3A-NI-05; 3A- . . .
Understanding - User Account Egggéj HS-ETSL1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- ihldstﬁg?rmirr'zis"ei“ous security measures
Tools and User Account Tasks ' 07; 3A-NI-08; purp '
13.3.4 Windows Firewall
2.1 Summarize various security measures
and their purposes.
K0049; 3A-NI-05; 3A- | 2.5 Given a scenario, manage and configure
13.3.4.1 Firewalls K0202; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | basic security settings in the Microsoft
K0487; 07; 3A-NI-08; | Windows OS.
2.7 Explain common methods for securing
mobile and embedded devices.
2.3 Given a scenario, detect, remove, and
prevent malware using the appropriate tools
K0049; 3A-NI-05; 3A- gnSdGrriw\?g:lo;J S;cenario manage and configure
13.3.4.2 Software Firewalls K0202; HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | <2 . r0, Manage : 9
! . .| basic security settings in the Microsoft
K0487; 07; 3A-NI-08; .
Windows OS.
2.7 Explain common methods for securing
mobile and embedded devices.
2.1 Summarize various security measures
and their purposes.
2.3 Given a scenario, detect, remove, and
K0049: 3A-NI-05: 3A- grn%v:ann;twoa:jl\évare using the appropriate tools
13.3.4.3 Windows Firewall K0202; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- . ) . ,
! . . | 2.5 Given a scenario, manage and configure
K0487; 07; 3A-NI-08; . . . : ;
basic security settings in the Microsoft
Windows OS.
2.7 Explain common methods for securing
mobile and embedded devices.
. IT-NET 3.8 i
13.3.4.4 Configuring Exceptions in KOO49: CCR.ELA- 3A'NI_'05’ 3A- 2.7 Explain common methods for securing
. . K0202; HS-ETS1. ITEA.2. : NI-06; 3A-NI- : X
Windows Firewall ! Literacy.RS . . | mobile and embedded devices.
K0487; 07; 3A-NI-08;
T.11-12.3.
. . . K0049; 3A-NI-05; 3A- . .
oo IV | ooz | HSETSL | MEA2. | TNETa8 | NIOG3ANL | ZTLCAR comon Teinedsforseeurng
y K0487; 07; 3A-NI-08; :
. ) K0049; 3A-NI-05; 3A- . .
13.3.4.6 Lab - Configure Windows K0202: HS-ETS1. ITEA2. IT-NET 3.8 | NI-06: 3A-NI- 2.7 Explam common methc_)ds for securing
Firewall K0487- 07: 3A-NI-08: mobile and embedded devices.
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K0049; 3A-NI-05; 3A- . .
DT ot | K008 | HSETSL | A2 | ITAETSS | o6 AN | 27,8088 conmon netacs or g
9 K0487; 07; 3A-NI-08; :
13.3.5 Web Security
. 3A-NI-05; 3A- . . .
13.3.5.1 Web Security Egégij HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- ihldst#;‘rmirr'zgs‘;as”ous security measures
' 07; 3A-NI-08: purposes.
13.3.5.2 Browser Extensions and K0105; 3A-NI-05; 3A- 2.10 Given a scenario, install and configure
Plugins K0624- HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- browsers and relevant security settin sg
9 ' 07; 3A-NI-08; y gs.
13.3.5.3 Secure Connections and K0105; SANI-05; 3A- | 5 14 Given a scenario, install and configure
e ! HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- ) ! . . 9
Valid Certificates K0624; . . | browsers and relevant security settings.
07; 3A-NI-08;
<0105; BANL05; 3A- | C e posal mothode,
13.3.5.4 Browser Privacy Settings ! HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- . p. . ) .
K0624; . .| 2.10 Given a scenario, install and configure
07; 3A-NI-08; . .
browsers and relevant security settings.
. 3A-NI-05; 3A- . L. .
13.3.5.5 InPrivate Browsing KOL0S: | ys gTsi. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | 2:10 Given a scenario, install and configure
K0624; . . | browsers and relevant security settings.
07; 3A-NI-08;
. 3A-NI-05; 3A- . .. .
13.3.5.6 Pop-up Blocker KO108: | hys.eTs1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | 210 Given a scenario, install and configure
K0624; . . | browsers and relevant security settings.
07; 3A-NI-08;
K0105: 3A-NI-05; 3A-
13.3.5.7 SmartScreen Filter K0624: HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
’ 07; 3A-NI-08;
K0105: 3A-NI-05; 3A-
13.3.5.8 ActiveX Filtering K0624: HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
! 07; 3A-NI-08;
. 3A-NI-05; 3A-
bi'gjﬁaﬁgﬁfk_\(v‘\’/‘ég Secur nglsgi: HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
9 y ' 07; 3A-NI-08;
13.3.6 Security Maintenance
. 3A-NI-05; 3A- . . . .
13.3.6.1 Restrictive Settings KOO74: | s ETs1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | 26 Given a scenario, configure a workstation
K0177; 07° 3A-NI-08: to meet best practices for security.
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. 3A-NI-05; 3A- . . , .
13.3.6.2 Disable Auto-Play KOO74 | Hs-ETsL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | 2 Glven a scenario, configure a workstation
K0177; . . | to meet best practices for security.
07; 3A-NI-08;
. . 2.6 Given a scenario, configure a workstation
13.3.6.3 Operating System K0074; 3A'le05’ 3A | 1o meet best practices for security.
Service Packs and Security ! HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- lai h f .
Patches K0177; 07 3A-NI-08: 2.7 Exp ain common met st or securing
' ' | mobile and embedded devices.
13.3.6.4 Check your . 3A-NI-05; 3A- . . . .
Understanding - Security Egg;‘: HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- t266m%'g’fgeitscre;c"’t‘iré‘;’s ‘}zrr‘fége‘éfrif‘ workstation
Maintenance ' 07; 3A-NI-08; P Y-
13.4 Wireless Security
13.4.1 Configure Wireless Security
K0428; 3A-NI-05; 3A-
13.4.1.1 What Do You Already K0446; | HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
Know? - Wireless Security K0614- 07 3A-NI-08:
) ) 2.1 Summarize various security measures
13.4.1.2 Common Communication KO428j 3A'le05’ 3A- | and their purposes.
, K0446; HS-ETSL1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- : o :
Encryption Types K0614- 07° 3A-NI-08: 2.10 Given a scenario, install and configure
' ' ' | browsers and relevant security settings.
2.4 Explain common social-engineering
attacks, threats, and vulnerabilities.
- . . K0428; 3A-NI-05; 3A- | 2.6 Given a scenario, configure a workstation
%,fé‘é‘tilégsw"ﬁ Configuration Best KO446: | HS-ETSL ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | to meet best practices for security.
K0614; 07; 3A-NI-08; | 2.9 Given a scenario, configure appropriate
security settings on small office/home office
(SOHO) wireless and wired networks.
o KO4285 3A'N|705; 3A- 2.2 Compare and contrast wireless security
13.4.1.4 Authentication Methods K0446; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- rotocols and authentication methods
K0614; 07; 3A-NI-08; | P '
13.4.1.5 Wireless Security Modes K0446; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- 2 4 Explain common social-en ineerir;
K0614; 07; 3A-NI-08; | < =XP gl 9
attacks, threats, and vulnerabilities.
K0428; 3A-NI-05; 3A-
13.4.1.6 Firmware Updates K0446; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI-
K0614; 07; 3A-NI-08;
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2.3 Given a scenario, detect, remove, and
prevent malware using the appropriate tools

K0428; 3A-NI-05; 3A- and methods
13.4.1.7 Firewalls K0446; HS-ETSL1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- . ’ . ,
! ) . | 2.5 Given a scenario, manage and configure
K0614; 07; 3A-NI-08; . . . : )
basic security settings in the Microsoft
Windows OS.
. K0428; 3A-NI-05; 3A- | 2.9 Given a scenario, configure appropriate
%fi""éfnport Forwarding and Port K0446: HS-ETSL. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | security settings on small office/home office
ggerng K0614; 07: 3A-NI-08: | (SOHO) wireless and wired networks.
K0428; 3A-NI-05; 3A- | 2.9 Given a scenario, configure appropriate
13.4.1.9 Universal Plug and Play K0446; HS-ETS1. ITEA.2. IT-NET 3.8 | NI-06; 3A-NI- | security settings on small office/home office
K0614; 07; 3A-NI-08; | (SOHO) wireless and wired networks.
K0428; 3A-NI-05; 3A- . .
e e e
9 y K0614; 07; 3A-NI-08; | P '
13.5 Basic Troubleshooting
Process for Security
K0292;
13.5.1.1 The Six Steps of the K0317; ITEA.10.; .
Troubleshooting Process K0330; HS-ETSL. ITEA.12.; IT-NET5.8 | 3A-CS-03;
S0142;
K0292;
. K0317; ITEA.10,; ) 2.4 Explain common social-engineering
13.5.1.2 Identify the Problem K0330; HS-ETSL. ITEA.12.; IT-NET5.9 | 3A-CS-03; attacks, threats, and vulnerabilities.
S0142;
K0292;
13.5.1.3 Establish a Theory of K0317; ITEA.10.; IT-NET .
Probable Cause K0330; HS-ETSL. ITEA.12.; 5.10 3A-CS-03;
S0142;
K0292;
13.5.1.4 Test the Theory to K0317; ITEA.10.; IT-NET .
Determine Cause K0330; HS-ETSL. ITEA.12.; 5.11 3A-CS-03;
S0142;
. . K0292;
13.5.1.5 Establish a Plan of Action !
K0317; ITEA.10.; IT-NET .
to Resolve the Probl_em and K0330- HS-ETS1. ITEA.12.- 512 3A-CS-03;
Implement the Solution S0142-
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. K0292;
13.5.1.6 Verify Full System K0317j ITEA.10.- IT-NET
Functionality and, If Applicabl ' HS-ETSL1. A-CS-03;
e s | K030 | PSETSL L mEAla | sas | OACSO3
S0142;
K0292;
13.5.1.7 Document Findings, K0317, ITEA.10,; IT-NET )
Actions, and Outcomes K0330; HS-ETSL. ITEA.12; 5.14 3A-CS-03;
S0142;
13.5.2 Common Problems and
Solutions for Security
K0292;
13.5.2.1 Common Problems and K0317; HS-ETS1 ITEA.10,; IT-NET 3A-CS-03: 3.3 Given a scenario, use best practice
Solutions for Security K0330; ' ITEA.12,; 5.16 ' procedures for malware removal.
S0142;
K0292;
13.5.2.2 Lab - Document ! : . _
Customer Information in a Work KO317: HS-ETS1. ITEA. 1O'f IT-NET 3A-CS-03: 3.3 Given a scenario, use best practice
Order K0330: ITEA.12,; 5.17 procedures for malware removal.
S0142;
13.6 Summary
13.6.1 Conclusion
13.6.1.1 Chapter 13: Security
13.6.1.2 Security-Quiz
14.0 Introduction
14.0.1 Welcome
K0008;
K0010; IT-NET 1.4;
14.0.1.1 The IT Professional K0233; IT-NET 5.5; 3A-IC-27;
K0247; IT 01;
K0628;
14.1 Communication Skills and
the IT Professional
K0008;
14.1.1 Communication Skills, K0010; HS-ETS1- IT-NET 1.4; 4.7 Given a scenario, use proper
Troubleshooting, and Professional K0233; 3 ITEA.4. IT-NET 5.5; 3A-IC-27; communication techniques and
Behavior K0247, ' IT 01, professionalism.
K0628;
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. 4.1 Given a scenario, implement best
K0O008; practices associated with documentation and
14.1.1 Communication Skills, K0010; HS-ETS1- IT-NET 1.4; support systems information management
Troubleshooting, and Professional K0233; ITEA.10. IT-NET 5.5; 3A-IC-27; : . '
Behavior K0247: 3. IT O1: 4.7 leen a scenario, use proper
K0628: commuplcat!on techniques and
' professionalism.
K0008;
14.1.1.2 Relationship Between K0010; HS-ETS1- IT-NET 1.4; 4.7 Given a scenario, use proper
Communication Skills and K0233; 3 ITEA.3. IT-NET 5.5; 3A-1C-27; communication techniques and
Professional Behavior K0247; ' IT 01; professionalism.
K0628;
K0008;

- K0010; IT-NET 1.4; 4.7 Given a scenario, use proper
14.1.1.3 Worksheet - Technician kozss; | MSETSL- ITEA.3. IT-NET5.5; | 3A-IC-27; | communication techniques and
Resources ! 3. - . .

K0247, IT 01, professionalism.

K0628;
14.1.2 Working with a Customer

K0008;

K0010; IT-NET 1.4; 4.7 Given a scenario, use proper
bi‘jéf'siaﬁzow’ Relate, and K0233; HSETSl' ITEA.4. IT-NET5.5; | 3A-IC-27; | communication techniques and

K0247; ’ IT01; professionalism.

K0628;

K0008;

K0010; HS-ETS1- IT-NET 1.4; 4.7 Given a scenario, use proper
14.1.2.2 Active Listening K0233; 3 ITEA.4. IT-NET 5.5; 3A-IC-27; communication techniques and

K0247; ' IT 01; professionalism.

K0628;

K0008;
14.1.2.3 Check Your K0010; HS-ETS1- IT-NET 1.4; 4.7 Given a scenario, use proper
Understanding - Closed-Ended K0233; 3 ITEA.4. IT-NET 5.5; 3A-IC-27; communication techniques and
and Open-Ended Questions K0247, ' IT 01, professionalism.

K0628;

K0008;

. . K0010; IT-NET 1.4; 4.7 Given a scenario, use proper

}é‘tks'ﬁi;{:’rﬁggDaer:gogjﬁggﬂz'mg K0233; HSET51' ITEA.4. IT-NET5.5: | 3A-IC-27; | communication techniques and

K0247; ’ IT01; professionalism.

K0628;

14.1.3 Professional Behavior

4.7 Given a scenario, use proper
communication techniques and
professionalism.
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K0008;

. . K0010; IT-NET 1.4; 4.7 Given a scenario, use proper
14.1.3.1 Using Professional kozsz;, | MSETST TEA4. | ITNET55: | 3AIC27: | communication techniques and
Behavior with the Customer ! 3. - . .

K0247, IT 01, professionalism.
K0628;
K0008;

. K0010; IT-NET 1.4; 4.7 Given a scenario, use proper

%faisgfezr Tips for Hold and K0233: HSETSL ITEA.4. IT-NET5.5; | 3AIC-27; | communication techniques and
K0247; ' IT 01; professionalism.
K0628;
K0008;

. . K0010; IT-NET 1.4; 4.7 Given a scenario, use proper
14.1.3.3 Video Demonstration - kozss; | MSETSL- ITEA.4. IT-NET5.5; | 3A-IC-27; | communication techniquespan%
Hold and Transfer ! 3. - . .

K0247; IT 01; professionalism.
K0628;
K0008;
K0010; IT-NET 1.4; 4.7 Given a scenario, use proper
iﬁolws?df \Igv:t?cst?e(t)t;(ou Already K0233; HSETSL ITEA.4. IT-NET 5.5; 3A-IC-27; communication techniques and
’ K0247; ’ IT01; professionalism.
K0628;
14.1.4 The Customer Call
K0008;
. K0010; IT-NET 1.4; 4.7 Given a scenario, use proper
(1:A;||1ﬁc.)%:uKsee%pmg the Customer K0233; HSETSL ITEA.4. IT-NET 5.5; communication techniques and
K0247; ’ IT01; professionalism.
K0628;
K0008;

. . K0010; IT-NET 1.4; 4.7 Given a scenario, use proper
14.1.4.2 Video Demonstration - K0233; HS-ETS1- ITEA.4. IT-NET 5.5; communication techniquespan%
The Talkative Customer ! 3. ) . .

K0247, IT 01, professionalism.
K0628;
K0008;

. . K0010; IT-NET 1.4; 4.7 Given a scenario, use proper

_}_ﬁ'elsl'fd(\a/'gﬁgtgrirgronsnat'on - K0233; HSETSL ITEA.4. IT-NET 5.5; communication techniques and
K0247; ’ IT01; professionalism.
K0628;

. . K0008; IT-NET 1.4; 4.7 Given a scenario, use proper
14.1.4.4 Video Demonstration — K0010; HS-ETS1- ITEA.4. IT-NET 5.5; communication techniquespanF()j
The Knowledgeable Customer ! 3. ) . .

K0233; IT 01; professionalism.
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K0247;
K0628;
K0008;
. — K0010; i i IT-NET 1.4; 4.7 Given a scenario, use proper
%ﬁ:ﬁﬁz rv'%eu‘?sgﬁ]”;”s”a“on ko233, | NS gTSl ITEA.4. IT-NET 5.5: communication techniques and
y K0247; ' IT 01; professionalism.
K0628;
K0008;
. . K0010; IT-NET 1.4; 4.7 Given a scenario, use proper
'}'ﬁg.IﬁfoIe(:iee%SeedmCOSssttcr)?:grn - K0233; HSETSL ITEA.4. IT-NET 5.5; communication techniques and
P K0247; ’ IT01; professionalism.
K0628;
14.2 Operational Procedures
K0317;
. K0246; HS-ETS1-
14.2.1 Documentation KO0354- 1
K0462;
Eggigi HS-ETS1- ITEA.2; IT-NET5; | 3A-NI-08; 3- | 41 Given a scenario, implement best
14.2.1.1 Documentation Overview K0354: 1 ITEA 12L IT 09: ’ AP-zé' practices associated with documentation and
! ' B ' ' support systems information management.
K0462;
K0317, . L
14.2.1.2 IT Department K0246: HS-ETS1- ITEA.2.: IT-NET 5; | 3A-NI-08; 3A- g%;g’;sna""siggg?gg'V\L?th'ggim;netsatﬂon and
Documentation :284312‘21 L ITEA.12.L; IT 09; AP-23; support systems information management.
K0317, . L
! 4.1 Given a scenario, implement best
K0246; HS-ETS1- ITEA.2.; IT-NET 5; | 3A-NI-08; 3A- : . v .
14.2.1.3 Report and Procedures ! L - i practices associated with documentation and
K0354j L ITEA.12.L; IT 09; AP-23; support systems information management.
K0462;
Eggigi HS-ETS1- ITEA.2.; IT-NET 5: | 3A-NI-08; 3A- | 41 Given a scenario, implement best
14.2.1.4 User Checklists KO354: 1 ITEA 12L IT 09- ' AP-23;' practices associated with documentation and
! ' e ' ' support systems information management.
K0462;
KO3175 ) ) i 4.1 Given a scenario, implement best
14.2.1.5 Knowledge Base and K0246; HS-ETS1- ITEA.2.; IT-NET 5; | 3A-NI-08; 3A- practices associated with documentation and
Articles Egigg L ITEA.12.L; IT 09; AP-23; support systems information management.
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KO3L7; 4.1 Given a scenario, implement best
14.2.1.6 Regulatory Compliance K0246; HS-ETS1- ITEA.2,; IT-NET 5; | 3A-NI-08; 3A- .ractices associated ,With documentation and
Requirements K0354; 1. ITEA.12.L; IT 09; AP-23; P . .
K0462: support systems information management.
KO317; 4.1 Given a scenario, implement best
14.2.1.7 Asset Databases K0246; HS-ETSI- ITEA.2,; IT-NET S, | 3A-NI-08; 3A- practices associated with documentation and
K0354; 1. ITEA.12.L; IT 09; AP-23; . .
K0462: support systems information management.
KO317; 4.1 Given a scenario, implement best
14.2.1.8 Asset Procurement K0246; HS-ETSI- ITEA.2, IT"NET S, | 3A-NI-08; 3A- practices associated with documentation and
K0354; 1. ITEA.12.L; IT 09; AP-23; . .
! support systems information management.
K0462;
KO317; 4.1 Given a scenario, implement best
14.2.1.9 Check Your K0246; HS-ETS1- ITEA.2.; IT-NET 5; | 3A-NI-08; 3A- | '~ ; o .
Understanding - Documentation K0354; 1. ITEA12.L; IT 09; AP-23; | Practices associated with documentation and
K0462: support systems information management.
14.2.2 Change Management
K0317;
K0246; HS-ETS1- ITEA.2.; IT-NET 5; . 4.2 Explain basic change-management best
14.2.2.1 Change Control Process K0354- 1 ITEA12.L: IT 09: 3A-AP-15; practices.
K0462;
K0317; 4.2 Explain basic change-management best
14.2.3 Disaster Prevention and K0246; HS-ETS1- ITEA.2.; IT-NET 5; 3A-AP-15: practices.
Recovery K0354, 1. ITEA.12.L, IT 09; ' 4.3 Given a scenario, implement workstation
K0462; backup and recovery methods.
K0317; 4.2 Explain basic change-management best
14.2.3.1 Disaster Recovery K0246; HS-ETS1- ITEA.2,; IT-NET 5; 3A-AP-15: practices.
Overview K0354; 1. ITEA.12.1; IT 09; ' 4.3 Given a scenario, implement workstation
K0462; backup and recovery methods.
K0317; 4.2 Explain basic change-management best
14.2.3.2 Preventing Downtime and K0246; HS-ETS1- ITEA.2,; IT-NET 5; 3A-AP-15: practices.
Data Loss K0354; 1. ITEA.12.1; IT 09; ' 4.3 Given a scenario, implement workstation
K0462; backup and recovery methods.
K0317; 4.2 Explain basic change-management best
14.2.3.3 Elements of a Disaster K0246; HS-ETS1- ITEA.2.; IT-NET 5; 3A-AP-15: practices.
Recovery Plan K0354, 1. ITEA.12.L, IT 09; ' 4.3 Given a scenario, implement workstation
K0462; backup and recovery methods.
tArf].gé?r"sAtraggﬁlcgk—Ygijsraster K0317; HS-ETS1- ITEA.2,; IT-NET 5; 3A-AP-15: 4.2 Explain basic change-management best
K0246; 1. ITEA.12.L; IT 09; ' practices.
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K0354;

K0462;

14.3 Ethical and Legal

Considerations

14.3.1 Ethical and Legal HS-ETS1- ITEA4.J: 3A-IC-29; 3A- | 4.6 Explain the importance of prohibited

Considerations in the IT K0003; e IT 04, IC-30; 3A-NI- | content/activity and privacy, licensing, and
. 3. ITEA.5. : .

Profession 06; policy concepts.

. i i . 3A-IC-29; 3A- | 4.6 Explain the importance of prohibited
14'3'.1'1 Eth|cal_and Legal K0003; HS-ETS1 ITEA.4.J; IT 04; IC-30; 3A-NI- | content/activity and privacy, licensing, and
Considerations in IT 3. ITEA.5. ) .

06; policy concepts.

- i i . 3A-IC-29; 3A- | 4.6 Explain the importance of prohibited
14.3.1.2.Personal Identifiable K0260; HS-ETS1 ITEA.4.J; IT 04; IC-30; 3A-NI- | content/activity and privacy, licensing, and
Information (P1I) 3. ITEA.S. ) .

06; policy concepts.

i i . 3A-1C-29; 3A- | 4.6 Explain the importance of prohibited
14.3.1.3 Payment Card Industry K0261,; HS-ETS1 ITEA.4.J; IT 04; IC-30; 3A-NI- | content/activity and privacy, licensing, and
(PCI) 3. ITEA.5. i .

06; policy concepts.

i i ) 3A-IC-29; 3A- | 4.6 Explain the importance of prohibited
14.3.1.4.Protected Health K0262; HS-ETS1 ITEA.4.J; IT 04; IC-30; 3A-NI- | content/activity and privacy, licensing, and
Information (PHI) 3. ITEA.S. s .

06; policy concepts.

i . K0260; i i . 3A-1C-29; 3A- | 4.6 Explain the importance of prohibited
14.3.1.5 Lab - Investigate K0261, HS-ETS1 ITEA.4.J; IT 04; IC-30; 3A-NI- | content/activity and privacy, licensing, and
Breaches of PIl, PHI, PCI ! 3. ITEA.5. ) .

K0262; 06; policy concepts.

. . : K0222; i i . 3A-IC-29; 3A- | 4.6 Explain the importance of prohibited
14.3.1.6 Legal Considerations in K0312; HS-ETS1 ITEA.4.J; IT 04; IC-30; 3A-NI- | content/activity and privacy, licensing, and
IT i 3. ITEA.5. : .

K0513; 06; policy concepts.

K0222; i i . 3A-IC-29; 3A- | 4.6 Explain the importance of prohibited
14.3.1.7 Licensing K0312; HS-ETS1 ITEA.4.J; IT 04; IC-30; 3A-NI- | content/activity and privacy, licensing, and

. 3. ITEA.5. i .

K0513; 06; policy concepts.

K0222; i i . 3A-IC-29; 3A- | 4.6 Explain the importance of prohibited
14.3.1.8 Ch_eck Yqur . K0312; HS-ETS1 ITEA.4.J; IT 04; IC-30; 3A-NI- | content/activity and privacy, licensing, and
Understanding - Licensing ! 3. ITEA.S. ) .

K0513; 06; policy concepts.

14.3.2 Legal Procedures Overview

KOO17: | hs.ETsi- | ITEAS: 3A-IC-30; 3B-
14.3.2.1 Computer Forensics K0133; P IT-NET 1.4 |

K0304- 3. ITEA.13,; IC-28;
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. K0017; i i . .20 2p. | 4-6 Explain the importance of prohibited
14.3.2.2 Data Col!ected in K0133: HS-ETS1 ITEA.5.,. IT-NET 1.4 3A-IC 30,.3B content/activity and privacy, licensing, and
Computer Forensics ! 3. ITEA.13,; IC-28; .
K0304; policy concepts.
K0003; i i ) .20 ap. | 4-6 Explain the importance of prohibited
14.3.2.3 Cyber Law K0155; HS-ETS1 ITEA'S"_ IT-NET 1.4 3A-IC 30’_38 content/activity and privacy, licensing, and
! 3. ITEA.13,; IC-28; .
K0267; policy concepts.
K0003; i i i .20 ap. | 4-6 Explain the importance of prohibited
14.3.2.4 First Response KO0155; HS ETSl IIITEE:153 IT-NET 1.4 3A Ilcé?é% 3B content/activity and privacy, licensing, and
K0267,; ' T ' policy concepts.
K0003; ) 3A-1C-30; 3B-
14.3.2.5 Documentation KO0155; HSET81' |!|'TEE£153 IT-NET 1.4 IC-28; 3A-
K0267; ' B AP-23;
K0003;
K0125; i i . .20 ap. | 4:6 Explain the importance of prohibited
14.3.2.6 Chain of Custody K0155; HS-ETS1 ITEA'S", IT-NET 1.4 3A-IC 30’_38 content/activity and privacy, licensing, and
_ 3. ITEA.13.; IC-28:; )
K0169; policy concepts.
K0267;
14.3.2.7 Check Your K0003; . . 4.6 Explain the importance of prohibited
Understanding - Legal Procedures K0155; HS-ETSI- ITEA'S"_ IT-NET 1.4 3A'|C'30’_ 3B- content/activity and privacy, licensing, and
. ' 3. ITEA.13,; IC-28; .
Overview K0267, policy concepts.
14.4 Call Center Technicians
14.4.1 Call Centers, Level One ontentactiiy and prvacy, icensing, and
and Level Two Technicians . y P Y, 9,
policy concepts.
HS-ETS1- ITEA.6.; IT-NET 1.4,
14.4.1.1 Call Centers 3 ITEA.12.: IT 01:
14.4.1.2 Level One Technician HS-ETS1- ITEA.6.; IT-NET 1.4 4.1 Given a scenario, implement best
o . . practices associated with documentation and
Responsibilities 3. ITEA.12,; IT 01; . .
support systems information management.
14.4.1.3 Level Two Technician HS-ETS1- ITEA6.; IT-NET 1.4; 4.1 Given a scenario, implement best
o . . practices associated with documentation and
Responsibilities 3. ITEA.12,; IT 01, . .
support systems information management.
14.4.1.4 Lab - Remote Technician HS-ETS1- ITEA.6.; IT-NET 1.4; 4?;;2@&:&;?23’V\;whplggim:riztﬂon and
- Fix a Hardware Problem 3. ITEA.12,; IT 01; P . .
support systems information management.
14._4.1.5 Lab - Remote Technician HS-ETS1- ITEAG.: IT-NET 1.4 4.1 Q|ven a scenario, |mplement best_
- Fix an Operating System . : practices associated with documentation and
3. ITEA.12.; IT 01; ) .
Problem support systems information management.
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14.4.1.6 Lab - Remote Technician HS-ETS1- ITEA6.; IT-NET 1.4; 4.1 Given a scenario, 'r.”hp'eme”t best
~ Fix a Network Problem 3 ITEA. 12 - IT 01- practices assoma_ted wit 'documentatlon and

' B ' support systems information management.
14.4.1.7 Lab - Remote Technician HS-ETS1- ITEA6.; IT-NET 1.4; 4.1 Given a scenara, ".“hp'éame”t best .
Fix a Security Problem 3 ITEA.12.- IT OL: practices associated with documentation an
) e ' support systems information management.

14.4.2 Basic Scripting and the IT
Professional
14.4.2.1 Script Examples K0529; HSET81' IT 06; ggﬁgg 4.8 Identify the basics of scripting.
14.4.2.2 Scripting Languages K0529; HSETSl' IT 06; ggﬁgg 4.8 Identify the basics of scripting.
14.4.2.3 Basic Script Commands K0529; HSETSL IT 06; ggﬁﬁg 4.8 Identify the basics of scripting.
bi.:ézb.liglanables / Environmental K0529; HSET81' IT 06; ggﬁgg 4.8 Identify the basics of scripting.
14.4.2.5 Conditional Statements K0529; HSET81' IT 06; ggﬁgg 4.8 Identify the basics of scripting.
14.4.2.6 Loops K0529; HSETSL IT 06; ggﬁﬁg 4.8 Identify the basics of scripting.
i1r14\./‘\1/.iﬁ.d70\|/_viba_r1\c/jvlr_litr?u|>3<asm Scripts K0529; HSE_T81' IT 06; ggﬁgg 4.8 Identify the basics of scripting.
14.5 Summary
14.5.1 Conclusion
14.5.1.1 The IT Professional
14.5.1.2 The IT Professional Quiz
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